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®  With Chrome browser, you may get the following warning. Click Proceed
anyway.

After that, the web authentication window will appear. Input the user name and the
password for your account (defined in User Management) and click Login.
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If the authentication is successful, the client will be redirected to the original web site
that he tried to access. In this example, it is http://www.draytek.com . Furthermore, you
will get a popped up window as the following. Then you can access the Internet.

ghupgmgzjasnmoduse: statu... |_|| = I|&]
& hitps:/ 19216811 /doc/use i Certificate Error | 1 |

Hello, user]l login from 192 168.1.11

00:29:46

Logout

€D Internet | Protected Mode: | 43 ~  #100% -

Note, if you block the web browser to pop up any window, you will not see such window.

If the authentication is failed, you will get the error message, The username or password
you entered is incorrect. Please login again.

Username

admin

DrayTek e

Vigor 3912

Login

B In above description, you access an external web site to trigger the authentication. You
may also directly access the router’s Web Ul for authentication. Both HTTP and HTTPS
are supported, for example http://192.168.1.1 or https://192.168.1.1 . Replace
192.168.1.1 with your router’s real IP address, and add the port number if the default
management port has been modified.

If the authentication is successful, you will get the Welcome Message that is set in the
User Management >> General Setup page.
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User Management => General Setup

General Setup

Mode Selection:

() Rule-Based is a management method based on IP address. Administrator may set
different firewall rules to different IP address.

@® User-Based is a management method based on user profiles. Administrator may set
different firewall rules to different user profiles.

Notice for User-Based mode:

* In User-Based mode, Active Rules in Firewall will be applied to all LAN clients, packets
that matches the Active Rules will be blocked or pass immediately, no user
authentication is required.

» Only Inactive Rules in Firewall can be set for individual user profile. In User-Based
mode, packets that do not match Active Rules will need authentication, and the
Inactive Rule applied to the specific user profile will then take effect.

Ruthentcanon page.

Web Authentication: @ HTTPS O HTTP

With the default setup <body stats=1><script language='javascript'>

window.location="http://www.draytek.com'</script></body>, you will be redirected to
http://www.draytek.com . You may change it if you want. For example, you will get the
following welcome message if you enter Login Successful in the Welcome Message table.

s

(€ https://192.168.1.1/doc/user_magt_redir.htm - Windows Internet Explorer E"E'
@\J v e hiipe/19216810/00c v bt Certificate . i3 [ 49 [ ] [ 2ing o -l
1' Favorites | 1.:5 £ | Suggested Sites » @ | Web Slice Gallery =
& http=://192168.1.1/doc/u... . ‘t} ¥ * [ @ > Pagew Safetyr Tools— -Zﬁilv
".3..} Pop-up blocked, To see this pop-up or additional cptions click here.., x

"Login Successfil"

™

'j’," &1 &3 Internet | Protected Mode: On fp v EI00% ~

Also you will get a Tracking Window if you don’t block the pop-up window.

B Don’t setup a user profile in User Management and a VPN Remote Dial-in user profile
with the same Username. Otherwise, you may get unexpected result. It is because the
VPN Remote Dial-in User profiles can be extended to the User profiles in User
Management for authentication.

There are two different behaviors when a User Management account and a VPN profile
share the same Username:

® |f SSL Tunnel or SSL Web Proxy is enabled in the VPN profile, the user profile in
User Management will always be invalid for Web authentication. For example, if
you create a user profile in User Management with chaochen/test as
username/password, while a VPN Remote Dial-in user profile with the same
username “chaochen” but a different password “1234”, you will always get error
message The username or password you entered is incorrect when you use
chaochen/test via Web to do authentication.

Vigor3912 Series User’s Guide 393


http://www.draytek.com/�

394

VPN and Remote Access »> Remote Dial-in User

Index No. 1

Enable this Account
Multiple Concurrent Connections Allowed

Idle Timeout second(s)

Allowed Dial-In Type

[ ppTR
IPsec Tunnel
IKEV1/IKEv2 B IKEv2 EAP B IPsec XAuth
L2TP with IPsec Policy
SSL Tunnel
OpenVPN Tunnel
) wireGuard

User Account and Authentication

Username 77
Password Mazx 128 characters

[CJEnable Mobile One-Time Passwards(mOTP)
[CJEnable Time-based One-time Password{TOTP)

IKE Authentication Method
Pre-Shared Key
Mazx: 128 characters

[ Digital Signature(X.509)

None v

[ Specify Remote Node
Remote Client ® IP O Domain Name

or Peer ID
Metbios Naming Packet ® pass U Block
Multicast via VPN C pass ® Block

(for some IGMP,IP-Camera,DHCP Relay..etc.)

IPsec Security Method

Medium(AH)
High(ESP) DES | 3DES  AES
Local ID (optional)

Subnet

[ Assign Static IP Address 0.0.0.0

WireGuard Peer Setting

Public key

Pre-shared key optional

Persistent keepalive 60 second(s)
Schedule Profile

[None v |, [None |, [Mone ~ |, [None -

Notification

If SSL Tunnel or SSL Web Proxy is disabled in the VPN profile, a User
Management account and a remote dial-in VPN profile can use the same

Username, even with different passwords. However, we recommend you to use

different usernames for different user profiles in User Management and VPN

profiles.
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Authentication via Telnet

The LAN clients can also authenticate their accounts via telnet.

1. Telnet to the router’s LAN IP address and input the account name for the

authentication:

B Telnet 192.168.1.1

EEE
-|

2. Type the password for authentication and press Enter. The message User login
successful will be displayed with the expired time (if configured).

Info Here expired time is “Unlimited” means the Time Quota function is not
enabled for this account. After login, this account will not be expired
until it is logout.

3. Inthe Web interface of router, the configuration page of Time Quota is shown as below.

User Management >> User Profile

Profile Index 3
Common Settings

Enable this account

Username [usert [(only support A-Z a-z 0-2 _ - . @)
Password |

Confirm Password | |

External Server Authentication

Login Settings

Allow Authentication via
Show Landing Page After Login

Web Alert Tool Telnet
O

Idle Timeout min. (0: Unlimited)
Auto Logout After D min. (0: Off)

Pop up Time-Tracking Window

Login Permission Schedule [None v |, [None v |, [Mone v |, [MNone v
Policy

Max. Login Devices [0 ](0: Unlimited)

— . L T T

Wﬂ._ T outa anan 1 1 1 -+ |

Epable Dot Cuot Il Y-V = I ] + |
[} Reset Quota Automatically To  Time Limit min.  Data Limit[0  [MB
When ® Login Permission Schedule Ends
Schedule Starts
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4. If the Time Quota is set with “0” minute, you will get the following message which
means this account has no time quota.

If the Time Quota is enabled and time is not 0 minute,

User Management == User Profile

Profile Index 3
Common Settings

Enable this account
Username [user [(only support A-Z a-z0-9 _-. @)

Password

Confirm Password | |

External Server Authentication

Login Settings

Allow Authentication via web [ Alert Tool Telnet

Show Landing_Page After Login O

Idle Timeout min. (0: Unlimited)

Auto Logout After D min. (0: Off)

Pop up Time-Tracking Window

Login Permission Schedule [Mone v |, [Mone v [Mone +|, [Nons v
Policy

Max. Login Devices [0 ](0: Unlimitad)

Enable Time Quota ] min. - 0 +

I Enable Data Quota ] [ME~] | - 10 : | + |
[_) Reset Quota Automatically To  Time Limit min.  Data Limit[0  [MB
When ® Login Permission Schedule Ends
Schedule Starts

You will get the following message. The expired time is shown after you login.

After you run out the available time, you can’t use this account any more until the
administrator manually adds additional time for you.

A-2 How to use Landing Page Feature

Landing Page is a special feature configured under User Management. It can specify the
message, content to be seen or specify which website to be accessed into when users try to
access into the Internet by passing the authentication. Here, we take Vigor3912 Series router
as an example.
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Example 1 : Users can see the message for landing page after logging into Internet
successfully

1. Open the web user interface of Vigor3912.

2. Open User Management -> General Setup to get the following page. In the field of
Landing Page, please type the words of “Login Success”. Please note that the
maximum number of characters to be typed here is 255.

User Management => General Setup

General Setup

Mode Selection:

() Rule-Based is a management method based on IP address. aAdministrator may set
different firewall rules to different IP address.

@ User-Based is a3 management method based on user profiles. Administrator may set
different firewall rules to different user profiles.

Notice for User-Based mode:

+ In User-Based mode, Active Rules in Firewall will be applied to all LAN clients,
packets that matches the Active Rules will be blocked or pass immediately, no user
authentication is required.

* Only Inactive Rules in Firewall can be set for individual user profile. In User-Based
mode, packets that do not match Active Rules will need authentication, and the
Inactive Rule applied to the specific user profile will then take effect.

Authentication page:

Web Authentication: ® HTTPS O HTTP
Login Page Greeting

[J pisplay IP address on the dialog box pops up after successful login.

Landing page:

{Max 255 characters) Preview| Setto Factory Default
<body stats=1r<script> Login Success </scriptr</body>

| 0K | | Clear | | Cancel |

3. Now you can enable the Landing Page function. Open User Management -> User Profile
and click one of the index number (e.g., index number 3) links.

User Management == User Profile

User Profile Table

| Select All | Clear All |
Profile Enable Name Profile
1. s admin 17.
2. v Dial-In User 18.
3. 19.
% 20.
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4.

In the following page, check the box of Landing page and click OK to save the settings.

User Management >>User Profile

Profile Index 3
Common Settings

Enable this account

Username ‘Caca ‘(Only support A-Z 3-z 0-9 - . @)
Password ‘ ‘

Confirm Password ‘ ‘

External Server Authentication
Login Settings

Allow Authentication via E Web E Alert 10\ Telnet

ihow Landing Page After Login

Idle Timeout 10 min. (0: Unlimited)

Auto Logout After min. (0: Off)

Pop up Time-Tracking Window

Login Permission Schedule [Nene v, [None v, [None ~|, [None v

Policy

Max. Login Devices

[0 |0 Unlimited)

[ enable Time Quota 0 min. -
[J Enable Data Quota 0
[J Reset Quota Automatically To Time Limit D min. Data Limit DMB
When ® Login Permission Schedule Ends
O Schedule None v Starts

Open any browser (e.g., FireFox, Internet Explorer). The logging page will appear and
asks for username and password. Please enter the correct username and password.

Username

DrayTek

Vigor 3912

Copyright © 2000-2019DrayTek Corp. All Rights Reserved

Click Login. If the logging is successful, you will see the message of Login Success from
the browser you use.

T 3 _l| 5 ¥ 7 / ‘:-r 1'_-
@ [Fowered by Diradel] W p J’ /

SR 4 7

| € © C M B bers:192.168.10. Ldochser_lozin Y¥ | X
(3 DisyleGronp (1 WHESFS (3 BANR SET

Lo@ Success
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Example 2 : The system will connect to http://www.draytek.com automatically after
logging into Internet successfully

1. In the field of Landing Page, please type the words as below:
“ <body stats=1><script language="javascript'>

window.location="http://www.draytek.com'</script></body>"

User Management == General Setup

General Setup

Mode Selection:

() Rule-Based is a management method based on IP address. Administrator may set
different firewall rules to different IP address.

@ User-Based is a management method based on user profiles. Administrator may set
different firewall rules to different user profiles.

Notice for User-Based mode:

¢ In User-Based mode, Active Rules in Firewall will be applied to all LAN clients,
packets that matches the Active Rules will be blocked or pass immediately, no user
authentication is required.

+ Only Inactive Rules in Firewall can be set for individual user profile. In User-Based
mode, packets that do not match Active Rules will need authentication, and the
Inactive Rule applied to the specific user profile will then take effect.

Authentication page:

Web Authentication: @ HTTPS O HTTP
Login Page Greeting

[J pisplay IP address on the dialog box pops up after successful login.
Landing page:
(Max 255 characters) Preview| Setto Factory Default

<body stats=1:<script language='javascript'>
window.location="http://www.draytek.com' </script></body>

| oK | | Clear | | Cancel |

2. Next, enable the Landing Page function. Open User Management -> User Profile and
click one of the index number (e.g., index number 3) links.

User Management == User Profile

User Profile Table
Select All Clear All

Profile Enable Name
admin

Dial-In User

00O
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3. In the following page, check the box of Landing page and click OK to save the settings.

User Management >>User Profile

Profile Index 3

Common Settings

Enable this account
Username (Only support A-Z a-z 0-9 - . @)
Confirm Password
External Server Authenticati 'Nnne—v|
Login Settings
Allow Authentication via Web Alert Tool Telnet
Show Landing Page After Login
Idle Timeout min. (0: Unlimited)
Auto Logout After min. (0: Off)
Pop up Time-Tracking Window
Login Permission Schedule [Nene ~], [None ~ |, [None ~|, [Nene v
Policy
Max. Login Devices l:l (0: Unlimitad)
) Enable Time Quota 0 min. [~ o [+]
[ Enable Data Quota 0
[ Reset Quota Automatically To Time Limit D min. Data Limit DMB
When @® Login Permission Schedule Ends
O Schedule Hone v Starts

4.  Open any browser (e.g., FireFox, Internet Explorer). The logging page will appear and
asks for username and password. Please enter the correct username and password.

Username

admin

DrayTek P

Vigor 3912
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5.  Click Login. If the logging is successful, you will be directed into the website of
www.draytek.com.

Dmyrek Products  Solutions  Support  About  Partners MyVigor o @ c
= 4 .
-
Vigorous
networking solution
for SMEs
® )
a
Main products
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V-4 Hotspot Web Portal

The Hotspot Web Portal feature allows you to set up profiles so that LAN users could either be
redirected to specific URLs, or be shown messages when they first attempt to connect to the
Internet through the router. Users could be required to read and agree to terms and
conditions, or authenticate themselves prior to gaining access to the Internet. Other
potential uses include the serving of advertisements and promotional materials, and
broadcast of public service announcements.

Web User Interface

V-4-1 Profile Setup

Select Profile Setup to create or modify Portal profiles. Up to 4 profiles can be created to
meet different requirements according to LAN subnets, WLAN SSIDs, origin and destination IP

addresses, etc.

Hotspot Web Portal == Profile Setup d

Hotspot Web Portal Profile:

Index Enable Comments Login Mode Applied Interface
1 test Click-through Mone
2. O Click-through Mone
3. O Click-through Mone
4. O Click-through Mone

[Jpreview hotspot from WAN and VPN

Note:

1.The router must connect to the Internet baefore webpage redirection will work.

2.1If the LAN clients are using another DNS server on LAN, please make sure the DNS query for domain name
"portal.draytek.com” will be resclved by the router.

3.If you want to enable Preview hotspot from WAN and VPN, please set up Internet Access Control.

Backup up | Profile 1 V|= | Backup | Restore FEECTTES to| Profile 1 V|: | Restore
[ Restore Quota Management Setting

Available settings are explained as follows:

Item Description
Index Click the index number link to view or update the profile
settings.
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Enable Check the box to enable the profile.

Comments Shows the description of the profile.

Login Mode Shows the login mode used by the profile. See the section
Login Mode for details.

Applied Interface Shows the interfaces to which this profile applies.

Preview Click this button to preview the Hotspot Web Portal page that

will be displayed to users.

Backup up Profile list - Select a source profile.

Backup - Click to save the configuration file based on the
selected source profile.

Restore ... Select - Click to choose a configuration file.

to.. - Select a destination profile. It will be restored by the
selected configuration file.

Restore - Click to perform the restoration job.

Restore Quota Management Setting - If selected, the quota

management setting also will be restored onto the destination
profile.

V-4-1-1 Login Method
There are five login methods to choose from for authenticating network clients: Skip Login,
Click Through, Social Login, PIN Login, and Social or PIN Login. Each login mode will present
a different web page to users when they connect to the network.
(A) Skip Login, landing page only
This mode does not perform any authentication. The user will be redirected to the landing
page. The user can then leave the landing page to visit other websites.
(B) Click-through

The following page will be shown to the users when they first attempt to access the Internet
through the router. After clicking Accept on the page, users will be directed to the landing
page (defined in Captive Portal URL) and be granted access to the Internet.

(C) Various Hotspot Login

An authentication page will appear when users attempt to access the Internet for the first
time via the router. After authenticating themselves using a Facebook account, Google
account, PIN code, password for RADIUS sever, they will be directed to the landing page and
be granted access to the Internet.

(D) External Portal Server

External RADIUS server will authenticate the users when they attempt to access the Internet
for the first time via the router.
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V-4-1-2 Steps for Configuring a Web Portal Profile
Login Method

Click the index link (e.g., #1) of the selected profile to display the following page.

Hotspot Web Portal >> Profile Setup

Q ' ;\ N ' ;\ N
1 | I {3} | I |5 |
N N N AN
Login Background Login Page Whitelist Maore Options
Method Setup Setting

B Enable this profile

Comments: |[test

Portal Server

Portal Method O Skip Login, landing page only
O Click through
@® Various Hotspot Login

O External Portal Server

Captive Portal URL

portal draytek.com

Login Methods

(J Login with Facebook
Note : When Login with Facebook is selected, the protocol of the Captive Portal URL will be
changed to HTTPS.

Choose Login Method

(J Login with Google

[J Receive PIN via SMS
[ Receive PIN via Mail
O PIN with Voucher

O Login with RADIUS

Save and Next | | Cancel

Available settings are explained as follows:

Item Description

Enable this profile Check to enable this profile.

Comments Enter a brief description to identify this profile.

Portal Server

Portal Method There are four methods to be selected as for portal server.
O skip Login, landing page only

O Click through

® Various Hotspot Login

() External Portal Server

When Skip Loging, landing page only or Click through is selected as Portal Method
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Captive Portal URL

Enter the captive portal URL.

When Various Hotspo

t Login is selected as Portal Method

Captive Portal URL

Enter the captive portal URL.

Login Methods

This setting is available when Various Hotspot Login is selected as
the portal method.

Choose Login Method - Select one or more desired login methods.
Login with Facebook
Login with Google
Receive PIN via SMS
Receive PIN via Mail
PIN with Voucher
Login with RADIUS

Facebook
(Login with
Facebook)

This setting is available when Login with Facebook is selected as
the login method.

Facebook APP ID - Enter a valid Facebook developer app ID.

If you do not already have an app ID, refer to section A-1 How to
create a Facebook App ID for Web Portal Authentication for
instructions on obtaining an APP ID.

Facebook APP Secret - Enter the secret configured for the APP ID
entered above.

Refer to section A-1 How to create a Facebook App ID for Web
Portal Authentication for details.

Google
(Login with Google)

This setting is available when Login with Google is selected as the
login method.

Google App ID - Enter a valid Google app ID.

If you do not already have an app ID, refer to section A-2 How to
create a Google App ID for Web Portal Authentication for
instructions on obtaining an APP ID.

Google App Secret - Enter the secret configured for the APP ID
entered above.

Refer to section A-2 How to create a Google APP ID for Web Portal
Authentication for details.

SMS Provider
(Receive PIN via SMS)

This setting is available when Receive PIN via SMS is selected as
the login method.

Receiving PIN via SMS Provider - Select the SMS Provider used to
send PIN notifications SMS providers are configured in Objects
Setting >> SMS / Mail Service Object.

Mail Server

(Receive PIN via
Mail)

This setting is available when Receive PIN via Mail is selected as
the login method.

Receiving PIN via Mail Server - Select the mail server to send PIN
notifications. The mail servers are configured in Objects Setting
>> SMS / Mail Service Object.

Radius Server
(Login with RADIUS)

This setting is available when Login with RADIUS is selected as the
login method.

Authentication Method - Click link to configure the external
RADIUS server for authenticating web portal clients.

RADIUS MAC Authentication - Check Enable to activate user
authentication by MAC address.

MAC Address Format - Select the MAC address format that is used
by the RADIUS server.

Vigor3912 Series User’s Guide

405



406

RADIUS NAS-Identifier - It is an attribute of the RADIUS server,
used by a client as an identification on a RADIUS server. Enter a
string with less than 32 characters.

When External Portal

Server is selected as Portal Method

Captive Portal URL

Enter the captive portal URL.

Redirection URL

Enter the URL to which the client will be redirected.

RADIUS Server

Authentication Method - To configure the RADIUS server, click the
External RADIUS Server link and you will be presented with the
configuration page.

RADIUS MAC Authentication - If the RADIUS server supports
authentication by MAC address, enable RADIUS MAC
Authentication and select the MAC address format that is used by
the RADIUS server.

RADIUS NAS-Identifier - It is an attribute of the RADIUS server,
used by a client as an identification on a RADIUS server. Enter a
string with less than 32 characters.

Save and Next

Click to save the configuration on this page and proceed to the
next page.

Cancel

Click to save the configuration on this page and proceed to the
next page.

If you have chosen Skip Login, landing page only or External Portal Server as the portal
method, skip to step 4 Whitelisting below.

Otherwise, proceed to configure the login page by following steps 2 and 3.
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Background

If you have selected a Login Mode that requires authentication, select a background for the
login page.

Hotspot Web Portal »> Profile Setup

N N N N
(1) @ (3) (a) (5)
N N N NS

Legin Method Background Login Page Setup Whitelist Setting More Options

Choose Login Background

@® Color Background

1. Browser Tab Title

2. Logo Image & Logo Background Color

3. Login Methods Background Celor

O Image Background

1. Browser Tab Title

2. Logo Image

3. Leging Metheds Background Coler and Opacity

4. Background Image

Browser Tab Title |Dra_.-tek Hotspot
Logo Image Default Draytek Logo White v
Lego Background Color Vigor Red v
FosB59 (format . FFFFFF)
Login Method Background Color | Vigor Grey v
EEECES (format - FFFFFF)
‘ Save and Next | ‘ Cance |

Available settings are explained as follows:

Item Description

Choose Login Select either Color Background or Image Background as the login

Background page background scheme.

Browser Tab Title Enter the text to be shown as the webpage title in the browser.

Logo Image The DrayTek Logo will be displayed by default. However, you can
enter HTML text or upload an image to replace the default logo.
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Login Method
Background Color

Select the background color of the login panel from the predefined
color list, or select Customize Color and enter the RGB value.
Click Preview to preview the selected color.

Opacity (10 ~ 100)

Available when Image Background is selected. Set the opacity of
the background image.

Background Image

Available when Image Background is selected. Click Browse... to
select an image file (.JPG or .PNG format), then click Upload to
upload it to the router.

Save and Next

Click to save the configuration on this page and proceed to the
next page.

Cancel

Click to abort the configuration process and return to the profile
summary page.

If you have selected Skip Login, landing page only or External Portal Server as the portal
method, proceed to Step 4 Whitelist Setting; otherwise, continue to Step 3 Login Page Setup.
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Login Page Setup

In this step you can configure settings for the login page.

Click Through

This section describes the Login Page setup if you have selected Click Through as the Login
Method.

Hotspot Web Portal >> Profile Setup

TN N TN N
(1) (2) (3) () (s5)
\_/ \_/ / \_/ N
Login Method Background Login Page Setup Whitelist Setting More Options
Configure Login Method and Details
Welcomel Welcome Message
Please log in 1o enjoy Wi-Fi.
e Ck‘rg'r:!,!,::'. Privacy Policy & Terms and Conditions
li Log in with Facebook Facebook Login
Welcome Message kelcome!<br /»Please log in to enjoy Wi-Fi.

e

(Max 1360 characters)

Privacy Policy & Terms and Conditions

Terms and Conditions Enable

User must tick to get the internet access

Description |Ey clicking the button below you agree to the Terms and Conditions.

Available settings are explained as follows:

Item Description

Login dialog will be shown as follows:

Configure Login Method and Details

Welcome! Welcome Message
We are pleased to provide free
Wi-Fi to you!
By chcking le bultan Below you sgres 1o the Terms and Conditions Description and Content

Terms and Conditions

Accept Button Description and Color

However, when PIN with Voucher is selected as the login method, Login dialog will be
shown as follows:

Vigor3912 Series User’s Guide 409



410

Configure Login Method and Details

Welcome!

Please log in to enjoy Wi-Fi.

By clhcking the t

Or log in withi PIN coda.

Enter Existing PIN Submit

Welcome Message

Terms and Conditions Description and Content

Hint Message for PIN
Enter PIN and Submit Button

Welcome Message

Enter the text to be displayed as the welcome message.

Privacy Policy & Terms and Conditions

Terms and
Conditions

Enable - Check the box to enable the option.

User must tick to get the internet access - This check box is
enabled in default if Terms and Conditions is enabled.

Description - Enter the text to be displayed in the Terms and
Conditions pop-up window.

Content - It contains Internal Content and External Content.
Choose Internal Content to enter the text to be displayed as the
Terms and Conditions hyperlink text. Or choose External Content
to enter an URL that will display the terms and conditions.

Data Collection for
Marketing

Enable - Check the box to enable the option.

User must tick to get the internet access - Check the box to
enable the option.

Description - Enter the text to inform the user.

Error message when
the user does not
tick

Enter the text to notify the user.

Accept Button
Description

Enter the text to be displayed on the accept button.

Accept Button Color

Select the color of the accept button from the predefined color
list, or select Customize Color and enter the RGB value. Click
Preview to preview the selected color.

Save and Next

Click to save the configuration on this page and proceed to the
next page.

Cancel

Click to abort the configuration process and return to the profile
summary page.

When PIN with Voucher is selected as the login method,

Hint Message for PIN

Enter a message to remind the PIN code.

Enter PIN
Description

Enter the existing PIN code.

Submit Button
Description

Enter the text to be displayed on the Submit button.

Submit Button Color

Select the color of the Submit button from the predefined color
list, or select Customize Color and enter the RGB value. Click
Preview to preview the selected color.

Save and Next

Click to save the configuration on this page and proceed to the
next page.
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Cancel Click to abort the configuration process and return to the profile

summary page.

Various Hotspot Login

This section describes the Login Page setup step if you have selected Various Hotspot Login
the login method. You will see only settings that are relevant to the selected login method(s).

Hotspot Web Portal == Profile Setup

7N 7N TN 7N 7N
[ 1} {2 } 3.1 32 { 4 } { 5 )
NS NS N NS NS
Login Method Background Login Page Whitelist More Options
Setup Setting
Configure Login Method and Details
Welcome! Welcome Message
Please log in to enjoy Wi-Fi.
= :m'g::’:,:;";::;:,:i;_",_ e Privacy Policy & Terms and Conditions
n Log in with Facebook Facebook Login
S Log in with Google Google Login
Or g inwith P code. Hint Message for PIN
Receive PIN via SMS Receive PIN Description
Enter Exigting PIN m Enter PIN and Submit Button
Orlen il yous seecunt Hint Message for RADIUS
Usemame
Passward RADIUS Login
Welcome! : A
Please leave info to enjoy Wi-Fi. Hint Message for Leave info
Your Mame
car Emal Leave info Columns and Descriptions
Mobie Numbar
Welcome Message Welcome!<br >*Please log in to enjoy Wi-Fi
)
(Max 1360 characters) Default
Privacy Policy & Terms and Conditions
Terms and Conditions Enable
User must fick fo get the infernet access
Description cking the buttcn below you agree to the Terms and

Settings that are common to Facebook, Google, PIN, and RADIUS authentication are:

Item

Description

Welcome Message

Enter the text to be displayed as the welcome message.
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Privacy Policy & Enter the text to be displayed as the Terms and Conditions

Terms and hyperlink text.

Conditions

Description

Terms and Enter the text to be displayed in the Terms and Conditions pop-up

Conditions Content | window.

If you have selected Facebook login, the setting will appear:

Facehook Login Description Log in with Facebook
{Max 170 characters)
Item Description
Facebook Login Enter the text to be displayed on the Facebook login button.
Description

If you have selected Google login, the setting will appear:

Google Login Description Log in with Google
{Max 170 characters)
Item Description
Google Login Enter the text to be displayed on the Google login button.
Description
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If you have selected PIN login, these settings will appear:

Hint Message for PIN

Loy in with PIN code.

{(Max 170 characters)

Receiving PIN via SMS Description  |Feceive PIN via SH3

Receiving PIN via SM5 Content

(Max 170 characters)

Welcome to DrayTek Hotspot! ¥our PIN i=s <PIN:>. This PIN is wvalid
for 10 min.

(Max 150 characters)

Enter PIN Description

Submit Button Description

Submit Button Color

Enter Existing PIN

(Max 170 characters)

<span style="color:wvhite;">3ubmit</spans>

{(Max 170 characters)

Customize Color (%

428282 | (format : FFFFFF)

Item

Description

Hint Message for PIN

Enter the text used to suggest users to choose SMS authentication.

Receiving PIN via
SMS Description

Enter the text to be displayed on the button that the user clicks to
receive an SMS PIN.

Receiving PIN via
SMS Content

Enter the message to be sent by SMS to inform the user of the PIN.
The PIN variable is specified by <PIN> within the message.

Receiving PIN via
Mail Subject

Enter the subject of the mail to inform the user about the PIN
code.

Receiving PIN via
Mail Content

Enter the content of the mail to inform the user about the PIN
code.

Enter PIN
Description

Enter message to be displayed in the PIN textbox to prompt the
user to enter the PIN.

Submit Button
Description

Enter the text to be displayed on the submit PIN button

Submit Button Color

Select the color of the submit button from the predefined color
list, or select Customize Color and enter the RGB value. Click
Preview to preview the selected color.
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If you have selected RADIUS account login, these settings will appear:

Hint Message for RADIUS Log in with your acocount.
{Max 170 characters)
RADIUS Account Description Username
{Max 170 characters)
RADIUS Password Description Passwaord
{Max 170 characters)
Login Button Description <span style="color:white;":Login</span>
{Max 170 characters)
Login Button Color Customize Color %
28282 fformat - FFFFFF)
Item Description
Hint Message for Enter the text used to prompt the user to login.
RADIUS
RADIUS Account Enter the text to prompt the user to enter the username.
Description
RADIUS Password Enter the text to prompt the user to enter the password.
Description
Login Button Enter the text to be displayed on the login button.
Description
Login Button Color Select the color of the login button from the predefined color list,
or select Customize Color and enter the RGB value. Click Preview
to preview the selected color.

And finally, the save and cancel buttons are always displayed.

Save and Next Cancel
ltem Description
Save and Next Click to save the configuration on this page and proceed to the
next page.
Cancel Click to abort the configuration process and return to the profile
summary page.
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2nd-stage Page for PIN Login

If you have selected PIN Login as the login method, you will also need to configure the page
that is displayed to users when they request a PIN.

Hotspot Weh Portal >> Profile Setup

T - ' s T

() () (s h@ (4 (s)

N N N N4 N
Login Method Background Login Page Setup Whitelist Setting tore Options

Configure 2nd-stage Page for SMS Login

Back Button

PIN Code Message

ter your mobile number Default Country, Enter Mobile Number Description

Send PIN Send Button Description and Color

Send Succeeded Message

Enter PIN m Enter PIN and Submit Button

Back Button Description Back

(Max 170 characters)

PIN Code Message PIN code will he sent over via 3HN3.

(Max 170 characters)

Default Country Code | + 93 Afghanistan v

Enter Mohile Number Description

enter wour mobile nunber ‘

(Max 170 characters)

Send Button Description

<span style="color:white; ">S3end PIN</span> ‘

(Max 170 characters)
Send Button Color Customize Color %
28242 | fiormat : FFFFFF) Default

Send Succeeded Mesage PIN Code has heen sent.Cliek <b>Send PIN«</b> again if not
receiving PIN in 3 minutes.

(Max 170 characters)

[ Save and MNext ] [ Cancel I

Available settings are explained as follows:

Item Description
Back Button Enter text for the label of the hyperlink to return to the previous
Description page.

PIN Code Message Enter text to be displayed as the body text on the page.

Default Country Select the default country code to be displayed using the dropdown
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Code

menu.

Enter Mobile
Number Description

Enter message to be displayed in the mobile number textbox to
prompt the user to enter the mobile number.

Send Button
Description

Enter the label text of the send button.

Send Button Color

Select the color of the send button from the predefined color list,
or select Customize Color and enter the RGB value. Click Preview
to preview the selected color.

Send Succeeded
Message

Enter text to be displayed to notify the user after the PIN has been
sent.

Save and Next

Click to save the configuration on this page and proceed to the
next page.

Cancel

Click to abort the configuration process and return to the profile
summary page.
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Whitelist Setting

In this step you can configure the whitelist settings. Users are allowed to send and receive
traffic that satisfies whitelist settings.

Hotspot Web Portal == Profile Setup

[ 1} { 2 } { 31 — 32} 4

Login Method Background Login Page Setup Whitelist Setting Mare Options
NAT Rules Dest Domain Dest IP Dest Port Source IP
Always allow outbound connections from hosts in [0 NAT => Port Redirection
[J NAT => Open Ports
O NAT >>DMZ
| Save and MNext | | Cancel

Available settings are explained as follows:

Item Description

NAT Rules To prevent web portal settings from conflicting with NAT rules
resulting in unexpected behavior, select the NAT rules that are
allowed to bypass the web portal. Hosts listed in selected NAT
rules can always access the Internet without being intercepted by
the web portal.

Dest Domain Enter up to 30 destination domains that are allowed to be
accessed.

Dest IP Enter up to 30 destination IP addresses that are allowed to be
accessed.

Dest Port Enter up to 30 destination protocols and ports that are allowed
through the router.

Source IP Enter up to 30 source IP addresses that are allowed through the
router.

Save and Next Click to save the configuration on this page and proceed to the
next page.

Cancel Click to abort the configuration process and return to the profile

summary page.
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More Options

In this step you can configure advanced options for the Hotspot Web Portal.

Hotspot Web Portal == Profile Setup

(2) (31 )}—32) (a) @

Login Method Background Login Page Setup Whitelist Setting More Options

Quota Management

SMS Login 1.Default v

Login Method Quota Policy Profile Valid Time Device Allowed Bandwidth Limit Session Limit
0d 5h Om Unlimited Unlimited Unlimited
0d 5h Om Unlimited Unlimited Unlimited

Email Login 1.Default v

Note:

To modify the quota settings. please go to Hotspot Web Portal »> Quota Management

Web Portal Options

HTTPS Redirection

Captive Portal Detection

@ Enable

When an unauthenticated client opening 2 HTTPS page, redirect will work but
certificate errors may be shown.

Disable this function to redirect only HTTP pages. HTTPS browsing will timeout
without redirection and alse no certificate errors.

D Enable

Trigger the unauthenticated client to automatically pop-up the Web Portal page
when connects to Wi-Fi.

This function is not available when using Social Login because the page may not
be shown correctly due to the limitation of the OS built-in Captive Portal
Detection.

Landing Page After Authentication

@® Fixed URL |ﬂtt0:."."'u»"«.--,-.-.:Ira;.-tek.ccm |

Available settings are explained as follows:

Item

Description

Quota Management

Quota Policy Profile

Choose a policy profile to apply to web portal clients.

Web Portal Options

HTTPS Redirection

If this option is selected, unauthenticated clients accessing HTTPS
websites will be redirected to the login page, but the browser may
alert the user of certificate errors. If this option is not selected,
attempts to access to HTTPS website will time out without
redirection.

Captive Portal
Detection

If this option is selected, the web portal page is triggered
automatically when an unauthenticated client tries to access the
Internet. This function is not available when the Login Mode is
Social Login, as the web portal page may not be shown correctly
due to the limitations of the operating system’s built-in Captive
Portal Detection.

Bypass

If the number of HTTPS sessions exceeds the default limit, the web
portal would temporarily bypass them without authentication.
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Those clients would be redirected to the web portal and
authenticate later.

Landing Page After Authentication

Fixed URL

Specifies the webpage that will be displayed after the user has
successfully authenticated.

The user will be redirected to the specified URL. This could be used

for displaying advertisements to users, such as guests requesting
wireless Internet access in a hotel.

User Requested URL

The user will be redirected to the URL they initially requested.

Bulletin Message

The message configured here will be briefly shown for a few
seconds to the user.

Default Message - This button is enabled when Bulletin Message is
selected. Click to load the default text into the bulletin message
textbox.

Force Landing Page
Stay

This option is useful for mobile phone user.

The mobile phone users can access into Internet by means of Wi-Fi
connection. In general, when Captive Portal Detection is enabled
on Vigor router, the login page will appear once the mobile phone
detects the Wi-Fi signal. After entering the username and password
(for authentication), the landing page will appear first on the
screen of the mobile phone.

Yet, some mobile phone will skip the landing page and access the
Internet instead. This feature can force the landing page to stay on
the screen of the mobile phone for a while.

Enable - Select it to enter the period of time for keeping the
landing page.

Applied Interfaces

Subnet The current Hotspot Web Portal profile will be in effect for the
selected subnets.

Finish Click to complete the configuration.

Cancel Click to abort the configuration process and return to the profile

summary page.
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V-4-2 Users Information

The log information for users accessing into Internat through web portal will be shown on this
page. Click a user link can open another web page displaying more detailed information.

V-4-2-1 User Info

The page can display user information based on the filtering conditions (profile or login
method).

Hotspot Web Portal >> Users Information

User Info Database Setup

! Select Columns to Filter Users

Profile Login Method Data Collection
O  Profilet J skip 0  Marketing
O  Profile? ] Click
O  Profile3 0 Pincode
O  Profiles 0  Facebook
O  Google
O RADIUS
OK
User Table
0 Online Users / D All Users Auto Refresh (per min) Refresh Now

Active User V‘ ‘ Usermname V‘ ‘ ‘

Login

Index Status Profile User Methods IP MAC Email Phone Number Expired Time °

Note:
Please set up Database to start showing user information.

Available settings are explained as follows:

Item Description
Select Columns to Simply specify the profile and the login method for filtering users
Filter Users who want to access Internet through the login method. It is useful

for system administrator to manage the user’s access based on
different conditions when there are a lot of users requiring to
access into Internet.

User Table Information for the users accessing into Internet via Hotsport Web
Portal will be displayed and recorded in this page.

Click the MAC address link for certain user, information page related to the selected device
will be shown as the following page.
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Hotspot Web Portal >> Users Information

88:d7:f6:57:6e:d1

Login Info
User Name Login Methods ID Email Phone
88:d7:f6:57:6e:d1 click-through 88:d7.f6:57:6e:d1 - -
Devices Log Out Device l
Index Status IP MAC Online Time
1 Offline 182.16.2.138 88:d7:6:57:6e:d1

Login History (Latest 10 entries)

Index Login Logout Duration P MAC

1 2017-09-29 10:30:02 2017-09-20 10:30:53 Oogf)(fm 192.16.2.138 88:d7-f6:57-6e:d1

_o |

Basic information for the device will be shown on the field of Login Info; online/offline status
for the device can be send on the field of Devices; and historical information for device login
will be shown on the field of Login History. In addition, to forcefully log out a selected device,
simply check the one you want to logout and click the Log Out Device button.
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V-4-2-2 Database Setup

This page allows the user to configure settings for database on USB disk.
Hotspot Web Portal == Users Information

User Info Database Setup

[J Enable database

Enable sending user information to syslog
File Path : No USB Disk Detected

Database Usage : N/A Clear User Info

Notification and Action when Storage Exceeded

Natification Don't send notification
Send notification
Email Notification Object 1-777 +

SMS Notification Object 1- 777 v

Action @ Stop recording user information

) Backup and clean up all user info, and start a new record

Advanced options

[ Database Encryption

1. Database encrypting is a irreversible process. Once enable Database Encryption, router will create a new
encrypted database, which will not content the data from the non-encrypted database, and not able to change back
to mon-encrypted.

2. Encryption mechanism may affect router perffomance when writing data.

o]
Available settings are explained as follows:
Item Description
Enable database Check the box to record user information on router’s database.

Before checking this box, insert a USB disk with adequate storage
space, first.

Enable sending user | Check the box to send user information to syslog.
information to

syslog

File Path If a USB disk has been inserted into the USB port of Vigor router,
the file path will be shown in this area.

Database Usage Display the usage and remaining space on the database.

Clear User Info - The user information will be displayed on the
page of User Info. You can delete the information by clicking this
button.

Notification and Action when Storage Exceeded

Notification Don’t send notification - Vigor router system will not send any
notification to any receipient.

Send notification - Vigor router system will send a notification
e-mail to specified receipient(s) that selected from Email
Notification Object and SMS Notification Object.

Action Stop recording user information - Vigor router system will stop to
record the user information onto USB disk.
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Backup and clean up all user info, and start a new record - Vigor
router system will backup all existed information on the USB disk
onto the host and clean up the information from USB disk. Later, it
will start a new record.

Advanced options

Database Encryption | Select to have the router create a new encrypted database. Once
this is done, you will not be able to revert to an unencrypted
database.
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V-4-3 Quota Management

The system administrator can specify bandwidth and sessions quota which is only applicable
to the web portal clients.

Settings configured in Quota Management will override the policies set in Bandwidth
Management>>Bandwidth Limit and Bandwidth Management>>Limit.

Hotspot Web Portal >> Quota Management

Web Portal Bandwidth and Session Limit

The settings here will apply only to the web portal clients and will override the policies set in Bandwidth Management.

[J Bandwidth Limit

[J session Limit

Quota Policy Profile

. . Device . :
Expired Time after Reconnection Bandwidth ) L
Index Name First Login Allowed per Time Restriction Limit Session Limit
Account
1 Default 0d 5h Om Unlimited Unlimited Unlimited Unlimited
| Add  |(upto 20}
| Cancel | | OK |

Available settings are explained as follows:

Item

Description

Bandwidth Limit

Check the box to override the policy configured in Bandwidth

Management>>Bandwidth Limit.

Session Limit

Check the box to override the policy configured in Bandwidth

Management>>Session Limit.

Quota Policy Profile

Add - Create up to 20 policy profiles in such page.
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To create a new quotal policy profile, click Add to open the followining page.

Hotspot Web Portal >> Management >> Quota Policy Profile 2

Profile Name |Ievel 2 |
Account Validity
Expired Time After the First Login | 0 V|da3.'s | 5 V|h0urs | 0 V|min

[ 1dle Timeout

Device Control

Devices Allowed per account

[JReconnection Time Restriction O At : everyday

Bandwidth and Session Limit

[J Bandwidth Limit
Download Limit
Upload Limit

[[J Session Limit

Block the same user from reconnecting before the sat time

® hours min

Block the same user from reconnecting for the set period

E ®Kbps O Mbps
D sessions

| Cancel || OK

Available settings are explained as follows:

Item

Description

Profile Name

Enter a name for a new profile.

Account Validity

Set the duration for which the login is valid.

Expired Time After the First Login - Sets the days, hours, and
minutes. After the login has expired, Vigor router will block the
client from accessing the network/Internet.

Idle Timeout - When this option is selected, Vigor router will
terminate the network connection if the is no activity from the
user after the specified idle time has passed.

Device Control

Set the maximum number of devices that can be connected for
each account, and the time restriction for the client accessing
Internet via the web portal.

Devices Allowed per account - Use the drop-down list to select
the maximum number of devices that can be connected to the
network using the same account.

Reconnection Time Restriction - Blocks the account from being
used to connect devices to the network in one of two ways:

® At ... Everyday - After the login expires, the account cannot
be used to connect devices to the network until the set time
of day.

® Hours.. min - After the login expires, the account cannot be
used to connect devices to the network for a set period of
time.

Bandwidth and

Bandwidth Limit - Check the box to configure bandwidth limit for
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Session Limit web portal client.

® Download/Upload Limits - Set the maximum upload and
download speeds.

Session Limit- Check the box to configure a maximum session limit
for web portal clients.

After finishing all the settings here, please click OK to save the configuration.
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V-4-4 PIN Generator

The system administrator can generate multiple PIN codes for various usage. Before
generating PIN codes, please make sure a USB has been inserted onto your Vigor device.

V-4-4-1 AN Status

This page displays the PIN codes generated by PIN Generator.

Hotspot Web Portal => PIN Generator

PIN Status PIN Generator PIN Voucher
Filter l
Profile Batch Name Status Quota Policy PIN Expiry Time
Unused ‘ B Expired
-ALL v -ALL v ALL e
- - Used B Unexpired
Lok |
Showing | 1-50 v |of 500 Export to CSV File | Delete All
PIN Profile Status Batch Name Valid Through Quota Policy Activated On  Expiry Time
004840 1 Unused Hotel_1 2000-01-09 00:52:07 1-Default X
006240 1 Unused Hotel_1 2000-01-09 00:52:07 1-Default X
006608 1 Unused Hotel_1 2000-01-09 00:52:07 1-Default X
010523 1 Unused Hotel_1 2000-01-09 00:52:07 1-Default X
011391 1 Unused Hotel_1 2000-01-09 00:52:07 1-Default X
014507 1 Unused Hotel_1 2000-01-09 00:52:07 1-Default X
015771 1 Unused Hotel_1 2000-01-09 00:52:07 1-Default X
017016 1 Unused Hotel_1 2000-01-09 00:52:07 1-Default X
018167 1 Unused Hotel_1 2000-01-09 00:52:07 1-Default X
024084 1 Unused Hotel_1 2000-01-09 00:52:07 1-Default X
028484 1 Unused Hotel 1 2000-01-09 00:52:07 1-Default X

Available settings are explained as follows:

Item Description

Profile Use the drop down menu to choose an index number (1 to 4) for PIN
generator profile.

Batch Name Use the drop down menu to choose an existed PIN profile or choose
ALL to display the PIN status.

Status Unused - After checking the box, only the unused PIN codes will be
shown on this page.
Used - After checking the box, only the used PIN codes will be
shown on this page.

Quota Policy Use the drop down menu to choose a quota management policy to
display related PIN codes.

PIN Enter the PIN code to display related information on this page.

Expiry Time Expired - After checking the box, only the expired PIN codes will
be shown on this page.
Unexpired - After checking the box, only the unexpired PIN codes
will be shown on this page.

OK Click it to display the PIN code according to the above filtering

condition.

Export to CSV File

Click it to export the configuration of PIN code as a CSV file.
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V-4-4-2 BN Generator

The system administrator can generate multiple PIN codes in response to the user's (e.qg.,

enterprise) demand.

Hotspot Web Portal == PIN Generator

PIN Status PIN Generator PIN Voucher
Profile
Batch Name |First_batc'1
PIN code length digits
PIN Walidity
The peried of time the PIN will be keptin the database
Quantity [100
Quota Management Policy
Index Name Expired Time after Device Allowed per Reconnection Time Download Bandwidth ~ Session
Activation Account Restriction Lirnit Limit
1  Default Od Bh Om Unlimited Unlimited Unlimited Unlimited
| Generate |
Note:

Please set up Database to start generating PIN codes.

Available settings are explained as follows:

[tem Description
Profile Use the drop down menu to specify an index number (from 1 to 4).
Batch Name Enter a string as a batch name.

PIN code length

Specify the length of PIN code.

PIN Validity Set the period of time.

Quantity Set the quantity of the PIN code.

Quota Management | Use the drop down list to choose policy profile.

Policy Click the index number link to edit the selected policy profile.
Generate Click it to generate a PIN code as a voucher.

The system will ask you to set up Database before executing the
generation.

Quota Management Policy 1-Default v

[ | 1
Index Mame Expired Time after Device Allowed per  Reconnection Time Download Session
Activation Account Restriction Bandwidth Limit Limit
1 Default 0d 5h Om Unlimited Unlimited Unlimited Unlimited
Generate

Later, available PIN code will be shown on PIN Status.
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Hotspot Web Portal == PIN Generator
PIN Status PIN Generator PIN Voucher
Filter 3
Profile Batch Name Status Quota Policy PIN Expiry Time
ALL ™ ALL = “ Unused ALL v ¥ Expired
#l Used #| Unexpired
OK
Showing| 1-50 ¥ | of 500 Export to CSV File | Delete All
PIN Profile Status Batch Name Valid Through Quota Policy Activated On  Expiry Time
004840 1 Unused Hotel_1 2000-01-09 00:52:07 1-Default X
006240 1 Unused Hotel_1 2000-01-09 00:52:07 1-Default X
006608 1 Unused Hotel_1 2000-01-09 00:52:07 1-Default X
010523 1 Unused Hotel_1 2000-01-09 00:52:07 1-Default X
011391 1 Unused Hotel_1 2000-01-09 00:52:07 1-Default X
014507 1 Unused Hotel_1 2000-01-09 00:52:07 1-Default X
015771 1 Unused Hotel_1 2000-01-09 00:52:07 1-Default X
017016 1 Unused Hotel_1 2000-01-09 00:52:07 1-Default X
018167 1 Unused Hotel_1 2000-01-09 00:52:07 1-Default X
024084 1 Unused Hotel_1 2000-01-09 00:52:07 1-Default X
028484 1 Unused Hotel_1 2000-01-09 00:52:07 1-Default X
032141 1 Unused Hotel_1 2000-01-09 00:52:07 1-Default X
034187 1 Unused Hotel_1 2000-01-09 00:52:07 1-Default X
035052 1 Unused Hotel_1 2000-01-09 00:52:07 1-Default X
036565 1 Unused Hotel_1 2000-01-09 00:52:07 1-Default X
038569 1 Unused Hotel_1 2000-01-09 00:52:07 1-Default X
040262 1 Unused Hotel_1 2000-01-09 00:52:07 1-Default X
042268 1 Unused Hotel_1 2000-01-09 00:52:07 1-Default X
048446 1 Unused Hotel_1 2000-01-09 00:52:07 1-Default X
048842 1 Unused Hotel_1 2000-01-09 00:52:07 1-Default X
050503 1 Unused Hotel_1 2000-01-09 00:52:07 1-Default X
053852 1 Unused Hotel_1 2000-01-09 00:52:07 1-Default X
052935 1 Unused Hotel_1 2000-01-09 00:52:07 1-Default X
054543 1 Unused Hotel_1 2000-01-09 00:52:07 1-Default X
059971 1 Unused Hotel_1 2000-01-09 00:52:07 1-Default X
064680 1 Unused Hotel_1 2000-01-09 00:52:07 1-Default X

V-4-4-3 AN Voucher

This page allows to print out the PIN code list.

Hotspot Web Portal >> PIN Generator

PIN Status PIN Generator FPIN Voucher
Profile [1 ~|
Batch | v|

{Unused Only)
Voucher Title | |

Expired Time after first login Device Allowed
& Bandwidth Limit & Session Limit

Show Quota Policy

Message

A
Show Valid Date
Use Default Setting
Column
Height cm
Width cm
| Preview and Print
Available settings are explained as follows:
Item Description
Profile Use the drop down menu to specify an index number (from 1 to 4).
Batch Use the drop down menu to specify an unused batch profile.
Voucher Title Enter a string as a title which will be shown on a print out paper.
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Show Quota Policy

Select the item(s) to be shown on the print-out PIN code list.

Message

Enter a brief description that the client should know.

Show Valid Date

Check the box to display the valid date and time on the printed out

list.

Use Default Setting

Set the paper size for printing the vouchers on label printer.
Column - Use the drop-down list to specify the column value.
Height - Enter the value of the height.
Width - Enter the value of the width.
Or select to use the default settings.

Preview and Print

Click it to display the PIN code list. This list can be printed out if

required.
[ @ 192.16811/doc/hspinprint htm - Google Chrome [==] =€ ]
@ F£2 | 192168.1.1/doc/hspinprint.htm
HOTEL HOTEL HOTEL

PIN Code: 947098

Expired Time: 5 hours

Device Allewed: Unlimited

Speed Limit: Download Unlimited
Upload Unlimited

Session Limit:  Unlimited

what kind of message shall be shown on the
screen

Valid Through: 2000-01-09 00:52:.07

PIN Code: 519177

Expired Tme: 5 hours

Device Allowed: Unlimited

Speed Limit. Daownload Unlimited
Upload Unlimited

Session Limit:  Unlimited

what kind of message shall be shown on the
screen’

Valid Through: 2000-01-09 00:52:07

PIN Code: 744387

Expired Time: 5 hours

Device Allowed: Unlimited

Speed Limit. Download Unlimited
Upload Unlimited

Session Limit:  Unlimited

what kind of message shall be shown on the
screen

Valid Through: 2000-01-02 00:52:07

HOTEL
PIN Code: 852367

Expired Time: 5 hours

Device Allewed: Unlimited

Speed Limit. Download Unlimited
Upload Unlimited

Session Limit:  Unlimited

what kind of message shall be shown on the
screen

Valid Through: 2000-01-09 00:52:07

HOTEL
PIN Code: 503698

Expired Tme: 5 hours

Device Allowed: Unlimited

Speed Limit Download Unlimited
Upload Unlimited

Session Limit:  Unlimited

what kind of message shall be shown on the
screen’

Valid Through: 2000-01-09 00:52:07

HOTEL
PIN Code: 846024

Expired Time: 5 hours

Device Allowed: Unlimited

Speed Limit Download Unlimited
Upload Unlimited

Session Limit:  Unlimited

what kind of message shall be shown on the
screen

Valid Through: 2000-01-02 00:52:07 M
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Application Notes

A-1How to allow users login to Vigor’s Hotspot with their social media accounts
(e.g., Facebook & Google)

Vigor Router supports Hotspot Web Portal function. The network administrator can set Vigor
Router as a Hotspot provider with web authentication and allow users to log in with their
social media accounts, such as Facebook and Google. We demonstrate how to set up the
hotspot web portal with Facebook login in the following paragraphs.

Vigor Router Setup

1. Make sure the router is connected to the Internet.

Online Status

Physical Connection System Uptime: Oday 0:11:28
IPv4 IPv6

LAN Status Primary DNS: 168.95.1.1 Secondary DNS: 168.95.192.1
IP Address TX Packets RX Packets
192.168.60.1 5,950 6,130

WAN 1 Status >> Drop PPPoE
Enable Line Name Mode Up Time
Yes Ethernet PPPoE 0:11:23
IP GWIP TX Packets  TX Rate(Bps) RX Packets  RX Rate(Bps)
e £ e Pabhilk el 5,041 215 5,689 393

2. Go to Hotspot Web Portal >> Profile Setup, click on an available index.

Hotspot Web Portal >> Profile Setup a

Hotspot Web Portal Profile:

Index Enable Comments Login Mode Applied Interface
Click-through MNone Preview |
2. Click-through None Preview
3. Click-through None Preview |
4. Click-through None  Preview |
Note:

1.The router must connect to the Internet before webpage redirection will work.
2.1f the LAN clients are using another DNS server on LAN, please make sure the DNS query for domain
name "portal.draytek.com" will be resolved by the router.

oK |
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3.

¢/ Enable this profile a

Enter the values as the following figure.

Comments: ISociaI_Iogin

Portal Server

Portal Method

Captive Portal URL

Login Methods

Skip Login, landing page only

Click through

® \arious Hotspot Login ¢

portal.draytek.com

Choose Login Method

Facebook

#| Login with Facebook ¢

< Login with Google
Receive PIN via SMS

Facebook APP ID @

Facebook APP Secret

Google

238347780110670

Google App ID d

Google App Secret

17325375647 3-0156nbah63

f | Saveand Next | | Cancel |

(a) Click Enable this profile.

(b) Enter the comments.

(c) Select Various Hotspot Login for Portal Method.

(d) Choose Login with Facebook or Login with Google as Login Method.

If Login with Facebook is selected, the protocol of the Captive Portal URL need
to be changed to HTTPS instead of HTTP because Facebook force to use HTTPS

URL in their policy.

(e) Enter the APP ID and secret.
(f) Click Save and Next.
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4.  Choose the Color Background, customize the information a logo color, and click Save

and Next.

Hotspot Web Portal >= Profile Setup

O NI W W oy
(1 ] { 3 } | 4 )
N Nl L

Login Method

Choose Login Background

Background

Login Page Setup

Whitelist Setting

7 :"\,I
o/

More Options

'® Color Background

1. Browser Tab Title

Image Background

2. Logo Image & Logo Background Color

3. Login Methods Background Color

1. Browser Tab Title

2. Logo Image

4. Background Image

3. Loging Methods Background Color and Opacity

Login Page URL

Browser Table Title

portal draytek com

Draytek Hotspot

Logo Image | Default Draytek Logo Red =
Logo Background Color igor Red i

FOSB59 (format - FFFFFF) | Praview
Login Method Background Color igor Gold T

FAE1DO (format : FFFFFF) | Preview

Save and MNext Cancel
I8 i L

You can click the Step Icon on the top of the page to go to the step you want. The router
will save your setting automatically.

Vigor3912 Series User’s Guide

433



434

Or choose the Image Background, customize the information and background image,

and click Save and Next.

Hotspot Web Portal >> Profile Setup

.-/F_\. ’/;ﬂ\\
[ 1 { ]
\5__/' ( ) \__/'

Login Method Background Login Page Setup

Choose Login Background

< AT
L4 ) (5 )
i R
Whitelist Setting Maore Options

Color Background

1. Browser Tab Title

2. Logo Image & Logo Background Golar

3. Login Methods Background Color

* Image Background

1. Browser Tab Titla

2. Logo Image

3. Loging Methods Background Color and Opacity

4. Background Image

Login Page URL

Browser Table Title

|portal draytek com

.nraymk Hotspot

Logo Image

Default Draytek Logo Red v |

DrayTek

Login Method Background Color

VigorGold v

[FaE1DO (format : FFFFFF) | Preview |
Opacity(10 ~ 100) o |%
Background Image Choose File | Mo file chosen (max size: 1MB) | Upload |
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5.  Customize the descriptions on the login page, then click Save and Next.

Configure Login Method and Details

Welcome! Welcome Message
Please log in to enjoy Wi-Fi.

By cliehing Ie Dulken Bt yo A 19 T8

Term st s Terms and Conditions Description and Content

“ Lag in with Facebook Facebook Login
~ . :
3 Log in with Google Google Login
Welcome Message Welcome to Draytek Video!<br />Please log in to enjoy Wi-Fi.

Pl

{Max 1360 characters)

Terms and Conditions Description By clicking the button below you agree to the Terms and Conditions.

Pl

{Max 170 characters)

Terms and Conditions Content

(Max 1360 characters)

Facebook Login Description Log in with Facebook

Pl

{Max 170 characters)

Google Login Description Log in with Google

P

(Max 170 characters)

| saveandNext | | cancel |

6. You can set the Whitelist for the profile here to allow specific clients to access the
internet or certain websites can be visited without login.

Hotzpot Web Portal >> Profile Setup

= FN R g
“/1 \3 {2 j '/ 3 | "/;\‘ -
\___/J WEL 2 \.,____/l l‘\__./' \\__r/

Login Method Background Login Page Setup Whitelist Setting More Options

NAT Rules Dest Domain Dest IP Dest Port Source IP

Abways allow outbound canneclions fram hosis in U NAT == Port Redirection
O NAT »> Open Ports
NAT == DMZ

I- Save and Next ] | Cancel |
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7. Set up the Expired Time After Activation and Landing Page After Activation that
Hotspot clients will see after they login successfully. Finally, select the interfaces to
which you would like this hotspot profile apply to, then click Finish to save the setting.

Hotspot Web Portal == Profile Setup

© o O @ ®©

Login Method Background Login Fage Seiup Whitelist Satt More Options

Web Portal Options

| Expired Time After Activation |0 ¥ [days |5 ¥ |hours [0 ¥ [min |
HTTPS Redirection Enable

When an unauthenticated client opening a HTTFS page, redirect will work but
cestificate errors may be shown.

Dizable this function to redirect only HTTP pages. HTTPS browsing will timeaout
without redirection and also no cerificate errors.

Captive Portal Detection Ensble

Trigger the unauthenticated client to automatically pop-up the Web Porial page
when connects to W
This function is not avai 3I: e when using Social Logln because the page may not
b shown correctly due to the limitation of the OS built-in Captive Porta

Dietaction.

Landing Page After Authentication

® Fixed URL |hitp:/fwwa draytek.com

User Regquested URL

Bulletin Meszage Himl v
&
(Max 511 characters) Default Message
Note:

Landing Page may not be shown comrectly when using OF built-in Captive Porial Detection.

Applied Interfaces

Subnet ¥ LANL LANZ LANZ LAN4 LANS
SSID1 | tor_2925_WLC_test)

SEID2 (DrayTek_Guest)

=]
s
[n]

WLAN

S5ID3
S5ID4

SSID1 (

wn
[

SEID2 (DrayTek_5G_Guest)

Ss5ID3

S5ID4

Cancel Finish

8.  Then the Hotspot setup is finished. You may click Preview to check the login page.

Hotspot Web Portal == Profile Setup é

Hotspot Web Portal Profile:

Index Enable Comments Login Mode Applied Interface
1 = DrayTek Social Login LAN(L) Preview |
2. Click-through Mone Praview |
3 Click-through Mone Preview |
4, Click-through Mone Praview |
MNote:

1. The router must connect to the Internet before webpage redirection will work.
2.If the LAM clients are using ancther DNS server on LAM, please make sure the DNS query for domain
name "portal.draytek.com” will be resolved by the router.

oK
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Hotspot Clients Login

9. Now, when clients connect to the selected router interface, and try to access internet,

they will be redirected to "portal.draytek.com".

DrayTek

Enjoy our WiFi service.
Please review the terms of service and

click "Log in with Facebook" to accept
and login.

n Log in with Facebook

®  Due to security concerns, the browser might warns that it cannot verify server
identity, the clients would need to tap "Continue" before they can proceed to

portal.draytek.com.

® The client might not be able to access "portal.draytek.com" if this domain name
is resolved by a DNS server on LAN. If so, set up LAN DNS to make sure the domain

name will be resolved to the router's LAN IP.

10. Tap on a login method, and it will open the social media login page. Enter the social

media accounts and password to log in.

eecce HARE 7 EF11i32 < 54% W)

& facebook.com 5

Log into your Facebook account to
connect to DrayTek Hotspot

Email ar Phone

Create Account
Nat now

Forgot Password? - Help Center

English (US) 0B ()
Tiéng Viét Bahasa Indonesia
Espafiol Portugués (Brasil)
= SR : ==
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11. If the credentials are correct, the client will be redirected to the landing page and be

able to access the Internet afterward.

LTLISO = T R EF1:43 + 50% W
draytek.com &
DrayTek

MyVigor / Old Website / English -

e VIGORACS 2

SMART MANAGEMENT
MADE EASY

Simply manage and menitor all the Vigor devices on the
Internet

This website is using cookies. X

Continue  Learn more

< M BEl

User Information

Network administrator can plug the USB disk to router, to record the basic information of the
users who connect to the Wi-Fi and login with their social media accounts. The users' basic
information will be listed on Hotspot Web Portal >> Users Information page.

Hotspot Web Portal >» Users Information

User Info Database Setup

= Select Columns to Filter Users

Profile Login Method

OK

Usar Table
Auto Refresh (per min) off v Balrash Now
2 Online Users / 2 All Users User = Search
Login .

Index Status Profile User Methods P MAC Email Phone Number Expired Time o]

1 Online 1 W Anderson facebook 192.168.162.10 80:7a:bf:zd.bd.cl sy L 1 L1 Bgmail m 2017-10-25 11:04:54

2 online | Hen iy fhuang facebook 192.168.162.11 6c:8d:icl:nt:ficst  =rwyr el rds Dgmail.com

2017-10-25 11:08:57
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A-2 How to allow hotspot clients to get login AN code via SMS?

Since 3.8.4.3 version firmware, Vigor Router can act as a hotspot gateway and provide
internet access only to the authenticated clients. Network Administrator may set up the
router to allow hotspot client to get the login PIN code from an SMS message. This note is
going to demonstrate how to set up Vigor Router as a hotspot gateway and be able to send the
PIN code to clients by SMS messages.

Vigor Router

Hotspot Client

Vigor Router Setup

1. Make sure the router is connected to the Internet.

Online Status

Physical Connection System Uptime: Oday 0:11:28
IPv4 IPv6

LAN Status Primary DNS: 168.95.1.1 Secondary DNS: 168.95.192.1
IP Address TX Packets RX Packets
192.168.60.1 5,950 6,130

WAN 1 Status >> Drop PPPoE
Enable Line Name Mode Up Time
Yes Ethernet PPPoE 0:11:23
IP GW IP TX Packets  TX Rate(Bps) RX Packets  RX Rate(Bps)
cobllad liEi Mt LT AR e 5,041 215 5,689 393

2. Create an SMS Object to send SMS messages. Go to Objects Setting >> SMS Service
Object, and click on an available profile.

Objects Setting == SMS | Mail Service Object

SMS Provider Mail Server Set to Factory Default
Index Profile Name SMS Provider
@ kotsms.com.tw (TW)

2 kotsms.com.tw (TW)
3. kotsms.com.tw [TW)
4. kotsms.com.tw (TW)
EX kotsms.com.tw (TW)
6. kotsms.com.tw (TW)
I kotsms.com.tw (TW)
8. kotsms.com.tw (TW)
9. Custom 1

10. Custom 2
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3. Enter the Service Provider details, and click OK to apply.

Objects Setting >> SMS [ Mail Service Object

Profile Index: 1

Profile Name
Service Provider
Username
Password

Quota

Sending Interval

|hotspot |

| kotsms.com.tw (TW) v

m |

10 |

|3 | (seconds)

4. Go to Hotspot Web Portal >> Profile Setup, click on an available profile.

Hotspot Web Portal >> Profile Setup

o

Hotsport Web Portal Profile:

Index Enable

Comments

Login Mode
Skip Login
Skip Login
Skip Login
Skip Login

Applied Interface

5. Enable the profile, give a comment, and choose “PIN Code Login”. Then click Next.

Hotspot Web Portal >> Hotspot Web Portal Setup

Profile 1

¥ Enable

Comments: [SMS authenticate

Choose How Users Receive Internet Access

! Skip Login
skip login phase and redirect to landing
page immediately

S Tek

Welcome!
Please log in to enjoy Wili.

By king the bution bakow y

Via SMS

440

! Click-through

DrayTek

¥e

Welcome!
Please log in to enjoy Wil

Accept

A space for you to display the terms and
conditions. Users have to click Accept
button (wording configurable) to get WiFi
access

2 Social or PIN Login

DrayTek

Welcome!
Please log in to enjoy Wifi

pd Condstion

.F Login with Facebook

) Social Login

DrayTek

Welcome!
Piease log in to enjoy Wifi

Login with Facebook

f
G

Login with Google

Login with Facebook or Google account
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6. Choose a login page design, customize the details, and click Next.
Hotspot Web Portal >> Hotspot Web Portal Setup

Profile 1
Design Login Page Appearance

‘® Color Background

1. Browser Tab Title

2. Logo Image & Logo Background Color

3. Login Methods Background Color

Image Background
1. Browser Tab Title

2. Logo Image

Dray Ivk

3. Loging Methods Background Coelor and Opacity

7. Edit the message on the login page, and click Next.

Receiving PIN via SMS Description

Get password wia SM5

e

(Max 170 characters) Default l

Welcome to DrayTek Hotspot!Your password is <PIM>.This PIN will be
valid for 1@ min.

(Max 150 characters) Default I

Recieving PIN via SMS Provider |1 - hotspot *
Set SMS Provider in Objects Setting »> SMS / Mail Service Object

Recieving PIN via SMS Content

4

Enter PIN Description Enter password

“

(Max 170 characters) Default l

Submit Button Description <font color="white">Login</font>
(Max 170 characters) Default I
Submit Button Color [:;‘\2;\2."‘-.2 (format : FFFFFF) Default l

Back I Mext I Cancel]

8. Edit the details for SMS settings, then click Next.
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Back Button Description

(Max 170 characters) Default I

PIN Code Message Password will be sent over via SMS.

4

(Max 170 characters) Defauilt I

Default Country Code + BE6 Taiwar
Enter Mobile Number Description

enter your mobile number

/,
(Max 170 characters) Default l
Send Button Description <font color="white">Get password</font>
p
(Max 170 characters) Defauilt I
Send Button Color ’¢22A2A2 (format : FFFFFF) Default
Send Successed Message Password has been zent. Click <b>>Get password</b> again if not

receiving password in 3 minutes.
-

{Max 170 characters) Default
9. Edit the landing page, choose the interfaces to which the SMS login should apply, and then
click Finish.
Hotspot Web Portal == Hotspot Web Portal Setup

Profile 1
Configure Landing Page After Login

® Fixed URL [ntlp [fwwww.draytek.com

User Requested URL

Bulletin Message Html v

/(:
(Max 4095 characters) Default Message

Configure Applied Interfaces

Subnet Elrani Blranz  OLanz | LAN4 LANS LANG
WLAN 2.4 [ ssID1 (DrayTek)

1# SSID2 (DrayTek_Guest)

Ll ss1D3

Ll ss1D4

Back I Cancel ] Finish ]

10. Now, the hotspot settings are applied to the selected interfaces. You may click Preview
to check how the login page looks.
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[J]

Hotspot Web Portal >> Profile Setup

Hotsport Web Portal Profile:

Index Enable Comments Login Mode Applied Interface
1. 7 SMS authenticate  PIN Code Login WLAN2.4G(2)
2. (] Skinlanin Rlong
[ Draytek Hotspot - Google Chrome = O x
2
4 [ 192.168.86.1/doc/hslogp1.htm

Note:
The router m

Welcome!
Please log in to enjoy Wifi.

Get password via SMS

Enter password m

Hotspot Client Login

11. If the client connected to the selected interface of the router and try to open a webpage,
they will be redirected to hotspot login page. If they do not have a password yet, they can
click on the button to get a password.

seees (NEQRE T 5:01 PM

portal.draytek.com

DrayTek

Welcome!
Please log in to enjoy Wifi.

Get password via SMS

Entar password
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Info ® Due to security concerns, the browser might warns that it cannot
verify server identity, the clients would need to tap "continue" before
they can proceed to portal.draytek.com.

® The client might not be able to access "portal.draytek.com" if this
domain name is resolved by a DNS server on LAN. If so, set up LAN DNS
to make sure the domain name will be resolved to the router's LAN IP.

12. Enter the mobile phone number to receive the SMS message.

eemno BHFFEEE F 5:02 FM

portal.draytek.com

Dray Tek

Password will be sent over via SMS.

+ 536 o188

Get password
Enter password
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13. The number will get a message about the password.

seseC (PEREZ T 502PM @ H
< Messages OUULULNIIE  Details
= 200U

Today 5:02 PM

Welcome to
DrayTek Hotspot!
Your password is
Uni5t.This PIN will
be valid for 10 min.

[]] | Send

14. Enter the password on the login page, and click Login.

senes (hERE < 5:03 PM

portal.draytek.com

Password has been sent. Click >Get
password again if not receiving password in

3 minutes.

IErllu' password

< Done
1 2 3
4 5 6
7 8 9
PGRS TUY WRYZ
+ % # 0 &
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15. If the password is correct, the client will be redirected to the landing page, and after that,
they will be able to surf the Internet.

sesel PERE F 5:04 PM

draytek.com

DrayTek

— MyVigor / Old Website / English~

i, ' o
Connect For a

Bigger Future
Vigor2925 LTE Series
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V-5 Central Management (AP)

Vigor3912 can manage the access points supporting AP management via Central AP
Management.

AP Maintenance

Vigor router can execute configuration backup, configuration restoration, firmware upgrade
and remote reboot for the APs managed by the router. It is very convenient for the
administrator to process maintenance without accessing into the web user interface of the
access point.

Load Balance for AP

The parameters configured for Load Balance can help to distribute the traffic for all of the
access points registered to Vigor router. Thus, the bandwidth will not be occupied by certain
access points.

AP Load Balance (Traffic overload)

Traffic: 50Mbps Traffic: 30Mbps
(Traffic overload)

» l D}
dl | o4 Wd |
o s
Traffic Limit: 50M Traffic Limit: 50M
Traffic: 50Mbps Traffic: 30Mbps
(Traffic overload)
)) | )) i - Note:
i i AP with the same
\ | SSID and security
i - is the same entry
Traffic Limit: 50M Traffic Limit: 50M in scan list.

Vigor3912 Series User’s Guide 447



Web User Interface

448

V-5-1 Dashboard

This page shows VigorAP’s information about Status, Event Log, Total Traffic or Station
Number by displaying VigorAP icon, text and histogram. Just move and click your mouse
cursor on Status, Event Log, Total Traffic or Station Number. Corresponding web pages will

be open immediately.

Central Management => AP >> Dashboard

N T

192.168.1.10
VigorAP260C

4

2098-81-85 17:
2098-81-85 17:
2098-81-85 17:
2098-81-85 17:
2098-81-85 17:
2098-81-85 17:
2098-81-85 17:
2098-21-85 17:
209@-21-85 17:
209@-21-85 17:
209@-21-85 17:
209@-21-85 17:
2098-81-85 17:
2098-81-85 17:
2098-81-85 17:
2098-81-85 17:
2098-81-85 17:
2098-81-85 17:
2AAR-01-A5 17!

28:
28:
28:
28:
28:
28:
28:
28
21:
21:
21:
22:
23:
24:
25:
26:
26:
27
FR:

13
13
22
22
26
26
4z
52
16
37
c4
54
55
56
55
38
56
56
57

[4PM]
[4PM]
[4PM]
[4PM]
[4PM]
[apM]
[apM]
[4PM]
[4PM]
[4PM]
[4PM]
[4PM]
[4PM]
[4PM]
[4PM]
[4PM]
[4PM]
[4PM]
rapmMi

-
[VigorAP96@C_426E1E] has no res
[VigorAPS6@C_426E1E] Query Stat
[VigorAPS6@C_426E1E] has no res
[VigorAPS6@C_426E1E] Apply Load
[VigorAPIE@C_426E1E] has no res
[VigorAP96@C_426E1E] Query Stat
[VigorAP96@C_426E1E] Apply Load
[VigorAPI6@C_426E1E] Query Stat
[VigorAPI6@C_425E1E] GET temper
[VigorAP2E@C_425E1E] GET temper
[VigorAP9E@C_426E1E] Query Stat
[VigorAP9E@C_426EF1E] Query Stat
[VigorAP96@C_426E1E] Query Stat
[VigorAPS6@C_426E1E] Query Stat
[VigorAPS6@C_426E1E] Query Stat
[VigorAPS6@C_426E1E] GET temper
[VigorAPS6@C_426E1E] Query Stat
[VigorAPIE@C_426E1E] Query Stat -
MienrAP9RAC A7AFT1F1 Nuerv Stat
L

Total Traffic

APS M LAN A Tx(MB) APS M 2.4GHz

| I LAN A Rx(MEB) | I 5GHz

[ LAN B Tx(MB) [ 5GHz-2

AR4 M| LAN B Rx(MB) AP4
AP3 AP3
AP2 AP2
AP1 AP

0.0 0.2 0.4 0.6 0.8 1.0 0 1 2 3 4 5 6

AP1--IP:192.168.1.10 Device Name:VigorAP860C

Note:

AP1-- IP:192.168.1.10 Device Name:VigorAPS60C

Only browser supporting HTML5 can display dashboard correctly.

To access into the web user interface of VigorAP, simply move your mouse cursor on the
VigorAP icon and click it. The system will guide you to access into the web user interface of

VigorAP.

Vigor3912 Series User’s Guide



V-5-2 Status

This page displays current status (online, offline or SSID hidden, IP address, encryption,
channel, version, password and etc.) of the access points managed by Vigor router. Please
open Central AP Management>>Function Support List to check what AP Models are
supported.

Central Management => AP »> Status

| Clear Refresh |

b, - DrayTek-426E1E 11 01128 . P = y——
h |\f|gorAPQBOC 192.168.1.10 DrayTek-426E1E 36 01128 0d 00:13 1.3.0 | Password | X

Note:

'\ : AP Online t . AP Offline .?) . AP Hidden SSID
R =0 2

® e : Mesh Online "5 : Mesh Offline &;. : Mesh Hidden SSID
o o !

Maximum support 50 APs.
1. Display the overall mesh network information instead of the each AP in the mesh network.

2. When AP Devices connect via an intermediary switch, please ensure that UDP:4944 port and the HTTP port of AP
Devices are not blocked so that the AP status can be retrieved.

Available settings are explained as follows:

Item Description

Index Click the index number link for viewing the settings summary
of the access point.

Device Name The name of the AP managed by Vigor router will be displayed
here.

IP Address Display the true IP address of the access point.

SSID Display the SSID configured for the access point(s) connected
to Vigor3912.

Ch. Display the channel used by the access point.

STA List Display the number of wireless clients (stations) connecting to

the access point.

In which, 0/64 means that up to 64 clients are allowed to
connect to the access point. But, now no one connects to the
access point.

The number displayed on the left side means 2.4GHz; and the
number displayed on the right side means 5GHz.

Uptime Display the duration of the AP powered up.
Ver. Display the firmware version used by the access point.
Password Vigor3912 can get related information of the access point by

accessing into the web user interface of the access point.

This button is used to modify the logging password of the
connected access point.
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V-5-3 WLAN Profile

WLAN profile is used to apply to a selected access point. It is very convenient for the
administrator to configure the setting for access point without opening the web user interface
of the access point.

Central Management >= AP == WLAN Profile

Set to Factory Default

Default

o |oo |~ | Itn & W W =
]

—
=
]

PO [ | 3 [ [ [ | 3 [
BeRieRIEERE]
|

DrayTek-LAMN-A

WPA+WPAZ/PSK Enable MNone Mone B | §

Click the number link of the selected profile to modify the content of the profile. Available
settings are explained as follows:

Item Description
Profile There are five WLAN profiles offered to be configured. Simply
click the index number link to open the modification page.
Name Display the name of the profile.
The default profile cannot be renamed.
Main SSID Display the SSID configured by such wireless profile.
Security Display the security mode selected by such wireless profile.
Multi-SSID Enable means multiple SSIDs (more than one) are active.
Disable means only SSID1 is active.
WLAN ACL Display the name of the access control list.
Rate Ctrl Display the upload and/or download transmission rate.
Clone It can copy settings from an existing WLAN profile to another

WLAN profile.

First, you have to check the box of the existing profile as the
original profile. Second, click Clone. The following dialog will
appear.
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L] 172.16.3.143:28600 ocfwlelone him +

Original Profile Name Default
Renamed as
Felec‘t Profile Index 1-(Mone) w
[ clear | [ Carcel | [ Appk |

Third, choose the profile index to accept the settings from the
original profile. Forth, type a new name in the field of
Renamed as. Last, click Apply to save the settings on this
dialog.

The new profile has been created with the settings coming
from the original profile.

To AP Click it to apply the selected wireless profile to the specified
Access Point.

f.3.143:2860/ oc M lapply him.
Existing Device Selected Device

1-APS10_007620452810
2-APQ00_00507F 223343

Simply choose the device you want from Existing Device field.
Click >> to move the device to Selected Device field. Then,
click OK.

The selected WLAN profile will be applied to the selected
access point immediately. Later the access point will reboot.

To Local WLAN Profile configured in this page is specified for VigorAP
connected to Vigor router.

If required, these settings also can be applied to Vigor router.
Select and check one of wireless profiles and click this button
to apply the settings onto the WI-Fi wireless settings
configured for such Vigor router.
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How to edit the wireless LAN profile?

1. Select the WLAN profile (index number 1 to 5) you want to edit.

2. Click the index number link to display the following page.

Central Management == AP == WLAN Profile

WLAN Profile Edit

Device Settings

Profile Name Default [J auto Provision

Administrator admin

Password emer

2nd Subnet ®Enable O Disable
[JEnable Management VLAN:
Management VLAN LAN-A VLAN ID (0 ~ 4095)
LAM-B VLAN ID |0 (0 ~ 4095)

WLAN General Setting

2.4GHz | |
Wireless LAN ®Enable O Disable
Limit Client [JEnable Band Steering ’64—\ (3 ~ 128, default: 64)
Operation Mode AP A
2.4G Mode [Mixed (11b+11g+11n) v
2.4G Channel |2462M Hz (Channel 11) V|

[JEnable Airtime Fairness:

Airtime Fairness Triggering Client Mumber (2 ~ 128, default: 2)

il [JEnable Band Steering:

Check Time for WLANM Client 5G Cap. seconds (1 ~ 60, default: 15)

[IMinimum Basic Rate Mbps

® Disable RSSI Requirement

O strictly Minimum RSSI - dbm ( 42

Roaming O Minimum RSSI -[e8  |dbm (&0
with Adjacent AP RSSI over dB (default: 5)

%) (default: -73)
%) (default: -66)

[JEnable Fast Roaming(WPA2/802.1x):
PMK Cache Period |10 minutas (10 ~ 600, default: 10)

WMM CEnable @ pDisable
Tx Power 100% »

Channel Width Auto 20/40 MHz
Note:

1. Administrator can contain only a-z A-Z 0-9 ,.;<>+=[?@~" 5%_-*[]{}"!()
2. Password can contain onlya-z A-Z 0-9 ,.;<=+=\|?7@#F~" 5%/_-F[1{3I"1()

3. The setting of 5GHz-2 band only takes effect to tri-band models.

4. AP will ignore the change if you apply the unsupport channel due to different countries and models.

Cancel | | MNext

(1)

Info The function of Auto Provision is available for the default WLAN profile.
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3. After finished the general settings configuration, click Next to open the following page
for 2.4G wireless security settings.

Central Management >> AP >> WLAN Profile

S$SID1

SSiD2 SSID3 SSID4

Active ®Enable O Disable
SSID DrayTek-LAN-A | LAN-A v | [JHide sSID
VLAN ’D—| (0:untag)
Isolate CJFrom Lan  [JFrom Member
Security Settings
[WPA2/WPA Personal  v|
Set up RADIUS Server if 802.1X is enabled.
WPA
WPA Algorithms OTkip OAES @ TKIP/AES
Encryption Pass Phrase reseanes |
Key Renewal Interval Seconds
WEP
Setup WEP Key if WEP is enabled.
802.1X WEP Enable Disable
Access Control
Mode Nane hd
List M
Client's MAC Address : \:\ : \:\ : \:\ : \:\ : \:\ . \:\
[ Add | [ Delete | [ Edit | [ Cancel |
Bandwidth Limit
Status O Enable @ Disable Auto Adjustment Enable Disable
Upload |D | Kbps Download |0 Kbps
Station Control
Status OEnable @ Disable
Connection . Reconnection e
Time four v Time o v
Note:
SSID can containonly A-Za3-z0-9 _- . @ # $% ™
| Back | | Cancel | | Next |

Backup ACL Cfg : Upload From File: FEETEESR
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4. After finished the above web page configuration, click Next to open the following page
for 5G wireless security settings.

Central Management >> AP == WLAN Profile

5G SSID1 5G 551D2 5G SSID3 5G 55ID4
. osewsso______________________|
Active ®Enable O Disable
SSID DrayTek-5G | LAN-A v| [JHide SSID
VLAN ’D—| (0:untag)
Isolate CJFrom Lan  (JFrom Member
Security Settings
| Disable v
Set up RADIUS Server if 802.1X is enabled.
WPA
WPA Algorithms TKIP AES TKIP/AES
Encryption Pass Phrase Max: 64 characters
Key Renawal Interval 3600 Seconds
WEP
Setup WEP Key if WEP is enabled.
802.1X WEP Enable Disable
Access Control
Mode [None hd
List -
Client's MAC Address : I:I : I:I : I:I : I:I : I:I . I:I
[ Add | [ Delete | [ Edit | [ Cancel |
Bandwidth Limit
Status O Enable @ Disable Auto Adjustment Enable Disable
Upload | 0 Kbps Download 0 Kbps
Station Control
Status O Enable @ Disable
Connection . Reconnection e
Time near v Time o v
Note:
1. 5GHz SSID Configuration only work with VigorAP800 v1.1.1 and newer APM Client.
2, SSID can containonly A-Z 3-z0-9 _-. @ # $% ™

| Back || Cancel || MNext |

Backup ACL Cfg : Upload From File: FEEDIER

5. When you finished the above web page configuration, click Finish to exit and return to
the first page. The modified WLAN profile will be shown on the web page.

Central Management >> AP >> WLAN Profile

1 Default DrayTek-LaM-4  WPA+WPAZ/PSK Enable Mone MNane

DrayTek Disable Disable Mone Mone

2
3
4
5
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V-5-4 AP Maintenance

Vigor router can execute configuration backup, configuration restoration, firmware upgrade
and remote reboot for the APs managed by the router. It is very convenient for the
administrator to process maintenance without accessing into the web user interface of the

access point.

1)

Info Config Backup can be performed to one AP at one time. Others functions
(e.g., Config Restore, Firmware Upgrade, Remote Reboot can be performed
to more than one AP at one time by using Vigor2962.

Central Management >> AP == AP Maintenance

AP Maintenance

Select Action
Action Type: | Config Backup V|
File/Path: FEETTES
Select Device
Existing Device Selected Device
| » |
| « |
[ oKk | | Cancel |

Available settings are explained as follows:

Item

Description

Action

There are four actions provided by Vigor router to manage the
access points.

Config Backup

Config Restore
Firmware Upgrade
Remaote Reboot
Factory Reset

Vigor router can backup the configuration of the selected AP,
restore the configuration for the selected AP, perform the
firmware upgrade of the selected AP, reboot the selected AP
remotely and perform the factory reset for the selected AP.

File/Path

Specify the file and the path which will be used to perform
Config Restore or Firmware Upgrade.

Select Device

Display all the available access points managed by Vigor
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router. Simply click << or >> to move the device(s) between
Select Device and Selected Device areas.

Selected Device Display the access points that will be applied by such function
after clicking OK.

After finishing all the settings here, please click OK to perform the action.

V-5-5 Traffic Graph

Click Traffic Graph to open the web page. Choose one of the managed Access Points, LAN-A
or LAN-B, daily or weekly for viewing data transmission chart. Click Refresh to renew the

graph at any time.

Central Management == AP == Traffic Graph

B Enable

Show Chart: |VigorAP960C v | [LAN-A v | [Daily ~ Refresh Min(s): Refresh |

Note:
Enabling/Disabling AP Traffic Graph will also Enable/Disable the External Devices Function.

The horizontal axis represents time; the vertical axis represents the transmission rate (in
kbps).

1)

Info Enabling/Disabling such function will also enable/disable the External
Devices function.
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V-5-6 Event Log

Time and event log for all of the APs managed by Vigor router will be shown on this page. It is
userful for troubleshooting if required.

Central Management == AP == Event Log

All Event Log v

Time

ELH
34:
35:
35:
35:
36:
El°H
37:
38:
EH
4a:
41:

2o20-21-12
2eee-al-12
Z@ee-al-12
2@ee-al1-12
2@ee-a1-12
2@ge-g1-12
2o20-21-12
2eee-al-12
Z@ee-al-12
2@ee-al1-12
2@ee-gl1-12
2@ee-a1-12
2820-21-12
2eee-al-12
Z@ee-al-12
2@ee-al1-12
2@ee-gl1-12
2@ee-a1-12
2@ge-g1-12
2o20-21-12
2eee-al-12
Z@ee-al-12
2@ee-gl1-12
2@ee-a1-12
2@ge-g1-12
2o20-21-12
2eee-al-12
Z@ee-al-12
2@ee-al1-12
2@ee-gl1-12
2@ee-a1-12
2o20-21-12

Note:

ae:
[:l=H
aa:
@a:
2l
@
ae:
[:l=H
aa:
@a:
@a:
2l
ae:
[:l=H
aa:
@a:

[APM]
[APM]
[APM]
[APM]
[APM]
[APM]
[APM]
[APM]
[APM]
[APM]
[APM]
[APM]
[APM]
[APM]
[APM]
[APM]
[APM]
[APM]
[APM]
[APM]
[APM]
[APM]
[APM]
[APM]
[APM]
[APM]
[APM]
[APM]
[APM]
[APM]
[APM]
[APM]

APM Event Log

[MK-AP
[MK-AP
[MK-AP
[MK-AP
[MK-AP
[MK-AP
[MK-AP
[MK-AP
[MK-AP
[MK-AP
[MK-AP
[MK-AP
[MK-AP
[MK-AP
[MK-AP
[MK-AP
[MK-AP
[MK-AP
[MK-AP
[MK-AP
[MK-AP
[MK-AP
[MK-AP
[MK-AP
[MK-AP
[MK-AP
[MK-AP
[MK-AP
[MK-AP
[MK-AP
[MK-AP
[MK-AP

962_305490]
902_3054980]
902_305490]
962_3054960]
962 305496 ]
962 305498]
962_305490]
902_3054980]
902_305490]
962_3054960]
962_305496]
962 305496 ]
962_305498]
902_3054980]
902_305490]
962_3054960]
962_305496]
962 305496 ]
962 305498]
962_305490]
902_3054980]
902_305490]
962_305496]
962 305496 ]
962 305498]
962_305490]
902_3054980]
902_305490]
962_3054960]
962_305496]
962 305496 ]
962_305490]

Query Status success
Apply Load Balance settings success
Apply Rogue AP Detection settings success

GET temper/traffic index success

Query Status success
GET temper/traffic datas success
Query Status success
Query Status success
Query Status success
Query 5Status success
Query Status success

GET

temper/traffic data

Query S5tatus success
Query Status success

GET
GET
GET
GET
GET
GET
GET

temper/traffic data
temper/traffic data
temper/traffic data
temper/traffic data
temper/traffic data
temper/traffic data
temper/traffic data

Query Status success
Query Status success
GET temper/traffic dats success
GET temper/traffic datas success
Apply Rogue AP Detection settings success
Rogue AP Detection data failed
Rogue AP Detection data failed
Rogue AP Detection data failed
Rogue AP Detection data failed

Get
Get
Get
Get
GET
Get

temper/traffic data

SUCCess

SUCCESS
SUCCEess
SUCCess
SUCCess
SuUcCcCess
SUCCEsSS
SUCCESS

SUCCess

Clear | Refresh

Rogue AP Detsction data failed

1. Only browser suppeorting HTMLS can display Event Log correctly.
2. The APs Log can be refreshed after at least 30 seconds.
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V-5-7 Total Traffic

Such page will display the total traffic of data receiving and data transmitting for VigorAPs
managed by Vigor router.

| Refresh |
B LAM A& Tx{MB)
LAN A Rx{MBY
LAN B Tr{MBE)
B LaM B Rx(MB)
192, 188.1.10
Wigord P00
\ \ T T

n.a 0.z 0.4 0.6 0.8 1.0 1.2 1.4 1.6 1.8 2.0 2.2

Note: Only browser supporting HTMLS can display Total Traffic correctly.

V-5-8 Station Number

The total number of the wireless clients will be shown on this page, no matter what mode of
wireless connection (2.4G WLAN or 5G WLAN) used by wireless clients to access into Internet
through VigorAP.

Central AP Manag nt => Station Number

Hourly Records(2 Hours)

| Refresh |

Station Number

1.0

I 2,456 WLAN
EG WLAM
0.5+ 192.168.1.10
YigorsaP300
0.0
22352204022, 452 2: 5022: 5523:0023:0523: 1023, 1523:2023: 2 523, 3003 3523:4023: 4523 5023 5500:0000:0500: 1000: 1500: 2000: 2500:30
Time

Note: Only browser supporting HTMLS can display Station Number correctly.
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V-5-9 Load Balance

The parameters configured for Load Balance can help to distribute the traffic for all of the
access points registered to Vigor router. Thus, the bandwidth will not be occupied by certain

access points.

Central Management >> AP >> | oad Balance

AP Load Balance

Wireless LAN {2.4GHz)
Wireless LAN (5GHz)

Traffic Threshold

[Ey Station Mumber or Traffic w |

Station Number Threshold

64

(3-128)

64

(3-128)

Wireless LAN (5GHz-2)[64 | (3-128)

Upload Limit [User defined » [0K bps {Default unit: K)

Download Limit] User defined w | 0K bps {Default unit: K)

Choose to Apply

All APs o

Action When Threshold Exceeded

® Stop accepting new connections
) Dissociate existing station by longest idle time
) Dissociate existing station by worst signal strength if it is less than -0 dBm (100 %)

Note: | Specific APs

The maximum station number of Wireless LAN {2.4GHz) will be applied to both Wireless LAN {2.4GHz) and
Wireless LAN (5GHz) if the firmware version of AP900 is less than or equal to 1.1.4.1.

[ ok | [ cancel |

Available settings are explained as follows:

Item

Description

AP Load Balance

It is used to determine the operation mode when the system
detects overload between access points.

Disable - Disable the function of AP load balance.

By Station Number -The operation of load balance will be
executed based on the station number configured in this page.
It is used to limit the allowed number for the station
connecting to the access point. The purpose is to prevent lots
of stations connecting to access point at the same time and
causing traffic unbalanced. Please define the required station
number for WLAN (2.4GHz) and WLAN (5GHz) separately.

By Traffic - The operation of load balance will executed
according to the traffic configuration in this page.

By Station Number or Traffic - The operation of load balance
will be executed based on the station number or the traffic
configuration.

Station Number

Set the number of stations as a threshold to activate AP load
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Threshold

balance.

Traffic Threshold

Upload Limit -Use the drop down list to specify the traffic
limit for uploading.

Download Limit - Use the drop down list to specify the traffic
limit for downloading.

Action When Threshold
Exceeded

Stop accepting new connections - When the number of
stations or the traffic reaches the threshold defined in this
web page, Vigor router will stop any new connection asked by
other access point.

Dissociate existing station by longest idel time - When the
access point is overload (e.g., reaching the limit of station
number or limit of network traffic), it will terminate the
network connection of the client’s station which is idle for a
longest time.

Dissociate existing station by worst signal strength if it is
less than - When the access point is overload (e.g., reaching
the limit of station number or limit of network traffic), it will
terminate the network connection of the client’s station with
the weakest signal.

Choose to Apply

Determine which AP shall be applied with the load balance.
All APs - All APs shall be applied with the load balance.

Specific APs - The function of load balance will be applied to
the AP specified in this field.

After finishing all the settings here, please click OK to save the configuration.
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V-6 Central Management (Switch)

Vigor router can manage lots of VigorSwitch devices connected to it. Through profile and
group settings, the administrator can execute firmware/configuration backup, restore for
VigorSwitch device, reboot the device or return to factory default settings of VigorSwitch at

one time.
[ mamaaan )
H==c=
r_!+ |
%‘Dﬁ Server Visitors %

; Visitors Worker Worker ~ Manager
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Web User Interface

V-6-1 Status

V-6-1-1 Switch Status

Such page displays information, including Group, Switch name, IP address, model, System Up

Time, Port in Use, Clients, and Firmware Version of VigorSwitch connected to Vigor2962
series.

Before checking the switch status, go to Central Management>>External Device to enable
External Device Auto Discovery. Wait for the system to display available device(s).

Central Management => External Device

External Device Syslog

External Device Auto Discovery
External Devices Connected

| Refresh |
Below shows available devices that connected externally:
Off Line  VigorAP960C, VigorAP960C, Connection Uptime:00:11:06
IP Address:192.168.1.10:80 Account
On line 2280, Connection Uptime:00:08:46
1P Address:192.168.1.11:80

For security reason:

If you have changed the administrator password on External Device, please click the Account button to
retype new username and password. Otherwise, the router will be unable to monitor the External
Device device properly. Click the Clear button to Clear the off-line information and account infermation.

Later, open Central Management>>Switch>>Status. Available VigorSwitch to be managed by
such router will be listed under the New Switch List.
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Central Management == Switch >> Status

Switch Status Switch Hierarchy Detailed Info TROG9 Setting | Refresh
View Group:

Status
Group Switch Name [P Address Model System UpTime PortinUse Clients Firmware Version Last Process Status

New Switch List

Index Switch Name IP Address Model Firmware Version Add Device
1 52280 192.168.1.11 00:1D:AA0C:CD:08 G22580 266 Add New
Note:

Supported VigorSwitch model and firmware version

1)

Info VigorSwitch listed below Status means the switch is managed by Vigor3912;
VigorSwitch listed below New Switch List means it is not managed by
Vigor3912 yet.

Click Add to make the selected VigorSwitch to be managed by Vigor router.

Central Management == Switch => Status

Switch Status Switch Hierarchy Detailed Info TRO69 Setting | Refresh
View Group:
Status
Group Switch Name IPAddress Model System UpTime PortinUse Clients Firmware Version  Last Process Status
Default 52280 192.168.1.11 | 52250 1:.01:19 1128 0 26.6 Process Successfully
Note:

Supported VigorSwitch model and firmware version

Available settings are explained as follows:

Item Description
Group Display the name link of the group.
You can click the link to modify the group settings if
required.
Switch Name Display the name link of VigorSwitch.
You can click the name link to access into the switch profile.
IP Address Display the IP address of VigorSwitch.
Model Display the model name of VigorSwitch.
System Up Time Display the time accumulated since this Vigorwitch is
powered up.
Port in Use Display how many devices connected to VigorSwitch.
Clients Display the number of LAN ports used in VigorSwitch.
Firmware Version Display the firmware version that VigorSwitch current used.
Add Such button will appear only when there is more than one

switch connected to Vigor3912.

The one under New Switch List is allowed to be managed
under current used group. Simply click Add.
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Central Management »> Switch >> Status

Switch Status Switch Hierarchy Detailed Info

| Refresh

Status
Group Switch Name IP Address Model System Up Time

New Switch List
Index Switch Name IP Address

1 G2280 192.168.1.11 00:1D:AA-0C:CD-08

View Group

Portin Use Clients Firmware Version  Last Process Status

Add Device
Add New

Note:
Supported VigorSwitch model and firmware version

model.

It will be better to group VigorSwitch devices with the same

V-6-1-2 Switch Hierarchy

This page displays the hierarchy of VigorSwitch(es) managed under Vigor2962.

Central Management >> Switch >> Status

Switch Status Switch Hierarchy Detailed Info

| Refresh
Port 12
Description : Uplink
IP Address : 192.168.1.1
MAC Address  : 14:49:BC:0D:1F:48
Central Management >> Switch >> Status
Switch Status Switch Hierarchy Detailed Info | Refresh

vigorSwitch G2280 [y

G2280

Port HE
Description

IP Address HIE.
MAC Address  : -

Port Control | Enable Port v | |
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V-6-1-3 Detailed Info
This page displays the hierarchy of VigorSwitch(es) managed under Vigor3912.

Central Management => Switch »>» Status

Switch Status Switch Hierarchy Detailed Info TRO69 Setting Refresh|

Switch List
Index Switch Name IP Model MAC
1 G2280 192.168.1.15 G2280 00:1D:AA0C:CD: 08

Search
IP v 192.168.1.15 Search

Uplink Device Port IP MAC Name/Description

Vigor Router 3 152.168.1.15 00:1D:AA0C:CD:08 G2280

Note:
Vigor router only temporarily records the IP address and MAC address of the client connects to the switch, record will be discarded
after the client leaves the network.

Available settings are explained as follows:

Item Description

Switch List Displays the index number, switch name, IP address, model
name and MAC address of the VigorSwitch device.

Switch Name - The name link allows you to access into the
web user interface of the Vigor Switch.

IP - Displays the IP address of the switch.
Model - Displays the model name of the switch.
MAC - Displays the MAC address of the switch.

Search Search - After specifying IP address, MAC address or name of
the switch, click the Search button to find out the device and
display the searching result on this page.

Uplink Device - Displays the name of the server that Vigor
switch connects to.

Port - Indicates the port where the switch is connected to

the router. This number link allows you to click to view more
detailed information of the searched device.

Click the port number link (e.g., 3) to open the following page. Detailed information of the
name, port number, IP address, MAC address, description, type, VLAN number, PVID value
and PoE capability of the switch will be shown on this page.

Vigor3912 Series User’s Guide 465



Switch List

Index Switch Name P Model MAC
1 G2280 192.168.1.11 G2280 00:1D:AA:QC:CD:08
Search
[1IP v | [ search |
G2280
Switch Port IP MAC Description Type VLAN PVID PoE
G2280 3 --- --- access Qo ---

Devices Connect to this port

Index IP MAC Netbios Name
1

Note: Vigor router only temporarily records the IP address and MAC address of the client connects to the switch, record will be
discarded after the client leaves the network.

In addition, this page will display the basic information (IP address, MAC address and Netbios
Name) of "other" devices connected to this switch.

V-6-1-4 TRO69 Setting

In addition to HTTP/HTTPS, the Vigor router is able to manage the VigorSwitch with the
protocol of TR-069.

Central Management == Switch => Status

Switch Status Switch Hierarchy Detailed Info TRO69 Setting | Refresh
SWM PORT 8003
Username acs
Password seeurens
0K

Available settings are explained as follows:

Item Description

SWM Port The default value is 8003. In the event of port conflicts,
change the port number.

Username Displays the username that the Vigor switch will use to
connect to this router. Keep the default value.

Password Displays the password that the Vigor switch will use to
connect to this router. Keep the default value.
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V-6-2 Profile

This page will show general information, such as name, group, IP address, MAC address,
model and password of VigorSwitch only when it connects to Vigor2962 series. By clicking the
index number link, a profile setting page for that switch will be shown. Note that each profile
represents one VigorSwitch.

Central Management => Switch => Profile o

Profile List

Process Delete
Status Profile

1 G2280 Default, 192168111 |00:1D:AA:0C:CD:08| G2280 SUELZ;‘Z?E"V X

Index Name IP Address MAC Address Model Password

Available settings are explained as follows:

Item Description

Index Click the number link to access into the switch profile.

Note: Each connected VigorSwitch will have one setting
profile. If there are many switches connected to Vigor3912,
different index number will be used to represent different

VigorSwitch.
Name Display the user defined name of VigorSwitch.
Group Display the group name of VigorSwitch(es).
IP Address Display the IP address of VigorSwitch.
MAC Address Display the MAC address of VigorSwitch.
Model Display the model name of VigorSwitch.
Password Click it to display the account information including

username and password.

Delete Profile Click the mark of “X” to delete the switch profile.

To edit profile for the selected switch:

1.  Click index number link (e.g. #1) to open the following page.
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Central Management =» Switch =» Profile

Switch Profile 1

| Get Setting_from External Switch |

General VLAN Port | Set to Factory Default |
Switch Name [G2280 |
Comment | |
Trap Community Name |pub|ic |
Login Password | | | Show |
IP Address DHCP  192.168.1.11

Note:

The router configuration will be updated when getting profile settings from external switch.
We will not copy settings of rate limit while copy configuration, because the format of rate limit are

different between 2ach meodel.

| Save | | Cancel | | Send toDevice |

Available settings are explained as follows:

Item

Description

Switch Name

Type a name for the Switch. The purpose of name is used for
identification.

It is useful when there are many VigorSwitch (same modes)
devices connecting to Vigor3912 seres.

Comment

Enter the text in such field if additional explanation for the
switch is required.

Trap Community
Name

Enter the text in such field as trap community.

Login Password

Display the original login password for the VigorSwitch.

However, if Group Password (in Central Management
>>Switch>>Group) is configured with other string, then such
field is not allowed to type any other password. And only the
group password will be shown, instead.

IP Address Display the dynamic IP address (of the connected switch)
assigned by Vigor3912.

Save Click it to save the settings.

Cancel Click it to return to previous web page without saving the

setting changes.

Send to Device

Click it to transfer the configuration change (e.g, login
password, switch name, etc.) to the VigorSwitch
immediately.

2. After finished the settings, click VLAN tab to open following page.

Blank page due to LAN>>VLAN not configured previously:

Vigor3912 Series User’s Guide
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famove Tag
D
=
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Setting page with LAN>>VLAN configured previously:

Central Management >> Switch >> Profile

Switch Profile 1 SWITCH-G1241 | Get Setting from Extenal Switch |
General VLAN Port | Set to Factory Default |
Router VLAN
Tag hased WLAN LAM Part WLAN 2,45 551D WLAN 5G 5510
Group Subnet WID Priority 1 2 3 4 5 6 1 2 3 4 1 2 3 4
VLAND LAN1 0 0 H B FE FE B B N BE FE E BE BN
VLANL LaML 20 i HE B B BN B B B 7 r H m N
VLANZ LANL 100 0 H B B B EBEE 0O 00O O O O 0O

External Switch VLAN
Port Members

1 2 3 4 5 ] 7 8 9 0 11 1z 13 14 15 16 17 ig 19 20 21 22 23 24
@eeeesaeees s s Eeacsesaeascseaeaseasas
R " [
wieno[a
VLANT OO0OO0OO0Oo0Dooaoao O 0OO0O0OO0OOoQOOODoODoOOoQOoaOo oo
wenz[lo] 0 O O O O O O O O O OO OO OO0 oOogo o oo g

Mote:The router configuration will be updated when getting profile settings from external switch

3.  Click Save to save VLAN configuration. Then, click Port tab to access the following page:

Central Management >> Switch >> Profile

Switch Profile 1 G2280 | Get Setting from External Switch
General VLAN Port Set to Factory Default
Port Description Port Control Schedule Ingress Rate(Kbps) 2;‘[‘;:;";‘;&"““]
* [Enable Port_w| , O [m]
1 [Enable Port_~| s [m] [m]
2 Uplink Enable Port g
3 [Enable Port_~| s [m] [m]
4 [Enable Port_w| , O [m]
5 [Enable Port_~ | s [m] [m]
6 [Enable Port_w| , O [m]
7 [Enable Port_w | . [m] m}
8 [Enable Port_w| , O [m]
9 [Enable Port w | . [m] m}
10 [Enable Port_~| ; =] ]
11 [Enable Port_w | , O [m]
12 [Enable Port_ | , [m] (m]
B , D O

Available settings are explained as follows:

Item Description

Description If required, type a brief description to explain the device
connected to VigorSwitch via the LAN port.

Port Control Disable Port - The port (e.g, Port 2 in this case) which is used
to connect VigorSwitch and Vigor3912 will not be shutdown
by Vigor3912.

Other LAN ports of VigorSwitch allow to connect to any LAN
device. When it is checked, after clicking Save, the network
connection between that device and VigorSwitch will be
terminated.
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By Schedule - Two sechule profiles can be specified here to
force Vigor3912 executing specific action to VigorSwitch.

Rate Limit

Check the box for typing the ingress rate / egress rate for the
selected VigorSwitch. After clicking Save, the value modified
in this page will be written to VigorSwitch and enabled.

4.  Click Save to save the changes and then click Send to Device. Settings will be sent to
VigorSwitch immediately.
Central Management == Switch »> Profile
Switch Profile 1 G2280 | Get Setting from External Switch |
General VLAN Port | Setto Factory Default |
Post Settings to Vigor Switch
[T ]
Note:
1.The router configuration will be updated when getting profile settings from external switch.
2.Double guotation mark (") is not supported in Description columns.
V-6-3 Group

Different switches can be classified into different group(s). Specifc password for a group can
be defined and applied to every switch uder that group.

Through the common password setting, it is not necessary for the system administrator to
remember various login passwords to access into different VigorSwitch devices.

Central Management >= Switch >> Group

Index

Group Name

Member Switch

Default

G2280(192.168.1.10)

le |1 | I [l | len | 14 |l | INa | =

=
=

Click any index number link to create a new switch group.
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Central Management >»> Switch >> Group

Index 1:
Group Name Default (max. 15 characters)
Group Password Show
Existing Switch Member Switch
IP Rddresz=z Switch Name IP Addressz Sy
192.168.1.10 Gzz
N
L4
oK Cancel

Available settings are explained as follows:

Item Description

Group Name Type a name as the group name. Different switches can be
classified within a group.

Group Password Type a password that administrator can use to access into
the managed VigorSwitch connecting to Vigor3912. All of the
switches under the same group can be accessed into via such
group password.

Existing Switch Display all of the VigorSwitch devices connecting to
Vigor3912.
Member Switch Choose the switches you want to group and click the button

“>>" to move the selected devices onto the field of Member
Switch. Devices under Member Switch will be grouped under
such group profile.

OK Click it to save the configuration.

Cancel Click it to exit the setting page without saving any change.
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V-6-4 Maintenance

Such feature can execute configuration backup, restore of selected VigorSwitch device(s) or
reboot the VigorSwitch devices remotely or reset the VigorSwitch devices with factory default
settings, without accessing into the web user interface of VigorSwitch respectively. It is
convenient for system administrator to manage VigorSwitch devices.

Central Management >> Switch >> Maintenance

Select Action
Action Type:
File/Path:

Selected Device
Device MAC Address
Device IP Address

Contg Backup WO
Config Restore [~
Remote Reboot

| Factory Reset

fL

[ ok | [ cancel |

Available settings are explained as follows:

Item

Description

Select Action

Action Type - Four actions including configuration backup,
configuration restore, remote reboot and factory reset are
offered by Vigor3912 to perform on VigorSwitch.

File/Path - Click the button to find out the required file.

Selected Device

Use the drop down list to specify a VigorSwitch. Then the
MAC address and IP address related to the device will be
displayed on this area.

OK Click it to immediately perform the action (configuration
backup, configuration restore, remote reboot and factory
reset) on the device(s) listed in Selected Device.

Cancel Click it to cancel the setting changes.
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V-6-5 Alert and Log

Alert and Log is helpful for the user to understand the abnormal situation occurred in
VigorSwitch quickly. When the system detects an error, information of abnormal condition
will be recorded to the database; or the system will send an alert to the specified device (via
e-mail or SMS) to warn the user.

V-6-5-1 Alert Setup

This page is used to define the name of alert, level of alert (in color), and determine to
record the data in the database, or send a notification message to the user based on the

level.

Central Management >> Switch >> Alert and Log

Alert Setup

Alert and Log
Alert Levels and Action

Index Enable Level Name

Switch and Port Setup

[No Alert

1

max. 15 characters
2 ‘MmcrAlerl

max. 15 characters
3 ‘Moderate Alert

max. 15 characters
a ‘I'.-1ajcrAIen

max. 15 characters

Alert Logs
Set to Factory Default|
Color Create Log Send Notification SMS/Email Service object
No Color No Log Mo Motification

A4 Enable Mo Notification

sms alert 1 - -

sms alert 1 - -
v O

sms alert 1 - A

sms alert 1 - hd

sms alert 1 - o

‘ - sms alert 1 - b g
N ~ O

sms alert 1 - A

Available settings are explained as follows:

Item

Description

Alert and Log

Check it to enable this feature.

Alert Levels and Action

Level Name - Define names for representing the severity of
alert event. The default names for index 1 to index 4 will be
shown on each setting box. Index 5 to index 8 are reserved
for user-defined.

Color - Define the color for each level of alert. However, the
color of index 1 is No color and unable to be changed.

Create Log - Check the box to create log of alert. Such log
will be seen on Alert Logs page. Note that No Log for index 1;
and log for index 2 is enabled in default.

Send Notification - If it is checked, Vigor router’s system will
send notification to specified phone number via SMS.

SMS/Email Service Object - Choose the SMS object which
will get the SMS from Vigor router. Up to 4 objects can be
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| selected at one time.

V-6-5-2 Switch and Port Setup

This page defines enabling switch alert and/or port alert for each switch.

Central Management >> Switch == Alert and Log

Alert Setup Switch and Port Setup Alert Logs
Index Switch Name P Model Switch Alert Port Alert
1 G2121 192.168.1.13 G2121

| ok || Cancel |

Available settings are explained as follows:

Item Description

Switch Alert Enable - Check it to enable alert mechanism for VigorSwitch.

Port Alert Enable - Check it to enable alert mechanism for each port of
VigorSwitch.

Click the Switch Name link (e.g., G2121 in this case) to get detailed settings.

Central Management => Switch => Alert and Log

Alert Setup Switch and Port Setup Alert Logs
Index Switch Name IP Model Switch Alert Port Alert
1 G121 192.168.1.13 G2121
G2121 |Set to Factory Default|
Switch Alert
Incident Level
Cold Start
Warm Start
Disconnect
Reconnect
Port Alert
Port  Description Device Disconnects Device Reconnects Schedule onloff Shutdown En/Dis
1 Uplink [No Alert v| [No Alert v [No Alert v| [ No Alert v
2 DownlinkAP [No Alert v| [No Alert v| [No Alert v| [No Alert v
3 phone678 [No Alert ~| [No Alert ~| [No Alert ~| [ No Alert ~|
4 phone677 [No Alert ~| [No Alert ~| [No Alert ~| [ No Alert ~|
5 phoneB76 [No Alert v| [No Alert M [No Alert v| [No Alert M
6 cami1F [No Alert v| [No Alert v| [No Alert v| [ No Alert v |

Available settings are explained as follows:

Item Description

Switch Alert When VigorSwitch encounters the following alert events,
alert mechanism will perform corresponding actions based
on the servity level of the incident encountererd.

Incident - At present, Cold Start, Warm Start, Disconnect
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and Reconnect will be treated as alert events.

Level - Specify the severity level for each incident. To
defined more severity level for choosing in this page, simply
open Central Management>>Switch>>Alert and Log and
click Alert Setup.

Port Alert Port - Available Ethernet ports for the selected VigorSwitch
(e.g., G2280 in this case) will be shown on this page. Each
port can be confgiured with different alert level for different
alert event.

V-6-5-3 Alert Logs

The user can get the information by filtering the collective information based on the
conditions specified in this page.

Central Management >= Switch == Alert and Log

Alert Setup Switch and Port Setup Alert Logs

| Select Columns to Filter Logs

Level Type Switch

O Minor Alert O Switch Alert ® 52121

O PortAlert

OK
Alert Logs Show per page | Refresh |
0 Logs Last 7 Days
Index Level Name Time Type Switch Port Incident

Available settings are explained as follows:

Item Description
Select Columns to Filter Level - The alert can be divided into several levels, Minor
Logs Alert, Moderate Alert and Major Alert. Check the one(s) you

want to check in Alert Logs list.

Type - Check the type (switch / port) of the log to be
displayed in Alert Logs list.

Switch - Switch(es) connecting to Vigor router will be shown
in this area. Click the one you need.

OK - Click it to save the configuration.

Log related to the items selected above will be shown in
Alert Logs list.

Alert Logs This area displays logs (level name, time, type, switch, port,
and incident) related to VigorSwitch managed by Vigor
router.
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V-6-6 Database Setup

The database of switch can be used to record alert logs and traffic history. This page is used
to determine if it is necessary for the user information to be recorded in the database of

switch.

Central Management == Switch => Database Setup

Enable Database to Record alert logs and traffic history
File Path : No USB Disk Detected

Database Usage : N/A

Notification and Action when Storage Exceeded

Notification ® Don't send notification

O Send notification
Email Notification Object

SMS Notification Object |1-777 v

Action ® Stop recording alert logs and traffic history

O Backup and clean up all alert logs and traffic history, and start a new record

Note:
In order to prevent data loss, we will start a new record at 45MB.

Available settings are explained as follows:

Item Description

Enable Database to Record | Check the box to make the database (in USB disk) to record
alert logs and traffic the alert logs and traffic history.

history

Notification and Action when Storage Exceeded

Notification Don’t send notification - No notification will be sent out
when there is no capacity for storage in USB.

Send notification - A notification will be sent out when there
is no capacity for storage in USB.

Action Stop recording user information - When the capacity of log
is full, the system will stop recording.

Backup and clean up all user infor, and start a new record
- Only the newest events will be recorded by the system.

After finished the settings, click OK to save the configuration.
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V-6-7 Support List

This page lists all models of VigorSwitch which can be managed by Vigor3912 via Central
Management>>Switch.

Central Management »» Switch »= Support List

Maodel Status | Firmware Version
Vigor Switch P2261 W v3.48
Vigor Switch G2250 Y v3.48
Vigor Switch P1280 W 2.2.1
Vigor Switch G1280 W 2.2.1
Vigor Switch P2280 W 2.2.1
Vigor Switch G2280 W 2.2.1
Vigor Switch P2121 W 2.3.2
Vigor Switch G2121 W 2.4.3
Vigor Switch P1092 Y 1.04.05
Vigor Switch G1080 W 1.04.05
Vigor Switch P2500 W 2.4.1
\igor Switch G2500 W 2.4.1
Vigor Switch P2280x W 2.4.2
Vigor Switch G2280x Y 2.4.2
Vigor Switch P1085 W 2.4.3
Vigor Switch G1085 W 2.4.3
Wigor Switch P2540x% W 2.6.0
Vigor Switch P2540xh W 2.6.0
Vigor Switch G2540x W 2.6.0
Vigor Switch P2100 W 2.5.4
Vigor Switch G2100 Y 2.5.4
Vigor Switch PQ2200xb W 2.6.9
Vigor Switch Q2200x W 2.5.9
Vigor Switch FX2120 W 2.6.9
Vigor Switch P1282 Y 2.5.9
Vigor Switch G1282 W 2.6.9
Vigor Switch PQ2121xb W 2.8.1
Vigor Switch PQ2121x W 2.8.1
Vigor Switch Q2121x W 2.7.1
Vigor Switch G2540xs W 3.7.0
Vigor Switch P2540xs W 3.7.0
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V-7 Central Management (External Devices)

Vigor router can be used to connect with many types of external devices. In order to control
or manage the external devices conveniently, open External Devices to make detailed
configuration.

Central Management >=> External Device

[JExternal Device Syslog
([ External Device Auto Discovery

Enable Switch Management

External Devices Connected Refresh

Below shows available devices that connected externally:

For security reason:
If you have changed the administrator password on External Device, please click the Account button to retype new

username and password. Otherwise, the router will be unable to monitor the External Device device properly. Click the
Clear button to Clear the off-line information and account information.

| ok |
Available settings are explained as follows:
Item Description
External Device Syslog Check this box to display information of the detected device
on Syslog.
External Device Auto Check this box to detect the external device automatically
Discovery and display on this page.

Enable Switch Management - It is available only if External
Device Auto Discovery is enabled. When it is disabled, the
switch status and switch profile(s) under Central
Management >> Switch will also disabled.

From this web page, check the box of External Device Auto Discovery and click OK. Later,
all the available devices will be displayed in this page with icons and corresponding
information. You can change the device name if required or remove the information for

off-line device whenever you want.

Central Management >> External Device

[JExternal Device Syslog
External Device Auto Discovery

® Enable Switch Management

External Devices Connected Refresh

Below shows available devices that connected externally:
On Line VigerAPS10, VigorAP510, Connection Uptime:00:06:04
IP Address:192.165.1.10:80 Account

When you finished the configuration, click OK to save it.

1)

Info Only DrayTek products can be detected by this function.
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Part VI Others

Vigor3912 Series User’s Guide

Objects Settings

UsB

Define objects such as IP address, service type,
keyword, file extension and others. These
pre-defined objects can be applied in CSM.

USB device connected on Vigor router can be
regarded as a server or WAN interface. By way of
Vigor router, clients on LAN can access, write and
read data stored in USB storage disk with




VI-1 Objects Settings

This section allows the creation of objects and object groups from IP addresses, service types,
keywords, file extensions, SMS and email recipients, and notification types. Once set up,
these objects can be applied to firewall and content management rules.
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Web User Interface

Objects Setting

VI-1-1 IP Object

For IPs in a range and service ports in a limited range usually will be applied in configuring
router’s settings, therefore we can define them with objects and bind them with groups for
using conveniently. Later, we can select that object/group that can apply it. For example, all
the IPs in the same department can be defined with an IP object (a range of IP address).

You can set up to 500 sets of IP Objects with different conditions.
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Objects Setting == IP Object

Create from ARP Table
Create from Routing Table

IP Object Profiles:

| Setto Factory Default |

View: [All v | | [ Search |
Index Name Address Index Name Address

1. 17.

2 18.

3. 19.

4. 20.

5 2.

6. 22.

1. 23.

& 24.

3 25.

10. 26.

1. 21.

12. 28.

13. 29.

14. 30.

15. 3.

16. 32.
<< 1-32 | 3364 | 65-06 | 97-128 | 129-160 | 161-192 | 193-224 | 225256 | 257-288 | 289-320 | 321, . . .
352 | 353-384 | 385-416 | 417-443 | 449-480 | 481-500 == 0

Objects Backup/Restore

Available settings are explained as follows:

Item

Description

View

Use the drop down list to choose a type (Single Address,
Range Address, Subnet Address, Mac Address or all) that IP
object with the selected type will be shown on this page.

Set to Factory Default

Clear all profiles.

Search Enter a string of the IP object that you wan to search.
Index Profile number of the IP object.

Name Name of the object.

Address Displays the IP address configured for the object profile.

Objects Backup/Restore

Click it to backup or restore the IP object.

To set up a profile, click the profile number under Index column to bring up the configuration

page.
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Objects Setting == IP Object

Profile Index : 1

Name: |RD Department |
Interface: Any ~

Address Type:

Mac Address: 00 00 - 00 =00 : 00 :00

Start IP Address: [192.168.1.9 | | Select |
End IP Address: [192.168.1.9 | | Select |
Subnet Mask:

Invert Selection: O

Next =
| OK | | Clear | | Caneel |
Available settings are explained as follows:
Iltem Description
Name Name that identifies this profile. Maximum length is 15
characters.
Interface The network interface on which the IP address or addresses

are to be found.

Any - All network interfaces.

LAN/RT/VPN - All network interfaces except WAN.
WAN - Only WAN interfaces.

Address Type Type of Addresses.

Any Address - Object covers all IP addresses.

Single Address - Object covers one IP address.

Range Address - Object covers a range of IP addresses.

Subnet Address - Object covers a range of IP addresses
specified in subnet notation.

Mac Address - Object contains a MAC address.

MAC Address Enter MAC address of the network device, if Address Type is
Mac Address.

Start IP Address Enter beginning IP address, if Address Type is one of Single
Address, Range Address and Subnet Address.

End IP Address Enter ending IP address, if Address type is one of Single
Address, Range Address and Subnet Address.

Subnet Mask Enter subnet mask, if Address type is Subnet Mask.

Invert Selection If selected, all addresses except the ones entered above will
be used.

To save changes on the page, click OK. To discard changes, click Cancel. To blank out all
settings in the current IP object, click Clear.
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Objects Setting == IP Object

Create from ARP Table
Create from Routing Table

IP Object Profiles:

View: | All v
Index Name Address Index Name
192.168.1.10 ~
i RD Department 192.168.1.10 1L
Financial Dept Any 18.

HR. Department 211.100.88.0/24 19.

ol
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VI-1-2 IP Group

Multiple IP Objects can be placed into an IP Group.

Objects Setting == IP Group

IP Group Table: Set to Factory Default

Index Name Index Name

- [
s |

FREEREREEREBRERRI
I e i A i el S S

el e T e e e o D ]
PR RER® R NP N>

Objects Backup/Restore

Available settings are explained as follows:

Item Description

Set to Factory Default Clear all profile settings.

Index Index number of the profile.

Name Name that identifies the profile.

Objects Backup/Restore Click it to backup or restore the IP group object.

To set up a profile, click its index to bring up the configuration page.

Objects Setting >> IP Group

Profile Index : 1

MName: | |
Interface:
Available IP Objects Selected IP Objects (Up to 100)
OK | [ clear | | Ccancel
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Available settings are explained as follows:

Item Description

Name Name that identifies this profile.

Interface Select WAN, LAN or Any to filter IP objects.

Available IP Objects All available IP objects that are associated with the selected
interface.

Selected IP Objects IP objects that have been added to this profile.

To add an IP object to the IP Group, select it under Available IP Objects, then click the >>
button. To remove an IP object from the IP Group, select it under Selected IP Objects, then
click the << button.

To save changes on the page, click OK. To discard changes, click Cancel. To blank out all
settings in the current IP group, click Clear.

VI-1-3 IPv6 Object

Up to 200 IPv6 Objects can be created.

Objects Setting == IPv6 Object

IPvE Object Profiles: Set to Factory Default
Index Name Index Name
1 17.
2 18.
3. 19.
4 20.
3. 21.
6. 22.
I 23.
8. 24.
3. 23.
10. 26.
n. 21.
12. 28.
13. 29.
14. 30.
15. 31.
16. 32.
<< 132 | 33-64 | 65-96 | 97128 | 129-160 | 161-192 | 193-200 == Next ==

Objects Backup/Restore

Available settings are explained as follows:

Item Description

Set to Factory Default Clear all profile settings.

Index Index number of the profile.

Name Name that identifies the profile.

Objects Backup/Restore Click it to backup or restore the IPv6 object.

To set up a profile, click the profile number under Index column to bring up the configuration
page.
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Objects Setting == IPv6 Object

Profile Index : 1

MName:
Address Type:
Match Type:
Mac Address:

Start IP Address:

| |

® 128 Bits O suffix 64 Bits(Interface ID)
00 ;00 00 =00 |- 00 00

| Select |
End IP Address: | Salect |
Prefix Length:
Invert Selection: O
Next =
OK | | Clear | | Cancel |

Available settings are explained as follows:

Item

Description

Name

Name that identifies this profile. Maximum length is 15
characters.

Address Type

Type of Addresses.

Any Address - Object covers all IPv6 addresses.

Single Address - Object covers one IPv6 address.

Range Address - Object covers a range of IPv6 addresses.

Subnet Address - Object covers a range of IPv6 addresses
specified in subnet notation.

Mac Address - Object contains a MAC address.

Match Type

Specify the match type (128 Bits or Suffix 64 Bits) for the
IPv6 address.

Mac Address

Enter MAC address of the network device, if Address Type is
Mac Address.

Start IP Address

Enter beginning IP address, if Address Type is one of Single
Address, Range Address and Subnet Address.

End IP Address

Enter ending IP address, if Address type is one of Single
Address, Range Address and Subnet Address.

Prefix Length

Enter IPv6 prefix length, if Address type is Subnet Address.

Invert Selection

If selected, all addresses except the ones entered above will
be used.

To save changes on the page, click OK. To discard changes, click Cancel. To blank out all
settings in the IPv6 object, click Clear.
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VI-1-4 IPv6 Group

Multiple IPv6 Objects can be placed into an IPv6 Group.

Objects Setting == IPv6 Group

IPv6 Group Table: Set to Factory Default
Index Name Index Name
1. 17.
2. 18.
3 19.
4. 20.
9. 21.
6. 22.
fic 23.
8. 24,
9. 25.
10. 26.
n. 27.
12. 28.
13. 29.
14. 30.
15. 3.
16 32.

Objects Backup/Restore

Available settings are explained as follows:

Item Description

Set to Factory Default Clear all profile settings.

Index Index number of the profile.

Name Name that identifies the profile.

Objects Backup/Restore Click it to backup or restore the IPv6 group.

To set up a profile, click the profile number under Index column to bring up the configuration
page.

Objects Setting == IPv6 Group

Profile Index : 1

Name:

Available IPv6 Objects Selected IPv6 Objects (Up to 100)

| QK | | Clear | | Cancel |

Available settings are explained as follows:
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Iltem Description

Name Name that identifies this profile. Maximum length is 15
characters.
Available IPv6 Objects All available IP objects that are associated with the

selected interface.

Selected IPv6 Objects IPv6 objects that have been added to this profile.

To add an IPv6 object to the IPv6 Group, select it under Available IPv6 Objects, then click the
>> putton. To remove an IPv6 object from the IPv6 Group, select it under Selected IPv6
Objects, then click the << button.

To save changes on the page, click OK. To discard changes, click Cancel. To blank out all
settings in the current IPv6 group, click Clear.

VI-1-5 Service Type Object

Up to 500 Service Type Objects can be created.

Objects Setting == Service Type Object

Service Type Object Profiles: Set to Factory Default
Index Name Index Name
1. 17.
2 13.
3 19.
4. 20.
2 21.
6. 22.
i 23.
& 24.
3. 25.
10. 26.
n. 27.
12, 28.
13. 29.
14. 30.
15. 2is
16. 32.

<< 132 | 33-64 | 6596 | 97128 | 129160 | 161-192 | 193-224 | 225-256 | 257-288 | 289-320 321_Next>"=-

352 | 353-384 | 385-416 | 417-448 | 449-480 | 481-500 ==

Objects Backup/Restore

Available settings are explained as follows:

Item Description

Set to Factory Default Clear all profile settings.

Index Index number of the profile.

Name Name that identifies the profile.

Objects Backup/Restore Click it to backup or restore the service type object.

To set up a profile, click the profile number under Index column to bring up the configuration
page.
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Objects Setting == Service Type Object Setup

Profile Index : 1

Name |www |
Protocol TCP | B
Source Port [= ~] |1 |~ |65535 |
Destination Port [= ~] |1 |~ |65535 |
Next =
OK | | Clear | | Cancel |

Available settings are explained as follows:

Item Description

Name Name that identifies this profile. Maximum length is 15
characters.

Protocol Protocol(s) to which this profile applies.

Any - All protocols.

ICMP - Internet Control Message Protocol
IGMP - Internet Group Management Protocol
TCP - Transmission Control Protocol

UDP - User Datagram Protocol

TCP/UDP - Transmission Control Protocol and User Datagram
Protocol

Other - Other protocols not listed above. Enter protocol
number in the textbox.

Source/Destination Port

When protocol selected includes TCP or UDP, the source and
destination ports can be specified.

= - any port that falls within the specified range.
I= - any port that falls outside of the specified range.
- all port numbers that are greater than the specified value.

< - all port numbers that are smaller than the specified
value.

To save changes on the page, click OK. To discard changes, click Cancel. To blank out all
settings in the current service type object, click Clear.

Objects Setting > Service Type Object

Service Type Object Profiles;

Index

ol AR
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VI-1-6 Service Type Group

Multiple Service Type Objects can be placed into a Service Type Group.

Objects Setting == Service Type Group

Service Type Group Table: Set to Factory Default
Group Name Group Name
17.
18.
19.

FrRBERERBKEP NE P =N
Ld [Ld (L R IR R RS RS RS RS R RS RS
KEERERERREFRBERREE]

Objects Backup/Restore

Available settings are explained as follows:

Item Description

Set to Factory Default Clear all profile settings.

Index Index number of the profile.

Name Name that identifies the profile.

Objects Backup/Restore Click it to backup or restore the service type group object.

To set up a profile, click the profile number under Index column to bring up the configuration
page.
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Objects Setting => Service Type Group Setup

Profile Index : 1

MName:

Selected Service Type Objects (Up to

Available Service Type Objects 100)

]

[ ok | [ clear | [ Cancel |

Available settings are explained as follows:

Item Description

Name Name that identifies this profile.

Available Service Type All available service type objects.

Objects

Seblected Service Type Service type objects that have been added to this profile.
Objects

To add a Service Type Object to the Service Type Group, select it under Available Service
Type Objects, then click the >> button. To remove a Service Type Object to the Service Type
Group, select it under Selected Service Type Objects, then click the << button.

To save changes on the page, click OK. To discard changes, click Cancel. To blank out all
settings in the current service type group, click Clear.
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VI-1-7 Keyword Object

200 Keyword Object Profiles can be created for use as blacklists or white lists in CSM >>URL
Content Filter Profile and Web Content Filter Profile.

Objects Setting > Keyword Object

Keyword Object Profiles: Set to Factory Default
Index Name Index Name
1 ir.
2. 18.
2E 19.
4 20.
<F 21.
6. 22.
i 23.
8. 24,
9. 23.
10. 26.
1. 21.
12 28.
13. 29.
14. 30.
15. 3.
16. 32.
<< 1-32 | 33-64 | 65-96 | 97-128 | 129-160 | 161-192 | 193-200 = > Next =
Objects Backup/Restore
Available settings are explained as follows:

Item Description

Set to Factory Default Clear all profile settings.

Index Index number of the profile.

Name Name that identifies the profile.

Objects Backup/Restore Click it to backup or restore the keyword object.
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To set up a profile, click its index to bring up the configuration page.

Objects Setting >> Keyword Object Setup

Profile Index : 1
Name

Contents

Limit of Contents: Max 3 Words and 63 Characters.
Each word should be separated by a single space.

You can replace a character with %GHEX.
Example:
Contents: backdoo% 72 virus keep%20out

Result:
1. backdoor
2. virus
3. keep out

[ ok ] [ cear | [ cancel |

Available settings are explained as follows:

Item Description

Name Name that identifies this profile. Maximum length is 15
characters.

Contents Keywords to be matched. Enter the content for this profile.

For example, type gambling as Contents. When you browse
the webpage, the page with gambling information will be
watched out and be passed/blocked based on the
configuration on Firewall settings.

In addition, up to 3 key phrases, separated by spaces, for a
total length of 63 characters can be entered. For key phrases
that contain spaces, replace spaces with the sequence %20.
For example, the phrase “keep out” is to be entered as
“keep%20out™.

To save changes on the page, click OK. To discard changes, click Cancel. To blank out all
settings in the current keyword object, click Clear.
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VI-1-8 Keyword Group

Multiple Keyword Objects can be placed into a Keyword Group.

Keyword groups can be chosen as blacklists or white lists in CSM >>URL /Web Content Filter
Profile.

Objects Setting >> Keyword Group

Keyword Group Table: Set to Factory Default
Index Name Objects Index Name Objects

1. 17.

2 18.

3. 1s.

4. 20.

EN 21.

6. 22.

1 23.

8. 24.

8. 25.

10. 26.

11. 27,

12. 28.

13. 29.

14. 30.

15. 3.

16. 32.

Objects Backup/Restore

Available settings are explained as follows:

Item Description

Set to Factory Default Clear all profile settings.

Index Index number of the profile.

Name Name that identifies the profile.

Objects Display the keyword objects under this group.
Objects Backup/Restore Click it to backup or restore the keyword group.

To set up a profile, click its index to bring up the configuration page.

Objects Setting == Keyword Group Setup

Profile Index : 1

MName:

Available Keyword Objects Selected Keyword Objects (Up to 16)

[»]

[ ok | [ clea | [ cancel |
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Available settings are explained as follows:

Item Description

Name Name that identifies this profile.

Available Keyword Objects | All keyword objects that have not been added to this
profile.

Selected Keyword Objects | Keyword objects that have been added to this profile.

To add a Service Type Object to the Service Type Group, select it under Available Service
Type Objects, then click the >> button. To remove a Service Type Object to the Service Type
Group, select it under Selected Service Type Objects, then click the << button.

To save changes on the page, click OK. To discard changes, click Cancel. To blank out all
settings in the current keyword group, click Clear.

VI-1-9 File Extension Object

Up to 8 File Extension Objects can be set up for use with CSM>>URL Content Filter.

Objects Setting == File Extension Object

File Extension Object Profiles: Set to Factory Default
Profile Name Profile Name
1. 3.
2 5.
3. 1.
4. 8.

Objects Backup/Restore

Available settings are explained as follows:

Item Description

Set to Factory Default Clear all profile settings.

Index Index number of the profile.

Name Name that identifies the profile.

Objects Backup/Restore Click it to backup or restore the file extension object.
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To set up a profile, click its index to bring up the configuration page.

Objects Setting == File Extension Object Setup

Profile Index: 1 Profile Name: |
Categories File Extensions
Image O.bmp  O.dib  O.gif  O.Jjpeg  [J.jpg drg2  [.jp2
Select Al Opet  Opex  Opic Opict O.png Aif iff
Clear All [.ico
Video [].asf [.avi [J.mov [ J.mpe [J.mpeg .mpg .mp4
Select All [.qt lrm Clowmy  [.3gp [.3gpp 3app2 3g2
Clear All [ flv [ .swf
Audio o . - _ B
Select All Wit Wi R J.mpz O).mda .m4p .0g0g
Clear &l —.ra —.ram _l.vox ) owav ] .wma
Java Ol O.iad - - - ) .
Selact Al - c ass - .].a - .Jlar Jav Java Jcm s
Clear Al Jse Jsp -tk
ActiveX 3 al - - - | .
Select All - -EIIX - ap _l.axs _locx .o .ole N
Clear Al G
Compression . . .
Select Al :: .ace ; -alr] E -b.EID2 [(l.bzz [J.cab .oz .gzip
Clear All -rar .Sit zZip
Execution . _ - _ - .
Select Al = .bas _l.bat _l.com _exe _.inf .pif .reg
Clear Al — 8L
P2P
Select Al [ .torrent
Clear All
Document .4 9 4 o . g i
Select Al —.doc  L.docx  Li.odp  LJods 0.0 t .p -ppt
Clear Al J.pptx U.xls I .xlsx
[ oKk || clear | | Cancel |

Available settings are explained as follows:

Iltem Description

Profile Name Name that identifies this profile. Maximum length is 7
characters.

Select All Selects all file extensions for the category.

Clear All Deselects all file extensions for the category.

Select the file extensions you wish to be included in the profile. To save changes on the page,

click OK. To discard changes, click Cancel. To blank out all settings in the current file
extension object, click Clear.
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VI-1-10 SMS/Mail Service Object

SMS Service Object

Up to 10 SMS Service Objects can be set up for use with Application>>SMS Alert Service.

Objects Setting == SMS / Mail Service Object

SMS Provider Mail Server Set to Factory Default
Index Profile Name SMS Provider
1.
2.
3.
4.
5.
6.
I.
8.
9. Custom 1
10. Custom 2

Objects Backup/Restore

Each item is explained as follows:

Item

Description

Set to Factory Default

Clear all profile settings.

Index

Index number of the profile.

Profile

Name that identifies the profile.

SMS Provider

The SMS provider selected for the profile.

Objects Backup/Restore

Click it to backup or restore the service object.
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To set up a profile, click the SMS Provider tab, and then click its index to bring up the
configuration page.

Object Settings == SMS | Mail Service Object

SMS Provider Mail Server

Index Profile Name

Objects Setting == SMS / Mail Service Object

Profile Index: 1

Profile Mame | |

Service Provider [ kotsms com tw (TW) v
Connection Protocol @® HTTP O HTTPS
Username Max: 128 ch |
Password |r-.-'a>: 128 |
SMS Quota [10 |
Sending Interval |3 |{seconds)
Note:
1. Only one message can be sent during the "Sending Interval” time.
2. If the "Sending Interval” was set to 0, there will be no limitation.
| ok || Clear || Cancel | | Send a Test Message |
Available settings are explained as follows:

Item Description

Profile Name Name that identifies this profile. Maximum length is 31
characters.

Service Provider Select a Service Provider from the dropdown list.

Username Username used to log in to the service.

Password Password used to log in to the service.

Quota Remaining number of text messages allowed to be sent. The
guota value reduces by 1 every time the router sends an SMS
message. When the quota reaches 0, no SMS will be sent until it
is reset to greater than 0.

Sending Interval Minimum amount of time, in seconds, to wait between sending
SMS messages.

To save changes on the page, click OK. To discard changes, click Cancel. To blank out all
settings in the SMS service object, click Clear.
Customized SMS Service

The router offers an extensive list of preset SMS service providers for your convenience.
However, if your service provider is not among the list of supported service providers, simply
use Indexes 9 and 10 to create a customized SMS service profile.
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Objects Setting == SMS / Mail Service Object

SMS Provider Mail Server Set to Factory Default
Index Profile Name SMS Provider
1.
2.
3.
4.
5
6.
1.
8.
9. Custom 1
10. Custom 2

Objects Backup/Restore

To set up a customized profile, click the SMS Provider tab, and then click one of the 2 indexes
(9 and 10) to bring up the configuration page.

Objects Setting »= SM5/Mail Service Object

Profile Index: 9

Profile Name
Service Provider

Custom 1

Max: 255 characters

s

Server Response
Username
Password

Quota

Sending Interval

Please contact with your SMS provide to get the exact URL String

eg:bulksms.vsms.net: 5567 /eapi/submission/send_sms/2/2.07username=22#txtUser# 2
Epassword=# £ #txtPwds 2 ZE&msisdn=## £txtDest# # #Amessage=# 2 #xtMsg=£2

| (seconds)

Mote:

1. Only one message can be sent during the "Sending Interval” time.
2. If the "Sending Interval” was set to 0, there will be no limitation.

OK | [ Clear | | Cancel | [SendaTestMessage

Available settings are explained as follows:

Item

Description

Profile Name

Display-only profile name, which is Custom 1 for Index 9 and
Custom 2 for Index 10.

Service Provider

Enter an identifier for the service provider. Maximum length
is 23 characters.

Entry box

Enter the URL for the SMS service. Maximum length is 255
characters. Contact the service provider for the appropriate
URL to use.

Server Response

Enter the API text defined by the SMS provider. It allows
Vigor router to acknowledge that the SMS server has received
the request coming from the SMS server.

500
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Username Username used to log in to the service.
Password Password used to log in to the service.
Quota Remaining number of text messages allowed to be sent. The

quota value reduces by 1 every time the router sends an SMS
message. When the quota reaches 0, no SMS will be sent until

it is reset to greater than 0.

Sending Interval

Minimum amount of time, in seconds, to wait between

sending SMS messages.

To save changes on the page, click OK. To discard changes, click Cancel. To blank out all

settings in the SMS service object, click Clear.

Mail Service Object

Up to 10 Mail Service Objects can be set up for use with Application>>SMS/Mail Alert

Service.

Objects Setting == SMS [ Mail Service Object

SMS Provider Mail Server

Set to Factory Default

Index

[ [2= ([ = ([ [ [ [ (=

=Y
=

Profile Name

Objects Backup/Restore

Each item is explained as follows:

Item

Description

Set to Factory Default

Clear all profile settings.

Index

Index number of the profile.

Profile

Name that identifies the profile.

Objects Backup/Restore

Click it to backup or restore the service object.

To set up a profile, click the Mail Server tab, and then click its index to bring up the

configuration page.
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Objects Sefting == SMS/Mail Service Object

Profile Index: 1

Profile Name
Interface

SMTP Server
SMTF Port
Sender Address

2 Authentication
Username
Password

Sending Interval

Connection Security

[Mail_Notify |
Any W

[192.168.1.93 |
(587 |
|carrie_n@draytek.com |

StarfTLS

@ Accept using plain text if StartTLS
connection failed.

(") Force StartTLS. Stop if StartTLS
connection failed.

[iohn |

[0 | (seconds)

Note:

1. Only one mail can be sent during the "Sending Interval” time.
2. If the "Sending Interval” was set to 0, there will be no limitation.

| [ Clear | [ Cancel | [SendaTestE-mai

Available settings are explained as follows:

Item

Description

Profile Name

Name that identifies this profile.

Interface Specify the WAN interface for a mail passing through.
SMTP Server IP address of the SMTP server.
SMTP Port Port number of the SMTP server.

Sender Address

E-mail address of the sender.

Connection Security

There are three methods to enhance the connection security
of SMTP server.

Plaintext - No SSL. Packets will be transferred without
encryption.

SSL - Packets will be transferred with encrypted connection.
Select to use SMTPS (SMTP over SSL) to communicate with
the SMTP server. Note that the port number used for SMTPS
server is 465.

StartTLS - Specify one of the two modes. The packets will be
transferred or stopped transmission according to the
practical situation that occurred.

®  "Accept using plain text if StartTLS connection failed" -
If selected, the connection security will be done by
StartTLS server. However, if the connection failed,
then the packets will be transferred without encryption
instead.

®  '"Force StartTLS. Stop if StartTLS connection failed" - If
selected, the connection security will be done by
StartTLS server. However, if the StartTLS connection
failed, the packets will not be transferred.

Authentication

Select to send username and password to SMTP server for
authentication.
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Username - Username for authentication. Maximum length is
31 characters.
Password - Password for authentication. Maximum length is
31 characters.

Sending Interval Minimum amount of time, in seconds, to wait between
sending e-mail messages.

Send a Test E-mail Click it to send a test e-mail according to above
configuration.

To save changes on the page, click OK. To discard changes, click Cancel. To blank out all
settings in the mail service object, click Clear.

VI-1-11 Notification Object

Up to 8 Notification Objects can be set up for use in Application>>SMS Alert Service and
Application>>Mail Alert Service.

You can set an object with different monitoring situation.

Objects Setting == Notification Object

Set to Factory Default

Index Profile Name Settings

e Bl o

Objects Backup/Restore

To set up a profile, click its index to bring up the configuration page.
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Objects Setting == Notification Object

Profile Index: 1

[Jreconnected
[ reconnected

Profile Mame | |
Category Status
WAN [ pisconnected
[ pisconnected
VPN Tunnel Downtime Limit
60~3600 seconds
Temperature Alert [Juse out of Range
WAN Budget [ Limit Reached
High Availability ] Failover Occurred
Config Sync Fail
Router Unstable
Security [Jweb Log-in
[JTelnet Log-in
[JsSH Lag-in
[JTRO69 Log-in
[JFTP User Log-in
[ config changed(From WebUT and CLI}

[ oK | [ Clear

| | Cancel |

Note:

1.When High Availability is enabled, "Sending Interval" of SMS Provider profile should set to 0.
2.When the VPN Downtime limit is enabled, Vigor Router will not send the VPN Down alert
immediately. It will send the Alert after the Downtime limit peried if the VPN still doesn't go up.

Available settings are explained as follows:

Item Description

Profile Name Name that identifies this profile.
Category Areas to be monitored.

Status Select the states to be monitored.

To save changes on the page, click OK. To discard changes, click Cancel. To blank out all

settings in the notification object, click Clear.
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VI-1-12 String Object

This page allows you to set string profiles which will be applied in route policy (domain name
selection for destination) and etc.

Objects Setting »> String Object

10 w | strings per page | Setto Factory Default |

Index  String
1 O
2 portal.draytek.com O
3 O
4 O
5 O
6 O
7 O
8 O
Add
Available settings are explained as follows:
Item Description
Add Click it to open the following page for adding a new string
object.
String
|f‘-.-'1sx 253 characters
| OK | | Cancel |
Set to Factory Default Click it to clear all of the settings in this page.
Index Display the number link of the string profile.
String Display the string defined.
Clear Choose the string that you want to remove. Then click this

check box to delete the selected string.

Below shows an example to apply string object (in Route Policy):

Routing »» Load-Balance/Route Policy

Index: 1
Enable

Comment | || Delete |

Criteria

Protocol

Source IP Range +
it (109 9029 1 |cod.[400 40214 |

" ' "

Destination [Domain Name |
3 -| serverl.draytek.com | | Felect | | Delete |
——
i)

Neactinatinn Part A
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VI-1-13 Country Object

The country object profile can determine which country/countries shall be blocked by the

Vigor router’s Firewall.

Objects Setting == Country Object

Country Object Table:

Set to Factory Default

Index Name Index

—
=)

(T LR R T [ [ | S I | | I | S R [ I e el
KEERERERRBERREEBR R

Bl i b G ] -
PRl RRBr NP @ W™

Name

Objects Backup/Restore

The country object, by grouping IP addresses for multiple coun
functions such as router policy destination (refer to the follow

Routing »» Load-Balance/Route Policy

tries, can be applied by other
ing figure for example).

Index: 1
Enable
Comment | || Delete |
Criteria
Source IP Range v
Start:[192.168.1.1 | End:[192.168.1.1
Destination Country Object v
Destination Port Us
Send via if Criteria Matched =

To set a new profile, please do the steps listed below:

1. Open Object Setting>>Country Object, and click the number (e.g., #1) under Index

column for configuration in details.

Vigor3912 Series User’s Guide



2. The configuration page will be shown as follows:

Objects Setting == Country Object

Profile Index : 1

Mame: |
Available Country Selected Country (Up to 16)
1-Afghanistan
2-Aland Islands
3-Albania
4-Algeria
5-American Samoa
G-Andorra \II
7-Angola
&-Anguilla
9-Antarctica -
Mext =
Note:
The maximum number of Selected Country is 16!
[ ok | [ cear | [ Cancel
Available settings are explained as follows:
I[tem Description
Name Type a name for such profile.
Available Country / Select any country from Available Country. Click >> to move
Selected Country the selected country and place on Selected Country.
Note that one country profile can contain 1 up to 16
countries.
3. After finishing all the settings here, please click OK to save the configuration.
Obhjects Setting => Country Ohject
Country Object Table: | Setto Factory Default |
Index Name Index Name
1. Taiwan 17.
2. 18.
3. 19.
4. 20.
5. 21.
6. 22.
i 23.
8. 24.
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VI-1-14 Objects Backup/Restore

The objects settings can be backup as a file. The backup file can be imported to the device to
restore the configuration in the future if required.

Objects Setting »> Objects Backup/Restore

Backup
[J select all

[J1p Object
[J1p Group
[J1pve Object
[J1pve Group
[Jservice Type Object
[Jservice Type Group
[JKkeyword Object
[CJKeyword Group
[JFile Extension Object
[Jsms/Mail Service Object
[Jnotification Object
[Jstring Object
[Jcountry Object
® Backup the current IP Objects with a CSV file
O Download the default CSV template to edit

| Download |

Restore
|zme= |zescoes

| Restore |

Note:

For better compatibility, it's suggested to edit IP Objets with the provided default CSV template.

Available settings are explained as follows:

Item

Description

Backup

Usually, the IP objects can be created one by one through
the web page of Objects>>IP Object. However, to a user
who wants to save more time in bulk creating IP objects, a
quick method is offered by Vigor router to modify the IP
objects with a single file, a CSV file.

All of the IP objects (or the template) can be exported as a
file by clicking Download. Then the user can open the CSV
file through Microsoft Excel and modify all the IP objects at
the same time.

Backup the current IP Objects with a CSV file - Click it to
backup current IP objecsts as a CSV file. Such file can be
restored for future use.

Download the default CSV template to edit - After clicking
it, press Download to store the default CSM template (a table
without any input data) to your hard disk.

Download - Download the CSV file from Vigor router and
store in your hard disk.

Restore

Select - Click it to specify a predefined CSV file.
Restore - Import the selected CSV file onto Vigor router.
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Application Notes

A-1How to Send a Natification to Specified Phone Number via SMS Service in
WAN Disconnection
Follow the steps listed below:

1. Log into the web user interface of Vigor router.

2.  Configure relational objects first. Open Object Settings>>SMS/Mail Server Object to
get the following page.

Objects Setting >> SMS / Mail Service Object

SMS Provider Mail Server | Setto Factory Default |
Index Profile Name SMS Provider
1.
2.
3
4.
5.
6.
i
8.
9. Custom 1
10. Custom 2

Index 1 to Index 8 allows you to choose the built-in SMS service provider. If the SMS
service provider is not on the list, you can configure Index 9 and Index 10 to add the new
service provider to Vigor router.

3. Choose any index number (e.g., Index 1 in this case) to configure the SMS Provider
setting. In the following page, type the username and password and set the quota that
the router can send the message out.

Objects Setting => SMS / Mail Service Object

Profile Index: 1

Profile Mame |Local number |

Service Provider [ kotsms.com.tw (TW) ~|

Username |abc5026 |

Password | ......... |

Quota |1D |

Sending Interval |3 | (seconds)
Note:

1. Only one message can be sent during the "Sending Interval" time.
2. If the "Sending Interval" was set to 0, there will be no limitation.

| OK | | Clear | | Cancel |
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4.  After finished the settings, click OK to return to previous page. Now you have finished
the configuration of the SMS Provider profile setting.

Objects Setting >> SM5 / Mail Service Object

SMS Provider Mail Server | Setto Factory Default |
Index Profile Name SMS Provider
I 1. Local nurmber kotsms,corm, tw (TW) I
2.
3.
4.
5,
6.
7.
8.
9. Custom 1
10. Custom 2

5. Open Object Settings>>Notification Object to configure the event conditions of the
notification.

Object Settings => Notification Object

| Setto Factory Default |

Index Profile Name Settings

el el

6. Choose any index number (e.g., Index 1 in this case) to configure conditions for sending
the SMS. In the following page, type the name of the profile and check the Disconnected
and Reconnected boxes for WAN to work in concert with the topic of this paper.

Objects Setting == Notification Object

Profile Index: 1

Profila Name [WAN_Notify |

Category Status
WAN Disconnected Reconnected I
VPN Tunnel [IDisconnected [IReconnected
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7.  After finished the settings, click OK to return to previous page. You have finished the
configuration of the notification object profile setting.

Object Settings == Notification Object

| Setto Factory Default |
Index Profile Name Settings
WAN_Notify WaN

e e

8. Now, open Application >> SMS / Mail Alert Service. Use the drop down list to choose
SMS Provider and the Notify Profile (specify the time of sending SMS). Then, type the
phone number in the field of Recipient (the one who will receive the SMS).

Applications >> SMS / Mail Alert Service

SMS Alert Mail Alert | Setto Factory Default |

Index Enable SMS Provider Recipient Number Notify Profile Schedule(1-15)

1 [1 - Local number 9| (0910222366 i| [1 - WAN_Notify +|

2 J

3 O or v AN_ v =

4 J

5 O er v AN_ v =

6 O

7 O er v AN_Notify v =

8 J

9 O or v AN_ v -

10 O

9. Click OK to save the settings. Later, if one of the WAN connections fails in your router,
the system will send out SMS to the phone number specified. If the router has only one
WAN interface, the system will send out SMS to the phone number while reconnecting
the WAN interface successfully.
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Remark: How the customize the SMS Provider

Choose one of the Index numbers (9 or 10) allowing you to customize the SMS Provider. In the
web page, type the URL string of the SMS provider and type the username and password. After
clicking OK, the new added SMS provider will be added and will be available for you to specify
for sending SMS out.

Objects Setting => SMS / Mail Service Object

Profile Index: 9

Profile Name Custom 1

Service Provider clickatell

Max: 255 characters

P

Please contact with your SMS provide to get the exact URL String

eg:bulksms.vems.net:5567/eapi/submission/send_sms/2/2.07username=##ZtxtUserz =
&password=# £ ZtxtPwd## #&msisdn=# # #txtDestz ¥ &message=#F FtxtMsgz £ ¥

Username |tesl333 |
Password [seeeess |
Quota |1D |
Sending Interval |3 |[seconds}

Note:
1. Only one message can be sent during the "Sending Interval" time.
2. If the "Sending Interval” was set to 0, there will be no limitation.

OK | | Clear | | Cancel
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VI-2 USB Application

USB devices connected to the Vigor router can function as storage servers, WAN interfaces,
network printers or thermometers.

After setting the configuration in USB Application, a USB storage device can be accessed using
either the FTP or SMB protocol from LAN clients with the IP address of the Vigor router and
the username and password entered in USB Application>>USB User Management.

1)

Info USB modems that are supported by the router are listed in USB
Application>>Modem Support List. For network connection via USB
modem, refer to WAN>>Internet Access and WAN>>General Setup for
detailed information.
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Web User Interface

514

VI-2-1 USB General Settings

This page allows you to configure the file sharing feature of the Vigor router, where USB mass
storage devices such as thumb drives and hard drives can be made accessible to LAN clients.
Currently, only FAT16 and FAT32 file systems are supported by the Vigor router, so verify that
the USB drive contains these file systems. FAT32 is recommended because of its long filename
support, which FAT16 lacks.

USB Application »= USB General Settings

USB General Settings

General Settings

Simultaneous FTP Connections (Maximum B6)

Default Charset [English ~|

Note:
1.If character set is set to "English", only English long file name is supported.

2. Multi-session FTP download will be banned by Router FTP server. If your FTP client has a multi-
connection mechanism, such as FileZilla, you should limit client connections to 1 to improve

performance.
Available settings are explained as follows:

Item Description

Simultaneous FTP Enter the maximum number of simultaneous FTP sessions

Connections allowed. The router allows up to 6 simultaneous sessions.

Default Charset Select the character set for file and directory names.
Currently, the Vigor router supports four character sets. The
default charset is English.

Select OK to save changes on the page.

VI-2-2 USB User Management

This page allows you to set up profiles for FTP/SMB users. Any user who wants to access the
USB storage disk must authenticate using a username and password that have been configured
on this page. Please connect a USB storage device before adding or modifying settings on this
page, or else an error message will appear requesting you to do so before allowing you to
proceed.
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USB Application == USB User Management

USB User Management

Set to Factory Default

Index Enable Username Home Folder File Access Rule D're':t;:};:‘ccess
1.
2
3.
4.
5.
6.
i
8.
9.
10.
11.
12.
13.
14,
15.
OK Cancel
Click index number to access into configuration page.
USB Application == USB User Management
Profile Index: 1
EEnable
Username |carrie |
Password sssasssans |
Confirm Password |
Home Folder lica | &
Access Rule
File B read B write B Delete
Directory st [Create [JRemove
Note:
The folder name can only contain the following characters: A-Z3-z0-9%% '-_@ ~ " ! () and
space.
| OK | | Clear | | Cancel |

Available settings are explained as follows:

Item Description

Enable Check to activate this profile (account) for FTP service and /
or SMB service. Later, the user can use the username
specified in this page to login into FTP server.

Username Enter the username for this user profile. Maximum allowed

length of the username is 11 characters.
Note: Anonymous user access is not supported.

Note: “Admin” cannot be used as a username, as it is
reserved for access to web pages on the Vigor router, and for
FTP firmware upgrade.
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Note: Ensure that the FTP client does not use passive FTP
mode as it is not supported by the Vigor router.

Password Enter the password for this user profile. Maximum allowed
length of the username is 11 characters.

Confirm Password Enter the password again to confirm.

Home Folder Enter the folder which will be the root folder for FTP and

SMB sessions established using the credentials of this user
profile. Only folders and files inside this selected root folder
are accessible to the user. In addition, if the user types “/”
here, the user can access into all of the disk folders and files
in USB storage disk.

To browse the list of folders available for selection, or to

create a new folder, click the =7 icon.

3 Witp:i192.168.1 SHoeMipuserfolder im - Microsoft Internet Exploser

USB User Management

Choose Folder

[ Folder Nama

Croate

Note: The folder name can only contain the following characters: A-2 -2 0-9 8% '~ _ @~ "1 () and
space, Only 11 characters are allowe:

Note: If the USB storage device is write-protected, new
folders cannot be created. Only existing folders can be
selected.

Note: Only folders directly under the root can be selected as
the home folder.

Access Rule It determines the authority for such profile. Any user, who
uses such profile for accessing into USB storage disk, must
follow the rule specified here.

File - Check the items (Read, Write and Delete) for such
profile.

Directory -Check the items (List, Create and Remove) for
such profile.

To save changes on this page, ensure that a USB storage device is connected, and click OK. To
discard changes, click Cancel. To blank out all settings in the current IP object, click Clear.

VI-2-3 File Explorer

File Explorer offers an easy way for users to view and manage the content of USB storage disk
connected on Vigor router.
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USB Application =» File Explorer

USB Disk Connection Status: Disk Connected | Refresh |
File Explorer
+4 + = Current Path: /
Name Size Delete Rename

[_129605ysLog x L]
1 CONFIGBA x L]
1.Spotlight-v100 x L]
13910 x =i
_1system Volume Information x il
_1sysLog x L]
1james x L
C]test x L]
["1g85031 b3 L1
1 LteSmsOQuthoxCache x L]
_1 Draytek Backup x i)
C1RECYCLER x L]
C12750_co_v2 x L]
C1wv2962_ 3931 (1) x 1]
[1v2962_396 x L]
C1wpcap x L]
[#] use pISK 1kB X =l

Available settings are explained as follows:

Item Description
Click this icon to refresh the list of files and folders.
Refresh
+ Click this icon to return to the parent folder.
Back
=Y Click this icon to add a new folder.
Create

Current Path

Shows current folder.

Upload

To upload a file to the USB storage device, click the

Browse... button to bring up the file selection dialog box.

Select the file you wish to upload, and click the Upload
button to initiate the upload process.
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VI-2-4 USB Device Status

This page allows monitoring of the status of USB devices (disk and sensor) connected to the
Vigor router.

USB Application >= USB Device Status

Disk Sensor | Refresh
USB Mass Storage Device Status

Connection Status: No Disk Connected
Disk Capacity: 0 MB
Free Capacity: 0 MB  Refresh

USB Disk Users Connected

Index Service IP Address(Port) Username

Note:

1.0Only support FAT16 and FAT22 format, FAT32 is recommended.

2.0nly support to mount single partition, maximum capacity is 500GB. If there are more then one
partition, only one of them will be mounted.

3.5ingle file size can be up to 4GB, which is the limitation of FAT32 format.

4. If the write protect switch of USE disk is turned on, the USE disk is in READ-ONLY mode. No data
can be written to it.

To maintain the data integrity of a USB disk that is connected to the router, always click
Disconnect USB Disk before unplugging the disk from the router.

USB Mass Storage Device Status

Connection Status: Disk Connected | Disconnect USB Disk |
Write Protect Status: No

Disk Capacity: 29567 MB

Free Capacity: 22625 MB  Refresh

USB Disk Users Connected

Index Service IP Address{Port) Username

Note:
1. Only support FAT16 and FAT32 format, FAT32 is recommended.

2. Only support to mount single partition, maximum capacity is 500GB. If there are more then ane partition, only one
of them will be mounted.

3. Single file size can be up to 4GB, which is the limitation of FAT32 format.

4. If the write protect switch of USB disk is tumed on, the USB disk is in READ-ONLY mode. No data can be wrtten to
it.

Available settings are explained as follows:

Item Description

Connection Status Shows whether a USB disk is connected or not. If there is no
USB device connected to the Vigor router, “No Disk
Connected” will be displayed.

Disk Capacity Shows the total capacity of the USB storage disk.

Free Capacity Shows the free space on the USB storage disk. Click Refresh
at any time to get the most up-to-date free capacity.

USB Disk Users Connected | Shows the clients that are connected to the SMB/FTP server.

Index - The profile index used by the LAN client to establish
the connection.

Service - Shows whether the connection is using FTP or SMB.

Vigor3912 Series User’s Guide



IP Address - Shows the client’s IP address.

Username - Shows the username used to establish the
connection.

Disconnect USB Disk Before unplugging the USB storage device from the router,
make sure you click this first to ensure that all data has been
written to the disk and all open files are closed.

After a USB storage device has been connected, the Connection Status will be updated within
a few seconds.

USB Mass Storage Device Status

Connection Status: Disk Connected Disconnect USB Disk
Write Protect Status: No

Disk Capacity: 29567 MB

Free Capacity: 22625 MB Refresh

USB Disk Users Connected

Index Service IP Address{Port) Username

Note:

1. Only support FAT16 and FAT32 fermat, FAT32 is recommended.

2. Only support to mount single partition, maximum capacity is S00GE. If there are more then one partition, only one
of them will be mounted.

3. Single file size can be up to 4GB, which is the limitation of FAT32 format.

4. If the write protect switch of USB disk is tumed on, the USB disk is in READ-ONLY mode. No data can be wntten to
it.

VI-2-5 Temperature Sensor

A USB Thermometer is now available. It complements your installed DrayTek router
installations which will help you monitor the server or data communications room
environment and notify you if the server room or data communications room is overheating.

a

During summer in particular, it is important to ensure that your server or data
communications equipment are not overheating due to cooling system failures.

The inclusion of a USB thermometer in compatible Vigor routers will continuously monitor the
temperature of its environment. When a pre-determined threshold is reached you will be
alerted by either an email or SMS so you can undertake appropriate action.

For a list of supported USB thermometers, visit our website at
https://www.draytek.com/en/products/usb-thermometer/ or contact your local DrayTek
partner.

Temperature Sensor Settings
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USB Application => Temperature Sensor Setting

Temperature Chart Temperature Sensor Settings
Display Settings

Temperature Calibration

Temperature Unit ® celsius O Fahrenheit
Alarm Settings
[J Enable Syslog Alarm

Upper temperature limit |30.0D |
Lower temperature limit | 16.00 |
Note:

Set 1) Notification Object, 2 SMS [ Mail Service Object, 3} SMS ! Mail Alert Service to make Vigor router
send alert when the temperature reaches the limit.

[ ok |
Available settings are explained as follows:
Item Description
Display Settings Temperature Calibration - Enter the difference between

the actual temperature and the temperature as reported
by the thermometer.

Temperature Unit - Select the temperature scale to be
used.

Alarm Settings Enable Syslog Alarm - Select to enable recording of the
temperature in Syslog.

Upper temperature limit/Lower temperature limit -
Enter the upper and lower temperature limits. If the
temperature falls outside of this range, an alert will be
sent.

Temperature Chart
Below shows an example of temperature graph:

USB Application >> Temperature Sensor Graph

Temperature Chart Temperature Sensor Settings

Refresh Min(s): | Refresh

24.0

23.5

23.0

225

Celsius

22.0

21.9

21.0

20.5
07:44 09:44 11:44 13:44 15:44 17:44 19:44 21:44 23:44 01:44

Manufacturer: RDing
Product: TEMPer1F_V3.4
Current Temperature: 21.06
Average Temperature: 22 33
Maximum Temperature: 23.56
Minimum Temperature: 21.06
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Part VIl Troubleshooting

Vigor3912 Series User’s Guide

Troubleshooting

This part will guide you to solve abnormal
situations if you cannot access into the Internet
after installing the router and finishing the web
configuration.




VII-1 Diagnostics

522

This section will guide you to solve abnormal situations if you cannot access into the Internet
after installing the router and finishing the web configuration. Please follow sections below to
check your basic installation status stage by stage.

Checking if the hardware status is OK or not.
Checking if the network connection settings on your computer are OK or not.

Pinging the router from your computer.

Checking if the ISP settings are OK or not.
®  Backing to factory default setting if necessary.

If all above stages are done and the router still cannot run normally, it is the time for you to
contact your dealer or DrayTek technical support for advanced help.
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Web User Interface

This section contains utilities that can assist you in analyzing issues and failures during the
setup and operation of the router.

Diagnostics

VII-1-1 Dial-o

ut Triggering

This page shows the packet header that is transmitted when a WAN connection (such as a
PPPOE connection) is initiated.

Diagnostics == Di

al-out Triggering

Dial-out Triggered Packet Header

Refresh |

HEX Format:
00 1D AA 4B 3E 80-30 65 EC 82 Cb 5F-08 00

45 00 00 24 AA FS 40 00-7F 06 55 6B CO AS 64 0A
CO A8 1208 D503 0B BB-88 12 F6 6C 00 00 00 00
80 02 FA FO 1D 81 00 00-02 04 05 B4 01 032 03 08
0101 04 02 AA 4D 30 7D-95 4D 00 00 00 00 00 06
AA 4D BO B2 25 46 00 00-00 00 B8 BE 11 40 00 00

Decoded Format:

192.168.100.10,54531 -> 152.168.18.8,3000
Pr TCP HLen 20 TLen 52 -5 Seq 1828065928 Ack 0 Win 64240

Available settings are explained as follows:

Item

Description

Decoded Format

format.

Shows the dial-out triggered packet header in hexadecimal
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Refresh Shows the dial-out triggered packet header in
human-readable format.

VII-1-2 Routing Table

Click Diagnostics and click Routing Table to open the web page.

Diagnostics => View Routing Table

IPv4
Refresh |
Key Destination Gateway Interface
S 1%2.168.18.8/ 255.255.255.9 via 192.168.1.2 LANL
Cre 192.168.1.@/ 255.255.255.8@ directly connected LANL
S 211.199.88.8/ 255.255.255.8 via 192.168.1.3 LANL
-
P
Key
C: Connected  S: Static  R: RIP *: default  ~: private B: BGP 0O: OSPF
Note:
1. IPv4 Routing Table Limit 511 entries.
2. If you want to show all entries, please use telnet "ip routs status" command.
IPvE
Refresh |
Destination Interface Flags Metric Mext Hop
FEBO::/64 LANT u 258
FES@: : /64 LANZ u 258
FES@: : /64 LANZ u 258
FEBO::/64 Lang u 258
FES@: : /64 LANS u 258
FES@: : /64 LANE u 258
FEBO::/64 LANT u 258
FES@: : /64 LANE u 258
FES@: : /64 LANZ u 258
FEZ@::/64 LAaN1a@ u 258
FEB@::/64 LANTL u 258
FES@: : /64 LANLZ u 2586
FEZ@: :/64 LANLS u 258 H
FEBO::/64 LAN14 u 258 HH v
d

Show Detail

Available settings are explained as follows:

Item Description

Refresh Click it to reload the page.
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VII-1-3 ARP Cache Table

Click Diagnostics and click ARP Cache Table to view the content of the ARP (Address
Resolution Protocol) cache held in the router. The table shows a mapping between an
Ethernet hardware address (MAC Address) and an IP address.

Diagnostics >= View ARP Cache Table

LAN WAN
Show: [ALL LANs ~ | and [ALLVLANs |
Ethernet ARP Cache Table | Clear Refresh |
IP Address MAC Address HOST ID Interface VLAN  Port
192.168.1.9 6@-A4-4C-E6-5A-4F LANL --- PS

A

) Show Comment

Available settings are explained as follows:

Item Description
Show Select the LAN(s) and VLAN(s) to display ARP table
information.

By default, information on all LANs and VLANSs is displayed.

Refresh Click it to reload the page with the most up-to-date
information.
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VII-1-4 IPv6 Neighbour Table

This page displays the mapping between Ethernet hardware addresses (MAC addresses) and
IPv6 addresses. This information is helpful in diagnosing network problems, such as IP address
conflicts.

Click Diagnostics and click IPv6 Neighbour Table to open the web page.

Diagnostics == View IPvG Neighbour Table

IPvE Neighbour Table | Refresh |
|IPvE Rddress Mac Rddress Interface
| 33-33-00-00-00-02 LAN
|F 33-33-00- : LEN
|7 LAN
|F LEN
| LAN
|F LEN
|F LANW
|E uss2
|F UsEZ
: LANM
LAN
< >
Available settings are explained as follows:
Item Description
Refresh Click it to reload the page with the most up-to-date
information.
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VII-1-5 DHCP Table

This page provides information on IP address assignments. This information is helpful in
diagnosing network problems, such as IP address conflicts, etc.

Click Diagnostics and click DHCP Table to open the web page.

Diagnostics »> View DHCP Assigned IP Addresses

Show : | ALL LANs b

DHCP IP Assignment Table Other IP Assignment Table Refresh |
Index IP Address MAC Address Leased Time HOST ID
LANL i DHCP Serwver On IP Pool: 192.168.1.18 ~ 192.168.1.289
Index IP Address MAC Address Leased Time HOST ID
LANL
1 192.168.1.1@ 14-49-BC-42-8E-1E 28:30:31
2 192.1658.1.11 @@-10-AA-8C-CD-88 21:89:25

P

[J show comment

DHCPvE IP Assignment Table Refresh |
Index IPve Address IAID Link-layer Address Leased Time
d

Available settings are explained as follows:

Item Description

Index Shows the index of the DHCP entry.

IP Address Shows the IP address assigned by the router to the MAC
address.

MAC Address Shows the MAC address of this DHCP entry.

Leased Time Shows the remaining time of the DHCP lease of the device.

HOST ID Shows the host ID of this network device.

Refresh Click to reload this page with the most up-to-date
information.
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VII-1-6 NAT Sessions Table

Click Diagnostics and click NAT Sessions Table to open the list page.

Diagnostics => NAT Sessions Table

NAT Active Sessions Table { Limit: 1000 entries )
Proto Private IP : Port Pssudo#Port Peer IP : Port Interface

1 TCP 192.168.13.99 22668 #52313 168.177.125.188 : 5228 WAN3

Found 1 entries. Page: f 1. Sort by :|Private I[P«

Filter :
Protocal : [TCP v |6 | Interface : WAN l:l
Address : | | Netmask : [ 255.255 256 255/32 v | port : | || Refresh |

Available settings are explained as follows:

Item Description

Private IP: Shows the IP address of the LAN host.

Port # Shows the port number used on the LAN host for this NAT
session.

Pseudo Port Shows the external port number used on the WAN interface
for this NAT session.

Peer IP: Shows the remote host’s IP address.

Port Shows the port number used on the remote host for this NAT
session.

Interface Shows the WAN interface used for this NAT session.

Filter Shows the sessions table according to the specified
conditions.

Refresh Click to reload this page with the most up-to-date
information.
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VII-1-7 DNS Cache Table

The router can function as a DNS server which allows LAN clients to look up DNS information

by sending DNS requests to the

router. Such DNS information is temporarily cached on the

router and can be viewed on this page.

Click Diagnostics and click DNS

Diagnostics == DNS Cache Table

IPv4 DNS Cache Table

Cache Table to open the web page.

Clear | Refresh |

Domain Mame

ms .draytek.com

IP Address TTL(s

192.168.18.8 7951a

IPvo DNS Cache Table

Clear | Refresh |

Domain MName IP Address TTL(s)
A
Note:
The LAN DNS entry's TTL is static.
[CJwhen an entry's TTL is larger than 0 s, this entry will be deleted from the table.
ok |

Available settings are explained as follows:

Item Description
Clear Click to clear all cached DNS lookup entries.
Refresh Click it to reload the page.

When an entry’s TTL is
larger than....

When this box is checked, DNS entries whose TTL (time to
live, in seconds) exceeds the valued specified here will be
deleted from the router’s cache automatically. Be sure to
click OK after making changes to have them saved.
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VII-1-8 Ping Diagnosis

Click Diagnostics and click Ping Diagnosis to open the web page.

Diagnostics »= Ping Diagnosis

Ping Diagnosis

Result

@ 1pV4

CO1pve
Ping through: Source 1IP: [Auto v
Ping to: [Host/IP  w IP Address: | |

Host/ IP
DNS
Gateway 1
Gateway 3
Gateway 5
Gateway 6
Gateway 7
Gateway 38

Run

Note:

1. If you want to ping a LAN PC or you don't want to specify which WAN to ping through, please select
"Aute" in Ping Through.

2. If you select "Auto" in Source IR, we will fill Source IP according to the interface you ping through.

or

Diagnostics >> Ping Diagnosis

Ping Diagnosis

Result

O1pv4 @ 1pve

Ping through:

Ping IPV6 Add bk

WAN1
WAN3
WANS
WANG

WANT
WANS

Note:

1. If you want to ping a LAN PC or you don't want to specify which WAN to ping through, please select
"auto" in Ping Through.

2. If you select "Auto" in Source IP, we will fill Source IP according to the interface you ping through.

Available settings are explained as follows:

Item

Description

IPV4 / IPV6

Choose the interface for such function.
Select the protocol to perform the ping operation.

Ping through

Select a WAN interface from drop down list to through which
you want to perform the ping operation, or choose Auto to
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be let the router select the WAN interface.

Ping to

Select the type of target to which you wish to ping.

IP Address

Enter the IP address of the Host/IP that you want to ping.

Ping IPv6 Address

Enter the IPv6 address that you want to ping.

Run Click this button to initiate the ping process.The result will
be displayed on the screen.
Clear Click this link to clear the ping result.
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VII-1-9 Data Flow Monitor

This page displays the uplink and downlink rates, and number of sessions of each LAN client.
The information is refreshed at an interval specified by the user. Before using the Data Flow
Monitor, LAN clients that are to be monitored need to have their IP addresses configured in
Bandwidth Management, and Bandwidth and Session Limits must be specified. Otherwise, a
dialog box will appear reminding you to do so.

Bandwidth Management »> Sessions Limit

IPv4 IPvG

® Enable O Disable

Default Max Sessions:

Limitation List (Max. 20 entries)

Index Start IP End IP

Click Diagnostics and click Data Flow Monitor to load the web page. You can click IP Address,
TX rate, RX rate or Session links in the header to sort the displayed data.

Diagnostics => Data Flow Monitor

Enable Data Flow Monitor

Refresh Seconds: |10+ | Page: Refresh
Index [P Address TX Rate(Kbps) RX Rate(Kbps) ~ Sessions Action APP QoS

Current / Peak [ Speed Current/ Peak | Speed Current / Peak

WAN1 === 0/ 0/ Auto 0/ 0/ Auto 0
WAN3 111.251.194.932 18 / 3861 / Auto 4/ 265 / Auto 0
WANS === 0/0/ Auto 0/ 0/ Auto 0
WANG -—- 0/ 0/ Auto 0/ 0/ Auto 0
WANT === 0/ 0/ Auto 0/ 0/ Auto 0
WANS --- 0/ 0/ Auto 0/ 0/ Auto 0
Total 18 / 3861 / Auto 4/ 265 / Auto 0/0
Note:

1.Click "Bleck" to prevent specified PC from surfing Internet for 3 minutes.

2.The IP blocked by the router will be shown in red, and the session celumn will display the remaining
time that the specified IP will be blocked.

3.(Kbps): shared bandwidth
+ : residual bandwidth used
Current/Peak are average.

Available settings are explained as follows:

Item Description

Enable Data Flow Monitor | Check this box to enable this function.

Refresh Seconds Select the desired refresh time interval from the drop-down
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list. The page will then be refreshed with updated
information at the selected interval.

Refresh Click to refresh this page manually.
Index Shows the index of the data flow.
IP Address Shows the IP address of the monitored device.

TX rate (kbps)

Shows the transmission speed of the monitored device.

RX rate (kbps)

Shows the receiving speed of the monitored device.

Sessions

Shows the number of session that you specified on the Limit
Session web page.

Action

Block - can prevent specified PC accessing into Internet
within 5 minutes.

Page: |1 % | Refresh |

Sessions Action APP QoS
1 Block |Mone L

Unblock -The device with the IP address will be blocked for
five minutes. The remaining time will be shown on the
session column. Click it to cancel the IP address blocking.

Page: |1 » | Refresh |

Sessions Action APP QoS
blocked / 299 Unblock |Mone |»

APP QoS

Use the drop down list to change the priority in data
transmission for the specified IP address (host).

Current /Peak/Speed

Current means current transmission rate and receiving rate
for WAN interface.

Peak means the highest peak value detected by the router in
data transmission.

Speed means line speed specified in WAN>>General Setup.
If you do not specify any rate at that page, here will display
Auto for instead.
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VII-1-10 Port Statistics

Diagnostics == Port Statistics

Physical Port Statistics System Uptime: 1day 4:53:53
Port TX Packets TX Bytes RX Packets RX Bytes
1 0 0 0 0
2 0 0 0 0
3 0 0 0 0
4 0 0 0 0
5 0 0 0 0
B 0 0 0 0
T 0 0 0 0
8 0 0 0 0
9 67,604 36.18 MB 26,690 10.28 MB
10 9,210 149 MB 0 0
11 2,210 1.49 MB 0 0
12 2,210 149 MB 0 0

VII-1-11 Port Mirror/Packet Capture

The Port Mirror function allows network traffic of select LAN ports to be forwarded to
another LAN port for analysis. This is useful for enforcing policies, detecting unauthorized
access, monitoring network performance, etc.

If selecing "Continuously Send All Packets to Mirror Port", the setting page will be shown as
follows:

Diagnostics == Port Mirror/Packet Capture

® Continuously Send All Packets to Mirror Port
) Download .pcap
® Enable © Disable

P1 P2 P3 P4 P5 PG P7 Pa P9 P10 P11 P12
WAN1 LAN WAN3 LAN WANS> WANG WAN7 WANS LAN LAN LAN LAN

Mirror Port O O O @
Mirrored Tx Port O ] C O O C C O O O O
Mirrored Rx Port | ] [ C [ [ [ | O O O

O all

Mirrored VPN [J LAN to LAN profile
[ Remote Dail-in User

Available settings are explained as follows:
Item Description
Continuously Send All Select to send all packets to mirror port.
Packets to Mirror Port
Enable/Disable Select Enable to activate the function.
Select Disable to cancel the function.
Mirror Port One and only one port is selected as the mirror port, to
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which traffic is to be forwarded.

Mirrored Tx Port

Port(s) whose outbound traffic will be forwarded to the
mirror port.

Mirrored Rx Port

Port(s) whose inbound traffic will be forwarded to the mirror
port.

Mirrored VPN

VPN(s) that the incoming and outgoing packets will be
forwarded to the mirror VPN.

All - The packets within all VPN tunnels will be forwarded to
the mirror port selected above.

LAN to LAN - The packets within the selected LAN to LAN
VPN tunnel will be forwarded to the mirror port selected
above.

Remote Dial-in User - The packets passing through the

specified remote dial-in account will be forwarded to the
mirror port selected above.

OK

Save the settings.

If selecting "Download .pcap", the setting page will be shown as follows:

Diagnostics >> Port Mirror/Packet Capture

) Continuously Send All Packets to Mirror Port

® Download .pcap

Mirror Port
Mirrored Tx Port
Mirrored Rx Port

Mirrored VPN

P1 P2 P3 P4 P5 PG P7 P3 P9 P10 P11 P12
WAN1 LAN WANZ LAN WAN3 WANG6 WAN7 WANS LAN LAN LAN LAN

O O C O C O O O
o o (] (] (] [ [ O
L1 al

[J LAN to LAN profile
[J remote Dall-in User

OO
OO
OO
OO

Status: IDLE

Setting ® Capture All Packets O Capture with Filter

Duration[60 | (seconds)

Available settings are explained as follows:

Item

Description

Download .pcap

Packets coming from the mirrored Tx/Rx Port(s), mirrored
VPN can be captured and downloaded periodically
(duration).

Mirrored Tx Port

Port(s) whose outbound traffic will be forwarded to the
mirror port.

Mirrored Rx Port

Port(s) whose inbound traffic will be forwarded to the mirror
port.

Mirrored VPN

VPN(s) that the incoming and outgoing packets will be
forwarded to the mirror VPN.

All - Capture the packets within all VPN tunnels.
LAN to LAN - Capture the packets within the selected LAN to
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LAN VPN tunnels.

Remote Dial-in User - Capture the VPN packets within the
specified remote dial-in account.

Setting Capture All Packets - All packets will be captured for
analysis.

Capture with Filter - Only the packets filtered by ICMP, TCP,
UDP, or TCP/UDP will be captured for analysis.

Duration Set a period of time for Vigor router to capture the packets.

Filter Settings It is available only when Capture with Filter is selected.

Protocol - Filter the packet by using Any, ICMP, TCP, UDP,
and TCP/UDP.

IP Address - Filter the packet by IP address. If Customized IP
is selected, please enter an IP address in the entry box.
Port - It is available when TCP, UDP, or TCP/UDP is selected
as the Protocol. Select Any or Customize Port. If Customize
Port is selected, please enter a port number in the entry box.

Start Click to begin the packet capturing.

Diagnostics >= Port Mirror/Packet Capture

Continuously Send All Packets to Mirror Port
Download .pcap

P1 P2
WAN1 WAN2
Mirror Port
Mirrored Tx Port
Mirrored Rx Port
Status: Capturing
Setting Capture All Packets Capture with Filter
Duration (seconds)
| Stop |
Stop Click to terminate the scanning job.
Download Click to download the packet capture result as a file with the

file format,.pcap.

After finishing all the settings here, please click OK to save the configuration.
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VII-1-12 Traffic Graph

Click Diagnostics and click Traffic Graph to open the web page. Choose
WAN1/WAN3/WAN5/WAN6/WAN7/WANS8 Bandwidth, Sessions, daily or weekly for viewing
different traffic graph. Click Reset to zero the accumulated RX/TX (received and transmitted)
data of WAN. Click Refresh to renew the graph at any time.

Diagnostics »> Traffic Graph

Show Chart: [WAN1 Bandwidth v | [Daily  w Refresh Min(s): | Refresh
10
9
8
6
5
N X (Kbps)
4 RX (Kbps)
3
2
1
0
i & A 5 5 5
5 % E & %

WAN1 total TX: O Bytes ,RX: 0 Bytes
WANZ total TX: 0 Bytes ,RX: 0 Bytes
WANS total TX: 0 Bytes ,R¥: 0 Bytes
WANG total TX: O Bytes ,RX: 0 Bytes
WAN7 total TX: O Bytes ,RX: 0 Bytes
WANS total TX: 0 Bytes ,RX: 0 Bytes

The horizontal axis represents time. Yet the vertical axis has different meanings. For
WAN1/WAN3/WAN5/WAN6/WAN7/WAN8 Bandwidth chart, the numbers displayed on vertical
axis represent the numbers of the transmitted and received packets in the past.

For Sessions chart, the numbers displayed on vertical axis represent the numbers of the NAT
sessions during the past.
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VII-1-13 VPN Graph

Click Diagnostics and click VPN Graph to open the web page.

VPN Log Details

Select VPN Log Details to view textual records about VPN connections.

Diagnostics >> VPN Graph

VPN Log Details VPN Graph VPN Traffic Graph
[Host to LAN v | 1. JimmyLinux v
2023-11-29 18:40:29 [WireGuard] [H2L][LOCAL] [@Index: 58] [Name: JimmyLinux][From 10.3.5.183][UP] -
2023-11-29 19:40:30 [WireGuard] [H2L][LOCAL] [@Index: 58] [Name: JimmyLinux][From 10.3.5.183] [DOWN]
2023-11-29 19:42:37 [WireGuard] [H2L][LOCAL] [@Index: 5@] [Name: JimmyLinux][From 1©.3.5.163][UP]
2023-11-29 20:42:39 [WireGuard] [H2L][LOCAL] [@Index: 58] [Name: JimmyLinux][From 10.3.5.163] [DOWN]
2023-11-29 20:44:44 [WireGuard] [H2L][LOCAL] [@Index: 50] [Name: JimmyLinux][From 10.3.5.183][UP]
2023-11-29 21:44:45 [WireGuard] [H2L][LOCAL] [@Index: 58] [Name: JimmyLinux][From 16.3.5.183] [DOWN]
2023-11-29 21:46:51 [WireGuard] [H2L][LOCAL] [@Index: 58] [Name: JimmyLinux][From 10.3.5.183][UP]
2023-11-29 22:46:53 [WireGuard] [H2L][LOCAL] [@Index: 50][Name: JimmyLinux][From 1©.3.5.163] [DOWN]
2023-11-29 22:49:58 [WireGuard] [H2L][LOCAL] [@Index: 58] [Name: JimmyLinux][From 10.3.5.183][UP]
2023-11-29 23:50:00 [WireGuard] [H2L][LOCAL][@Index: 58] [Name: JimmyLinux][From 10.3.5.183] [DOWN]
2023-11-29 23:52:06 [WireGuard] [H2L][LOCAL] [@Index: 5@] [Name: JimmyLinux][From 1©.3.5.183][UP]
2023-11-30 00:52:08 [WireGuard] [H2L][LOCAL] [@Index: 58] [Name: JimmyLinux][From 10.3.5.163] [DOWN]
2023-11-30 00:54:13 [WireGuard] [H2L][LOCAL] [@Index: 50] [Name: JimmyLinux][From 10.3.5.183][UP]
2023-11-30 01:54:14 [WireGuard] [H2L][LOCAL] [@Index: 58] [Name: JimmyLinux][From 10.3.5.183] [DOWN]
2023-11-30 01:56:20 [WireGuard] [H2L][LOCAL] [@Index: 58] [Name: JimmyLinux][From 10.3.5.183][UP]
2023-11-30 02:56:22 [WireGuard] [H2L][LOCAL] [@Index: 50][Name: JimmyLinux][From 1©.3.5.163] [DOWN]
2023-11-30 02:58:28 [WireGuard] [H2L][LOCAL] [@Index: 58] [Name: JimmyLinux][From 10.3.5.183][UP]
2023-11-30 03:58:30 [WireGuard] [H2L][LOCAL] [@Index: 58] [Name: JimmyLinux][From 10.3.5.103] [DOWN]
2023-11-30 04:00:35 [WireGuard] [H2L][LOCAL] [@Index: 5@] [Name: JimmyLinux][From 10.3.5.183][UP]
2023-11-30 05:00:37 [WireGuard] [H2L][LOCAL] [@Index: 58] [Name: JimmyLinux][From 10.3.5.163] [DOWN]
2023-11-30 05:02:42 [WireGuard] [H2L][LOCAL] [@Index: 50] [Name: JimmyLinux][From 10.3.5.183][UP]
2023-11-30 06:02:44 [WireGuard] [H2L][LOCAL] [@Index: 58] [Name: JimmyLinux][From 16.3.5.183] [DOWN]
2023-11-30 06:04:50 [WireGuard] [H2L][LOCAL][@Index: 58] [Name: JimmyLinux][From 10.3.5.183][UP]
2023-11-30 07:04:52 [WireGuard] [H2L][LOCAL] [@Index: 50] [Name: JimmyLinux][From 1©.3.5.163] [DOWN]
2023-11-30 07:06:57 [WireGuard] [H2L][LOCAL] [@Index: 58] [Name: JimmyLinux][From 10.3.5.183][UP]
2023-11-30 08:06:58 [WireGuard] [H2L][LOCAL] [@Index: 50] [Name: JimmyLinux][From 10.3.5.103] [DOWN]
2023-11-30 08:09:04 [WireGuard] [H2L][LOCAL] [@Index: 58] [Name: JimmyLinux][From 10.3.5.163][UP]
2023-11-30 08:22:15 [WireGuard] [H2L][LOCAL] [@Index: 58] [Name: JimmyLinux][From 10.3.5.163] [DOWN]
2023-11-30 08:23:08 [WireGuard] [H2L][LOCAL] [@Index: 50] [Name: JimmyLinux][From 10.3.5.183][UP] =
2023-11-30 09:23:10 [WireGuard] [H2L][LOCAL] [@Index: 58] [Name: JimmyLinux][From 16.3.5.183] [DOWN]

Available settings are explained as follows:

Item

Description

Host to LAN/LAN to LAN Select Host to LAN to view log entries on VPN connections

that were initiated by VPN teleworkers.

Select LAN to LAN to view log entries on LAN-to-LAN VPN
connections to or from this router.

Index

Select a VPN connection to view its log entries.
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VPN Graph

Select VPN Graph to visualize the VPN connections through graphic representations.
Exampe 1,
Diagnostics >> VPN Graph

VPNLogDetails  VPNGraph VPN Traffic Graph

[LANtoLAN v | 1.ToHK_IPsec v |Current Date(2023-12-5) v |
Daily

Online

Offline

00:00 02:00  04:00  06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22:00 00:00
Weekly

Online

offline

Wed Thu Fri Sat Sun Mon Tue

Example 2,

Diagnostics >> VPN Graph

voNLogvetais | vpNGmph||  veNTraficcraph

Hostto LAN v |LJimmyLinux v |2023-11-30 v

Daily
Onlme ‘ ‘ ‘ ‘ ‘ . ‘ “ | | ‘
Offline <

00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22:00 00:00
Weekly

Online

Offline -

Fri Sat Sun Mon Tue Wed Thu
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Available settings are explained as follows:

Item

Description

Host to LAN/LAN to LAN

Select Host to LAN to view log entries on VPN connections
that were initiated by VPN teleworkers.

Select LAN to LAN to view log entries on LAN-to-LAN VPN
connections to or from this router.

Index

Select a VPN connection to view its log entries.

Date

Select the date for which you wish to view traffic statistics.
The traffic information for this date will be shown in the
daily graph, and the traffic information for the week before
this date will be shown in the weekly graph.

VPN Traffic Graph

Select this tab to observe a graphical representation of VPN traffic over time.

Click Reset to zero the accumulated RX/TX (received and transmitted) data of WAN. Click
Refresh to renew the graph at any time.

Diagnostics >> VPN Graph

VPN Log Details

VPN Graph

VPN Traffic Graph

Enable  |Host o LAN v||15. steven_yan v| [Daily  v]

Refresh Min(s):|--v| | Refresh |

70

30

20

I 7x(KBps)
u RX(KBps)
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Diagnostics >> VPN Graph

VPN Log Details VPN Graph VPN Traffic Graph
Enable |LAN to LAN v || 1. ToHK_IPsec v| [Weekly | Refresh Min(s):[-- v| | Refresh|
600
500
400
| [ [
300 i :
| | |
1l ‘ [ |
[
' I Tx(KEps)
200 ‘ ‘
‘ | ‘ Rx(KBps)
| ‘ ‘ I
100
[ ! (i [
0 Al
D.g“ LS &9 Q.g“ & S S Q.Q“ & Q._QQ xS Q.g“ & Q.“
& \\Q F I IFTIIFSFPIFTIHFe&LyHs Ly &
A A S S S P P . . I
v v S -2 XV W D D ¥ A \2 \2 & %) N
v v \ 0 07 ~Y N \ N \ v
NN Yo STy D >

The horizontal axis represents time. Yet the vertical axis has different meanings. For
WAN1/WAN3/WAN5/WAN6/WAN7/WANS8 Bandwidth chart, the numbers displayed on vertical
axis represent the numbers of the transmitted and received packets in the past.

For Sessions chart, the numbers displayed on vertical axis represent the numbers of the NAT
sessions during the past.
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VII-1-14 Trace Route

Click Diagnostics and click Trace Route to open the web page. This page allows you to trace
the routes from router to the host. Simply Enter the IP address of the host in the box and click
Run. The result of route trace will be shown on the screen.

Diagnostics => Trace Route

Trace Route

or

®@1pva OIPVE

Trace through:

Protocol: ICMP

Host / IP Address: | |

Result Clear |

P

Diagnostics »> Trace Route
Trace Route

O1eve @1PVE

Trace Host / IP Address: | |

Run
Result Clear |

Available settings are explained as follows:

Item

Description

IPv4 / 1Pv6

Select the IP version used to perform the trace route.

Trace through

Select the WAN interface used to perform the trace route.

Protocol

Select either UDP or ICMP used to perform the trace route.

Host/IP Address

Enter the hostname or the IP address of trace route
destination.
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Trace Host/IP Address Enter the hostname or the IPv6 address of trace route
destination.

Run Click this button to start the trace.

Clear Click to clear the trace route result.

VII-1-15 Syslog Explorer

This page displays syslog information in real time. There are two options for displaying syslog
information: Web Syslog and USB Syslog.

This page displays User/Firewall/call/WAN/VPN Syslog events and their time of occurrence.
To enable Web Syslog, check the Enable Web Syslog checkbox, specify the type of Syslog
events to view, and select the display mode. The log messages will start appearing as events
matching the selected type occur.

Diagnostics == Syslog Explorer

Web Syslog USB Syslog
Enable Web Syslog Export | Refresh | Clear

Syslog Type Display Mode |Alwa\,.-'9 record the new event V|

Time Message

Local User (MAC=30-565-EC-82-C6-5F): 192.168.100.10:55964 -=
192.168.1.11:8069 (TCP)

Local User (MAC=30-565-EC-82-C6-5F): 192.168.100.10 DNS -=
168.95.192.1 inquire prod.data-ingestion.prod.dataops.mozgcp.net

Local User (MAC=30-55-EC-82-C6-5F): 192.168.100.10:55955 ->
35.244.247.133:443 (TCP)

Local User (MAC=30-55-EC-82-C6-5F): 192.168.100.10 DNS -=
168.95.192.1 inquire prod.data-ingestion.prod.dataops.mozgcp.net

Local User (MAC=30-65-EC-82-C6-5F): 192.168.100.10 DNS -
158.95.192.1 inquire incoming.telemetry.mozilla.org

Local User (MAC=30-65-EC-82-C6-5F): 192.168.100.10:55954 ->
192.168.1.13:8069 (TCF)

e e Local User (MAC=30-65-EC-82-C6-5F): 192.168.100.10:55952 ->

2021-01-04 03:50:13

2021-01-04 03:50:12

2021-01-04 03:50:12

2021-01-04 03:50:12

2021-01-04 03:50:11

2021-01-04 03:50:11

Available settings are explained as follows:

Item Description
Enable Web Syslog Check this box to enable Web Syslog.
Syslog Type Select the type of Syslog info to monitor.
Export Click to save the data as a file.
Refresh Click to refresh this page manually.
Clear Click to purge Syslog entries from the Web Syslog buffer.
Display Mode Two display modes are available.
Stop record when fulls b
Stop record when fulls
Always record the new event
Stop record when fulls - When the Web Syslog buffer is full,
no further logging will be performed.
Always record the new event - Events are recorded in a
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FIFO manner. As the buffer gets full, oldest events are
purged to make room for new events.

Time Displays the time when the event occurred.

Message Displays the event information.

VII-1-16 IPv6 TSPC Status

IPv6 TSPC (Tunnel Setup Protocol Client) status page could help you diagnose issues with 1Pv6
connections that utilize TSP.

If TSPC has configured properly, the router will display the following page when the user
connects to tunnel broker successfully.

Diagnostics == IPv6 TSPC Status

WAN1 WAN3 WAN5 WANG6 WANT WANS | Refresh |

TSPC Enabled

TSPC Connection Status
Local Endpoint w4 Address : 114,44, 54,220
Local Endpoint vb Address : 2001:05c0: 1400:000b: 0000: 0000: 0000: 10b9
Router DNS name : 88886666, broker. freenets.net
Remote Endpoint w4 Address : 21.171.72.11
Remote Endpoint w6 Address : 2001:05c0: 1400: 000b: 0000 0000: 0000: 10b8
Tspe Prefix : 2001:05c0: 1502: 0d00: 0000: 0000: 0000: 0000
Tspe Prefixlen : 56
Tunnel Broker : amsterdam. freenett.net
Tunnel Status : Connected

Available settings are explained as follows:

Item Description

Refresh Click this link to refresh this page manually.
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VII-1-17 High Availability Status

This page displays the High Availability status of all routers that belong to the same DARP
(DrayTek Address resolution Protocol) group.

Vigor routers that satisfy the following conditions are considered to be in the same DARP
group:

e HA enabled

® the same Redundancy method

® the same Group ID

@ the same Authentication Key

® the same Management Interface

Open Diagnostics>>High Availablity Status.

Diagnestics »> High Availability Status

Details | HA Setup Renew Refresh |

Status Rowuter Name Sync Status Cached Time
! Marketing3... 192.168.100.1 | Primary | No At Least One Up - Eth | Ready | Sync |

Note:
1. High Availability Status table displays 10 routers maximum. The local router will always show in the first row of this
table.

2. p status of "I" indicates that an error has occurred, refer to the Details page for more information.

Available settings are explained as follows:

Item Description

Details/Back Details - Click to display detailed status about HA
configuration for the selected router.

Back - Click to return to the previous page.

HA Setup Click to navigate to Applications>>High Availability to modify
the HA configuration.

Renew Click to get the latest status of routers other than the primary
router.

Refresh Click to get the latest status of the primary router.

Status “I”” means an error has occurred. Refer to Detailed
information and modify HA settings if required.

Router Name Display the name of the device.

IP Display the 1Pv4 address of such router.

Role "Down" means the function of HA is disabled.

"Primary" means the router is the primary HA router.
"Secondary" means the router is a secondary HA router.

Stable "No" means the primary router has not been identified yet.
DARP is still negotiating.

"YES" means the primary router is identified.

WAN "At Least One UP" means that at least one WAN interface is
connected to Internet.

"All WANs Down" means that no WAN interface is currently
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connected to Internet.

Sync Status

"Not Ready" means configuration synchronization is unable to
execute, or configuration synchronization is disabled, or
synchronization initialization has executed but failed.

"Ready" means configuration synchronization is ready to
execute.

"Progressing" means configuration synchronization is in
progress.

"Fail" means configuration synchronization has executed and
failed; or the model name is incorrect.

"Equal" means the corresponding settings are equal to the
primary router.

Cached Time

Displays the elapsed time since the last status update of the
other routers (i.e., other than the primary router).

To view detailed information of a router, click Status, Router Name IPv4 or Details, and the

following page will be shown:

Diagnostics => High Availability Status == Details

[ Local Router ]

Marketing3910
Role Stable

| Back HA Setup | Renew | Refresh
192.168.100.1(FES8D::21D:AAFF:FE4B:2ES80)
WAN Sync Status Cached Time

Primary Mo

At Least One Up - Eth Ready B

3

Config Sync Status Mot Ready DHCPv6 Sync Status | Ready

MAC 00:1d:3a:4b:3e:80 HTTPs Port 443

Model Vigor2910 Firmware Version 3.9.4_RC3 r1493_99_27607728

E::ﬁela?}i'-lliitgh !|Redundancy Method | Active-Standby

Group ID Priority ID 10

Authentication Key mta;;gsgem LANI

Update DDNS Protocol IPv4

Virtual IPv4 1
LAM1 FES0::200:5EFF:FEQ0D: 101
LANZ FE80::200:5EFF:FE00: 101
LAM3 FE80::200:5EFF:FEQ0D: 101
LAMN4S FEE0::200:5EFF:FEQD: 101
LAMNS FEE0::200:5EFF:FEQ0O: 101
LAME FES0::200:5EFF:FEQ0D: 101
LAMT FEB0Q::200:5EFF:FEDD: 101
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VII-1-18 Authentication Information

Authentication User List

This page shows authentication requests handled by the Internal RADIUS or Local 802.1X
services.

When the mouse cursor is hovered over a link under User Name, information about the RADIUS
or 802.1X authentication attempt (including authentication failure information) will appear in
a pop-up dialog box.

Diagnostics >> Authentication Information

Authentication User List Authentication Information Log
| Refresh | Clear |
User Name Authentication Failure Times User Name Authentication Failure Times
test_1 v} test_sales o

Hote:
1.This is the authentication list for router's Internal BADIUS or Local 802, 1
2.For those clients are authenticated by external RADIUS server, please find the information from the server,

Authentication Information Log

This page will display the complete authentication log information.

Diagnostics => Authentication Information

Authentication User List Authentication Information Log

[ Enable | Refresh | Clear |

Syslog Type | Radius v Display Mode | always record the new eventv|

Time Message
Available settings are explained as follows:
Item Description
Enable Check to enable Authentication Information Log.
Refresh Click to refresh the Authentication Information Log.
Clear Click to clear the Authentication Information Log.
Syslog Type Select the type of authentication information to be displayed:

Radius, 802.1X, or ALL (both Radius and 802.1X).

Display Mode Choose the mode that the logging information will be shown.

Stop record when fulls - when the buffer is full, the system
will stop recording.

Always record the new event - when the buffer is full, the
oldest event will be purged to make room for the new event.

Time Display the time of the event.

Message Displays the details of the authentication event.
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VII-1-19 DoS Flood Table

This page shows IP addresses that are currently engaging in DoS flood as detected by the DoS
Flooding Defense mechanism. It provides useful information to network engineers (e.g., MIS
engineers) to diagnose the network environment to identify potentially malicious network
traffic and entities. Identified IP addresses and the destination ports used in SYN, UDP, and
ICMP Flood attacks will be shown on the respective tab pages.

IP addresses that are suspected to be attacking the network can be blocked by clicking the
Block button on the SYN Flood, UDP Flood and ICMP Flood tab pages.

Diagnostics »> DoS Flood Table

IPvd4
SYN Flood UDP Flood ICMP Flood | Refresh |
Tracing IP Destination Port
IPwE
SYN Flood UDP Flood ICMP Flood | Refresh |
Tracing IP Destination Port
Note:
You need to enable SYN/AJDPAICMP flood defense in Eirewall >> Defense Setup to make this table
effective.
Info The icon - (&) - means there is something wrong (e.g., attacking the

system) with that IP address.
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VII-1-20 Route Policy Diagnosis

With the analysis done by such page, possible path (static route, routing table or policy route)
of the packets sent out of the router can be traced.

Diagnostics => Route Policy Diagnosis

Test how the packets will be routed

Mode ® anpalyze a single packet

2 analyze multiple packets by uploading an input file

Packet Information

Protocol [ICMP ~|
SrcIP  [Specify an IP v| [192.188.1.2 |
DstIP | Specify an IP v | |
Dst Port
| Analyze |
or
Diagnostics => Route Policy Diagnosis
Test how the packets will be routed
Mode O Analyze a single packet
® analyze multiple packets by uploading an input file
Input File
| EEEE FEEDUEE { download an example input file)
| Analyze |
Available settings are explained as follows:
Item Description
Mode Analyze a single packet - Choose such mode to make Vigor
router analyze how a single packet will be sent by a route
policy.

Analyze multiple packets... - Choose such mode to make Vigor
router analyze how multiple packets in a specified file will be
sent by a route policy.

Packet Information Specify the nature of the packets to be analyzed by Vigor
router.

ICMP/UDP/TCP/ANY- Specify a protocol for diagnosis.

Src IP - Type an IP address as the source IP.

Dst IP - Type an IP address as the destination IP.

Dst Port - Use the drop down list to specify the destination
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port.

Analyze - Click it to perform the job of analyzing. The
analyzed result will be shown on the page..

Input File It is available when Analyze multiple packets.. is selected as
Mode.

Select - Click the download link to get a blank example file.
Then, click such button to select that blank “.csv” file for
saving the result of analysis.

Mode
O analyze how a packet will be sent

© e riemn
Input Fil?g}gﬁ; lgﬂ diagnose_example_input_file cov
4 4B
Analyze
BEE TH#H -
THEERE T HLiH

Analyze - Click it to perform the job of analyzing. The
analyzed result will be shown on the page. If required, click
export analysis to export the result as a file.

Load Galance Rmae Policy >> Diagnose o
Mode
O analyze how a packst will be sent
@ analyze how multiple packets a3 specihed in the mput fle will be sent
Bt File
(MR #HEEE | downband an aeampls input fil)
[Anaize |
Anadysis wmpor anadysis |

Note that the analysis was based on the current
"load-balance/route policy" settings, we do not guarantee it
will be 100% the same as the real case.
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VII-1-21 Debug Logs

This page allows downloading the logs for debugging by a technician.

Diagnostics == Debug Logs

® Basic Logs
0 Full Logs
) User Defined Logs
Coredump ® Latest (within a week) Latest All
Slow path packet capture for 10 sec 20 sec 30 sec
Syslog in internal flash ® Today all

Download
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VII-2 Checking If the Hardware Status Is OK or Not

Follow the steps below to verify the hardware status.

1. Check the power line and WLAN/LAN cable connections.
Refer to “I-2 Hardware Installation™ for details.

2. Turnon the router. Make sure the ACT LED blink once per second and the correspondent
LAN LED is bright.

CONSOLE 2.5GBase-T
. s 1 2 P3 P4

1 2
USE @ — @ L

i 2
SFP+ @ — @ |

3. If not, it means that there is something wrong with the hardware status. Simply back to
“|-2 Hardware Installation” to execute the hardware installation again. And then, try
again.
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VII-3 Checking If the Network Connection Settings on Your
Computer Is OK or Not

Sometimes the link failure occurs due to the wrong network connection settings. After trying
the above section, if the link is stilled failed, please do the steps listed below to make sure
the network connection settings is OK.

For Windows

1)

Info The example is based on Windows 7. As to the examples for other operation
systems, please refer to the similar steps or find support notes in
www.DrayTek.com.

1.  Open All Programs>>Getting Started>>Control Panel. Click Network and Sharing
Center.

A TUTke

| = Java

| :‘I: Metwork and Sharing Center
Personalization

] Recovery

2. In the following window, click Change adapter settings.

-1: Metwork and Shating Center

é(_)v :..: » Control Panel = All Control Panel Iterns = Metwork and Shar-ing Center

Control Panel Home Wiew your basic network information and set up connecti

Change adapter settings :;,,h__‘ |Th

Change advanced sharing WINTERO- SR Metwark 28
settings (This camputer)

3. Icons of network connection will be shown on the window. Right-click on Local Area
Connection and click on Properties.

Local:

sabl

: ; reli(f

.:" Local Area Connel  Diagnose 1 i
T Metwork cable un| sCor
4 ST TAP-Winiz Adapt T Bridge Connections By |

Create Shortcut

IR -.l
% Renarne

‘ﬁg“Pru:-perties
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4. Select Internet Protocol Version 4 (TCP/IP) and then click Properties.
2 Local Area Connection Froperties X

Metwiorking I Sharing ]

Connect using:

| l_-'." IntellR) PROA000 MT Metwark Connechion

Thiz connectian uses the fallowing items:

& Client for Microsoft Netwaorks

.@; Privacywane Filker Driver

.@QDS Packet Scheduler

] ,El, File: and Printer Sharing for Microsoft Netwaorks

f Lot Dok Lo C T DB

B8 | rternet Pre ion 4 [TCPAPw4)

: 0 Drriver
[ -« Link-Layer Topology Discovery Fesponder

Inztall.. itizkall Froperties

r

5. Select Obtain an IP address automatically and Obtain DNS server address
automatically. Finally, click OK.

Internet Protocal Wersion 4 (TCR/APwd) Properties _'?Jﬂ
Gereral | Alternate Configuration |

‘fou can get IP settings assigned automatically iF wour network supports
this capability, Otherwise, vou need to ask vour netwark administrator
for the appropriate IP setkings.

(% Ohbtain an IP address automatically
T Use the ronammng 1P aoaress,

|
|
|

{* Obtain DMNS server address aukomaticalky

U Use the fFallowing DNS server addresses:

J
!

I late sektings Upc Advanced. ..
fa4 | Cancel ‘
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For Mac OS

1. Double click on the current used Mac OS on the desktop.
2.  Open the Application folder and get into Network.
3.  On the Network screen, select Using DHCP from the drop down list of Configure IPv4.

8680 Network ()
: - N &®d E
Show All Di-spla;rs Sound Metwork Startup Disk
Location .Aulomali( ﬂ
Show: | Built-in Ethernet Tj

{ TCP/IP | PPPoE  AppleTalk Proxies Ethernet |

Configure IPv4 "Using DHCP ﬂ
IP Address: 192.168.1.10 (" Renew DHCP Lease )
Subnet Mask: 255.255.255.0 DHCP Client ID
(If required)

Router: 192.168.1.1

DNS Servers (Optional)

Search Domains (Optional)

IPv6 Address: fe80:0000:0000:0000:020a:95ff fe8d:72e4

( Configure IPv6... ) )
—_— VU
.@ : e .
d ~  Click the lock 1o prevent further changes. (_ Assist me... ) ( Apply Now )
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VII-4 Pinging the Router from Your Computer

The default gateway IP address of the router is 192.168.1.1. For some reason, you might need
to use “ping” command to check the link status of the router. The most important thing is
that the computer will receive a reply from 192.168.1.1. If not, please check the IP
address of your computer. We suggest you setting the network connection as get IP
automatically. (Please refer to the section VIII-3)

Please follow the steps below to ping the router correctly.

For Windows

1. Open the Command Prompt window (from Start menu> Run).

2. Type cmd. The DOS command dialog will appear.

e+ Command Prompt

Microsoft Windows XP [Uersion 5.1.268081

(C> Copyright 1985-20@1 Microsoft Corp.
D:~Documents and Settings:faerping 192.168.1.1
Pinging 192.168.1.1 with 32 hytes of data:

Reply from 192 _168.1.1: bytes=32 time{ims TTL=255
Reply from 192_168.1.1: bytes=32 time{ims TTL=255
Reply from 192.168.1.1: hytes=32 time{lms TTL=255
Reply from 192.168.1.1: hytes=32 time{lms TTL=255

Ping statistics for 192_168.1.1:

Packets: Sent = 4. Received = 4, Lost = 8 (B% loss),
Approximate round trip times in milli-seconds:

Hinimum = Bmz, Maximum = Bms, Average = Bmz

D:~Documents and Settingssfae>_

3.  Type ping 192.168.1.1 and press [Enter]. If the link is OK, the line of “Reply from
192.168.1.1:bytes=32 time<lms TTL=255" will appear.

4. If the line does not appear, please check the IP address setting of your computer.

For Mac OS (Terminal)

1. Double click on the current used MacOs on the desktop.
Open the Application folder and get into Utilities.
Double click Terminal. The Terminal window will appear.

Type ping 192.168.1.1 and press [Enter]. If the link is OK, the line of “64 bytes from
192.168.1.1: icmp_seq=0 ttl=255 time=xxxx ms” will appear.

B oD
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ene Terminal — bash — 80x24

Last login: 3at Jan 3 B2:24:18 on ttwpl

Welcome to Darwin!

Yigorld:~ drovtekd ping 192.168.1.1

PING 192.168.1.1 (192.168.1.17%: 56 data bytes

64 bytes from 192.168.1.1: icmp_segq=A ttl=255 time=A.755 ms
64 bytes from 192.168.1.1: icmp_seg=1 ttl=255 time=A.697 mns
64 bytes from 192.168.1.1: icmp_zeq=2 ttl=255 time=A.71& ms
64 bytes from 192.168.1.1: icmp_seq=3 ttl=2E5 time=A.731 ms
64 bytes from 192.168.1.1: icmp_zeq=4 ttl=255 time=A.72 ms
A

—-— 192.168.1.1 ping statistics ——-

b pockets transmitted, 5 packets received, B% packet loss
round-trip mindovg/smax = B.697/8.723/8.7568 ns

Yigori@:~ drovtek$ ||
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VII-5 Checking If the ISP Settings are OK or Not

558

If WAN connection cannot be up, check if the LEDs (according to the LED explanations listed
on section |-1) are correct or not. If the LEDs are off, please:

® Change the Physical Type from Auto negotiation to other values (e.g., 100M full duplex).

® Next, change the physical type of modem (e.g., DSL/FTTX(GPON)/Cable modem) offered
by ISP with the same value configured in Vigor router. Check if the LEDs on Vigor router
are on or not.

® If not, please install an additional switch for connecting both Vigor router and the modem
offered by ISP. Then, check if the LEDs on Vigor router are on or not.

® |If the problem of LEDs cannot be solved by the above measures, please contact with the
nearest reseller, or send an e-mail to DrayTek FAE for technical support.

@ Check if the settings offered by ISP are configured well or not.
When the LEDs are on and correct, yet the WAN connection still cannot be up, please:

® Open WAN >> Internet Access page and then check whether the ISP settings are set
correctly. Click Details Page of WAN1~WANS to review the settings that you configured
previously.

WAN == Internet Access

Internet Access

Index Display Name Physical Mode / Port Access Mode

WAN1 Fiber / P1 [Static or Dynamic IP v| [ Details Page |[ IPv6 |
WAN3 Ethernet / P3 | E;’;‘ZE
WANS Ethernet / P5
WANG Ethernet / P& [Static or Dynamic IF v]| [ Details Page || IPv6 |
WANT Ethernet / P7 [Static or Dynamic IP v| [ Details Page || IPv6 |
WANS Ethernet / P8 [Static or Dynamic IP v| [ Details Page | [ IPv6 |
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VII-6 Backing to Factory Default Setting If Necessary

Sometimes, a wrong connection can be improved by returning to the default settings. Try to
reset the router by software or hardware. Such function is available in Admin Mode only.

1)

Info After pressing factory default setting, you will loose all settings you did
before. Make sure you have recorded all useful settings before you pressing.
The password of factory default is null.

Software Reset

You can reset the router to factory default via Web page. Such function is available in Admin
Mode only.

Go to System Maintenance and choose Reboot System on the web page. The following screen
will appear. Choose Using factory default configuration and click Reboot Now. After few
seconds, the router will return all the settings to the factory settings.

System Maintenance >> Reboot System

Reboot System

Do you want to reboot your router 7

® Using current configuration (Fast reboot)

() Using current configuration (Normal reboot)

) Using default configuration

) Clean Linux Applications

) Wipe out all data {personal data like certificate, WCF license, web portal ..etc.)

Reboot Now
Auto Reboot Time Schedule
Schedule Profile : [None v |, [None v |, [None v |, [None v

Note:
Action and Duration Time settings will be ignored.

[ ok | [ cancel
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Hardware Reset

While the router is running (ACT LED blinking), press the Factory Reset button and hold for
more than 5 seconds. When you see the ACT LED blinks rapidly, please release the button.
Then, the router will restart with the default configuration.

2.5GBase-T
PWR ACT 1 . P3 P4

il 2
UsSB @ — @

1 2
SFP+ §— @

After restore the factory default setting, you can configure the settings for the router again
to fit your personal request.

VII-7 Contacting DrayTek

If the router still cannot work correctly after trying many efforts, please contact your dealer
for further help right away. For any questions, please feel free to send e-mail to
support@DrayTek.com.

560 Vigor3912 Series User’s Guide



Part VIl Telnet Commands
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Accessing Telnet of Vigor3912

This chapter also gives you a general description for accessing telnet and describes the
firmware versions for the routers explained in this manual.

Type cmd and press Enter. The Telnet terminal will be open later.

lection or meowy

mm Q cmd L O

In the following window, type Telnet 192.168.1.1 as below and press Enter. Note that the IP
address in the example is the default address of the router. If you have changed the default,
enter the current IP address of the router.

w T RRFL

Microsoft Windows [ 16.0.22621.2428]
(c) Microsoft Corporation.

C:\Users\Carrie>telnet 192.168.1.1]

Next, type admin/admin for Account/Password. Then, type ?. You will see a list of
valid/common commands depending on the router that your use.

Telnet 192.168.1.1

Account:admin
Passmword: xxxxx

User login successful, expired time is "Unlimited".

Type ? for command help

DrayTek=> ?

% Valid commands are:

csm ddns dos exit internet ip
ipé ipf log ldap tacacsplus mngt
msubnet object port portmaptime qos quit
show STV switch sys testmail fs
upnp usb vigbrg vlan vpn wan
hsportal radius local_8621x wol user appqos
nand apm ha SHm dpdk linux
cert service

DrayTek> |
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Telnet Command: csm appe prof

Commands under CSM allow you to set CSM profile to define policy profiles for different policy
of IM (Instant Messenger)/P2P (Peer to Peer) application.

“csm appe prof “ is used to configure the APP Enforcement Profile name. Such profile will be
applied in Default Rule of Firewall>>General Setup for filtering.

Syntax
csm appe prof -i INDEX [-V |

Syntax Description

-n NAME | setdefault]

Parameter Description
INDEX Specify the index number of CSM profile, from 1 to 32.
-V View the configuration of the CSM profile.
-n Set a name for the CSM profile.
NAME Specify a name for the CSM profile, less then 15 characters.
setdefault Reset to default settings.
Example

> csm appe prof -i 1

The name of APPE Profile 1 was setted.

-n games

Telnet Command: csm appe set

It is used to configure group settings for IM/P2P/Protocol and Others in APP Enforcement

Profile.
Syntax
csm appe set -i INDEX -v GROUP
csm appe set -i INDEX -e AP_IDX
csm appe set -i INDEX -d AP_IDX
csm appe set -i INDEX -p AP_IDX
csm appe set -i INDEX -q AP_IDX
Syntax Description
Parameter Description
INDEX Specify the index number of CSM profile, from 1 to 32.
-v GROUP View the IM/P2P/Protocol and Others configuration of the
CSM profile.
GROUP - Specify the category of the application. Available
options are: IM, P2P, Protocol and Others.
-e AP_IDX Enable to block specific application.
AP_IDX - Specify the index number of the APP.
-d AP_IDX Disable to block specific application.
AP_IDX - Specify the index number of the APP.
-p AP_IDX Enable the policy route for the action of specific application.
AP_IDX - Specify the index number of the APP.
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-q AP_IDX

Disable the policy route for the action of specific

application.

AP_IDX - Specify the index number of the APP.

AP_IDX

Each application has independent index number for
identification in CLI command.

Specify the index number of the application here. If you have
no idea of the inex number, do the following (Take IM as an

example):

Type “csm appe set -1 1 -v IM”, the system will list all of the
index numbers of the applications categorized under IM.

Example

> csm appe set -1 1 -e 1

Profile 1 - games: ALiWW is enabled.

Telnet Command: csm appe show
It is used to display group (IM/P2P/Protocol and Others) information APP Enforcement Profile.

Syntax

csm appe show [-a]-i]-p]-t]-m]

Syntax Description

Parameter Description
-a View the configuration status for All groups.
- View the configuration status of IM group.
-p View the configuration status of P2P group.
-t View the configuration status of protocol group.
-m View the configuration status of Others group.
Example
>csm appe show -t
Type Index Name Version
Protocol 44 BGP 4
Protocol 45 DNS
Protocol 46 FTP
Protocol 47 GIT
Protocol 48 H.323
Protocol 49 HTTP 1.1
Protocol 50 I1BM Informix
Protocol 51 1BM DB2
Protocol 52 1CMP
Protocol 53 IMAP/IMAP STARTTLS 4.1
Protocol 54 IRC 2.4.0
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Protocol
Protocol
Protocol
Protocol
Protocol
Protocol
Protocol
Protocol

Protocol

Protocol

-—— MORE ---

55
56
57
58
59
60
61
62
63

64

["a": Quit,

Microsoft SQL
MQTT
MySQL
NNTP
NNTPS
NTP
Oracle 11g
POP3/P0OP3 STARTTLS
PostgreSQL

QuIC Q025

"Enter”: New Lines, "Space Bar": Next Page] ---

Telnet Command: csm appe config
It is used to display the configuration status (enabled or disabled) for IM/P2P/Protocol/Other

applications.

Syntax

csm appe config -v INDEX -i

csm appe config -v INDEX -p

csm appe config -v INDEX -t

csm appe config -v INDEX -m

csm appe config -v INDEX -r

Syntax Description

Parameter Description
INDEX Specify the index number of CSM profile, from 1 to 32.
- View the configuration status of IM group.
-p View the configuration status of P2P group.
-t View the configuration status of protocol group.
-m View the configuration status of Others group.
-r View the configuration setting of the APPE profile for the route
policy.
Example
> csm appe config -v 1 -m
OTHERS Tunneling 75 CloudFlare Disable
OTHERS Tunneling 76 DNSCrypt Disable
OTHERS Tunneling 77 DynaPass Disable
OTHERS Tunneling 78 FreeGate Disable
OTHERS Tunneling 79 Hotspot Shield Disable
OTHERS Tunneling 80 HTTP Tunnel Disable
OTHERS Tunneling 81 HTTP Proxy Disable
OTHERS Tunneling 82 LogMeln Hamachi Disable
OTHERS Tunneling 83 MS Teredo Disable
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OTHERS
OTHERS
OTHERS
OTHERS
OTHERS
OTHERS
OTHERS
OTHERS
OTHERS
OTHERS
OTHERS
OTHERS
OTHERS
OTHERS

OTHERS
-—— MORE ---

Total 89 APPs

>

Tunneling
Tunneling
Tunneling
Tunneling
Tunneling
Tunneling
Tunneling
Tunneling
Tunneling
Tunneling
Tunneling
Tunneling
Tunneling

Tunneling

Stream

["gq": Quit,

84 OpenDNS Disable
85 OpenVPN Disable
86 PGPNet Disable
87 Ping Tunnel Disable
88 RealTunnel Disable
89 Skyfire Disable
90 SOCKS4/S0CKS5 Disable
91 SoftEther VPN Disable
92 TinyVPN Disable
93 Tor Disable
94 UltraVvPN Disable
95 VNN Disable
96 Wujie/UltraSurf Disable
97 ZenMate Disable
98 FlashVideo Disable
"Enter”: New Lines, "Space Bar®": Next Page] ---

Telnet Command: csm ucf

It is used to configure settings for URL control filter profile.

Syntax

csm ucf show

csm ucf setdefault

csm ucf msg MSG

csm ucf obj INDEX [-n PROFILE_NAME | -I [P|B]A] | uac | wf ]
csm ucf obj INDEX -n PROFILE_NAME

csm ucf obj INDEX -p VALUE
csm ucf obj INDEX -1 P|BJA
csm ucf obj INDEX uac

csm ucf obj INDEX wf

Syntax Description

Parameter Description

show Display all of the profiles.

setdefault Return to default settings for all of the profile.

msg MSG Set the administration message.
MSG means the content (less than 255 characters) of the message
itself.

obj Specify the object for the profile.

INDEX Specify the index number of CSM profile, from 1 to 8.

-Nn

Set the profile name.

PROFILE_NAME

Specify the name of the profile (less than 16 characters)

P

Set the priority (defined by the number specified in VALUE) for the
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profile.

VALUE Number 0 to 3 represent different conditions.
0: It means Bundle: Pass.

1: It means Bundle: Block.

2: It means Either: URL Access Control First.
3: It means Either: Web Feature First.

-1 It means the log type of the profile. They are:

P: Pass,

B: Block,

A: All,
MSG Specify the Administration Message, less then 255 characters
uac Set URL Access Control part.
wf Set Web Feature part.

Example

> csm ucf obj 1 -n game -1 B
Profile Index: 1
Profile Name:[game]
> csmucfobj 1 -poO
Log: [block]
Priority Select : [Bundle : Pass]
URL Access Control
[ JEnable URL Access Control Action:[pass]
[ IPrevent web access from IP address.
No Obj NO. Object Name

No Grp NO. Group Name

Telnet Command: csm ucf obj INDEX uac

It means to configure the settings regarding to URL Access Control (uac).

Syntax

csm ucf obj INDEX uac -v

csm ucf obj INDEX uac -e

csm ucf obj INDEX uac -d

csm ucf obj INDEX uac -a P|B

csm ucf obj INDEX uac -i E|D

csm ucf obj INDEX uac -0 KEY_WORD_Object_Index
csm ucf obj INDEX uac -g KEY_WORD_Group_Index

Syntax Description

Parameter Description

INDEX Specify the index number of CSM profile, from 1 to 8.
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-V View the protocol configuration of the CSM profile.

-e Enable the function of URL Access Control.

-d Disable the function of URL Access Control.

-a Set the action of specific application, P or B.
B: Block. The web access meets the URL Access Control will be
blocked.

P: Pass. The web access meets the URL Access Control will be passed.

- Prevent the web access from any IP address.

E: Enable the function. The Internet access from any IP address will
be blocked.

D: Disable the function.

-0 Set the keyword object.

KEY_WORD_Object_Index Specify the index number of the object profile.

-g Set the keyword group.

KEY_WORD_Group_Index Specify the index number of the group profile.
Example

> csm ucf obj 1 uac -i E
Log:[block]
Priority Select : [Bundle : Pass]
URL Access Control
[ JEnable URL Access Control Action:[pass]
[V]Prevent web access from IP address.
No Obj NO. Object Name

No Grp NO. Group Name
> csm ucf obj 1 vuac -a B
Log:[block]
Priority Select : [Bundle : Pass]
URL Access Control
[ JEnable URL Access Control Action: [block]
[V]Prevent web access from IP address.
No Obj NO. Object Name

No Grp NO. Group Name
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Telnet Command: csm ucf obj INDEX eac

It means to configure the settings regarding to URL Exception Access (eac).

Syntax

csm ucf obj INDEX eac -v

csm ucf obj INDEX eac -e

csm ucf obj INDEX eac -d

csm ucf obj INDEX eac -0 KEY_WORD_Object_Index
csm ucf obj INDEX eac -g KEY_WORD_Group_Index

Syntax Description

Parameter Description

INDEX Specify the index number of CSM profile, from 1 to 8.
-V View the protocol configuration of the CSM profile.
-e Enable the function of URL Exception Access control.
-d Disable the function of URL Exception Access control.
-0 Set the keyword object.

KEY_WORD_Object_Index

Specify the index number of the object profile.

-9

Set the keyword group.

KEY_WORD_Group_Index

Specify the index number of the group profile.

Example

> csm ucf obj 1 eac -e

Enable Exception List

[VlEnable Exception List
No Obj NO. Object Name

No Grp NO. Group Name

> csm ucf obj 1 eac -0 1
[V]Enable Exception List
No Obj NO. Object Name

1 [1] [mai I foruse]

No Grp NO. Group Name

Telnet Command: csm ucf obj INDEX wf

It means to configure the settings regarding to Web Feature (wf).

Syntax
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csm ucf obj INDEX wf -v

csm ucf obj INDEX wf -e

csm ucf obj INDEX wf -d

csm ucf obj INDEX wf -a P|B

csm ucf obj INDEX wf -s WEB_FEATURE

csm ucf obj INDEX wf -u WEB_FEATURE

csm ucf obj INDEX wf -f File_Extension_Object_index

Syntax Description

Parameter Description

INDEX Specify the index number of CSM profile, from 1 to 8.
-V View the protocol configuration of the CSM profile.
-e Enable the restriction of web feature.

-d Disable the restriction of web feature.

-a Set the action of web feature, P or B.

B: Block. The web access meets the web feature will be blocked.
P: Pass. The web access meets the web feature will be passed.

-S Enable the the Web Feature configuration.
Features available for configuration are:
c: Cookie
p: Proxy
u: Upload
-u Cancel the web feature configuration.
-f Set the file extension object index number.
File_Extension_Object_inde | Type the index number (1 to 8) for the file extension object.
X
Example

> csm ucf obj 1 wf -s c

Web Feature
[ JEnable Restrict Web Feature Action:[pass]

File Extension Object Index : [0] Profile Name : []

[V] Cookie [ ] Proxy [ ] Upload

Telnet Command: csm wcf

It means to configure the settings regarding to web control filter (wcf).

Syntax

csm wcf show

csm wcf look

csm wcf cache

csm wcf server WCF_SERVER
csm wcf msg MSG

csm wcf setdefault
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csm wcf obj INDEX -v

csm wcf obj INDEX -a P|B

csm wcf obj INDEX -n PROFILE_NAME

csm wcf obj INDEX -1 P|B]A

csm wcf obj INDEX -0 KEY_WORD Object Index
csm wcf obj INDEX -g KEY_WORD Group Index
csm wcf obj INDEX -w E|D|P|B

csm wcf obj INDEX -s CATEGORY | WEB_GROUP
csm wcf obj INDEX -u CATEGORY |WEB_GROUP

Syntax Description

Parameter Description

show Display the web content filter profiles.
Look Display the license information of WCF.
Cache Set the cache level for the profile.

Server WCF_SERVER

Set web content filter server.

Msg MSG

Set the administration message.

MSG means the content (less than 255 characters) of the message
itself.

setdefault Return to default settings for all of the profile.

obj Specify the object profile.

INDEX Specify the index number of web content filter profile, from 1 to 8.

-V View the web content filter profile.

-a Set the action of web content filter profile, P or B.
B: Block. The web access meets the web feature will be blocked.
P: Pass. The web access meets the web feature will be passed.

-n Set the profile name.

PROFILE_NAME

Specify the name of the profile (less than 16 characters)

It means the log type of the profile. They are:

P: Pass,

B: Block,

A: All
-0 Set the keyword object.
KEY_WORD_Object_Index Specify the index number of the object profile.
-g Set the keyword group.

KEY_WORD_Group_Index

Specify the index number of the group profile.

-W

Set the action for the black and white list.
E:Enable,

D:Disable,

P:Pass,

B:Block

-S

It means to choose the items under CATEGORY or WEB_GROUP.

-u It means to discard items under CATEGORY or WEB_GROUP.
WEB_GROUP "Security", "Parent Control ", "Productivity”, "General Use"
CATEGORY Includes:

"Bot Nets", "DNS Over HTTPS", "Hacking", "Keyloggers and
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Monitoring", "Malware Sites", "Parked Domains", "Phishing and Other
Frauds", "Proxy Avoidance and Anonymizers", "SPAM URLs",

"Spyware and Adware"

"Abortion", "Abused Drugs", "Adult and Pornography", "Alcohol and
Tobacco", "Cheating", "Cult and Occult", "Gross", "Hate and Racism",
“lllegal", "Low-THC Cannabis Products”, "Marijuana”, "Nudity",
"Questionable”, "Self Harm", "Sex Education", "Swimsuits and

Intimate Apparel”, "Violence", "Weapons"

"Auctions", "Computer and Internet Info", "Content Delivery
Networks", "Dating", "Gambling", "Games","Home and Garden",
"Hunting and Fishing", "Image and Video Search", "Individual Stock
Advice and Tools", "Internet Communications”, "Job Search",
"Motor Vehicles", "Music", "Pay to Surf", Peer to Peer", "Personal
Storage", "Real Estate", "Shareware and Freeware", "Shopping",

"Social Networking", "Sports", "Streaming Media", "Training and

Tools", "Web Advertisements", "Web Hosting"

"Business and Economy", "Computer and Internet Security", "Dead
sites”, "Dynamically Generated Content ", "Educational Institutions",
"Entertainment and Arts", "Fashion and Beauty", "Financial

Services","Government", "Health and Medicine", "Internet Portals"

Example

> csm wcf obj 1 -n test_wcf
Profile Index: 1
Profile Name:[test_wcf]
[IWhites/Black list
Action:[block]

No Obj NO. Object Name

Action:[block]
Log: [block]

Security

[ 1Bot Nets [ IDNS Over HTTPS

[ JHacking [ IKeyloggers and Monitoring

[ IMalware Sites [ JParked Domains

[ 1Phishing and Other Frauds [ 1Proxy Avoidance and Anonymizers
[ ISPAM URLs [ 1Spyware and Adware

Parent Control

[V]Abortion [V]Abused Drugs
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[V]Adult and Pornography
[v]lCheating

[V]Gross

[vllillegal

[V]Mari juana
[v]Questionable

[v]Sex Education
[v]lViolence

Productivity

[ JAuctions

[ 1Gambling
[ JHome and Garden
[ 1Image and Video Search

[ JInternet Communications

[ IMotor Vehicles

[ JPay to Surf

[ JPersonal Storage

[ 1Shareware and Freeware
[ 1Social Networking

[ 1Streaming Media

[ IWeb Advertisements

General Use

[ 1Business and Economy
[ 1Dead sites
[ JEducational Institutions
[ JFashion and Beauty
[ 1Government
[ JInternet Portals

>

[ 1Content Delivery Networks

[v]Alcohol and Tobacco

[V]Cult and Occult

[v]Hate and Racism

[vlLow-THC Cannabis Products
[VINudity

[v]Self Harm

[v]lSwimsuits and Intimate Apparel
[v]Weapons

[ JComputer and Internet Info
[ 1Dating
[ 1Games

[ JHunting and Fishing
[ 1Individual Stock Advice and Tools
[ JJob Search

[ TMusic

[ JPeer to Peer

[ JReal Estate

[ 1Shopping

[ 1Sports

[ 1Training and Tools

[ JWeb Hosting

[ JComputer and Internet Security
[ 1Dynamically Generated Content
[ JEntertainment and Arts
[ JFinancial Services
[ JHealth and Medicine

Telnet Command: csm dnsf

It means to configure the settings regarding to DNS filter.

Syntax

csm dnsf enable ON|OFF
csm dnsf syslog NJP|B]A
csm dnsf wcf INDEX

csm dnsf ucf INDEX
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csm dnsf cachetime CACHE_TIME

csm dnsf blockpage show/on/off

csm dnsf profile_show

csm dnsf profile_edit INDEX

csm dnsf profile_edit INDEX -n PROFILE_NAME
csm dnsf profile_edit INDEX -1 P|B]A

csm dnsf profile_edit INDEX -w WCF_PROFILE
csm dnsf profile_edit INDEX -u UCF_PROFILE
csm dnsf profile_edit INDEX -c CACHE_TIME
csm dnsf profile_setdefault

csm dnsf local_bw e/d/p/b/a/g/o/s/c

Syntax Description

Parameter Description
enable Enable or disable DNS Filter.
ON: enable.
OFF: disable.
syslog Determine the content of records transmitting to Syslog.

P: Pass. Records for the packets passing through DNS filter will be
sent to Syslog.

B: Block. Records for the packets blocked by DNS filter will be
sent to Syslog.

A: All. Records for the packets passing through or blocked by DNS
filter will be sent to Syslog.

N: None. No record will be sent to Syslog.

WCF INDEX Specify a WCF profile (1 to 8) as the base of DNS filtering. Type a
number to indicate the index number of WCF profile (1 is first
profile, 2 is second profile, and so on ...).

UCF INDEX Specify a UCF profile (1 to 8) as the base of DNS filtering. Type a
number to indicate the index number of UCF profile (1 is first
profile, 2 is second profile, and so on ...).

cachetime CACHE_TIME CACHE_TIME: It means to set the time for cache to live (available
values are 1 to 24; 1 is one hour, 2 is two hours, and so on ...) for
DNS filter.

blockpage DNS sends block page for redirect port. When a web page is

blocked by DNS filter, the router system will send a message page
to describe that the page is not allowed to be visisted.

ON: Enable the function of displaying message page.
OFF: Disable the function of displaying message page.
SHOW: Display the function of displaying message page is ON or

OFF.
profile_show Display the table of the DNS filter profile.
profile_edit Modify the content of the DNS filter profile.
-n PROFILE_NAME PROFILE_NAME: Type the name of the DNS filter profile that you
want to modify.
-1 P|IBJA Specify the log type of the profile.
P: Pass.
B: Block.
A: All.
-w WCF_PROFILE WCF_PROFILE: Type the index number of the WCF profile.
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-u UCF_PROFILE UCF_PROFILE: Type the index number of the UCF profile.

-c CACHE_TIME -c means to set the cache time for DNS filter.

CACHE_TIME: It means to set the time for cache to live (available
values are 1 to 24; 1 is one hour, 2 is two hours, and so on ...) for
DNS filter.

profile_setdefault Reset to factory default setting.

local_bw e/d/p/b/a/g/0/s/c Set the Black/White List of DNS Filter Local Setting.
e: Enable the function of black/white list.
d: Disable the function of black/white list.
p: Set the action as "Pass".
b: Set the action as "Block".
a 0/1/2/3/4 [value]: Set the address type.
0=mask, 1=single, 2=any, 3=range, 4=group and objects

g item_number group_index: Select the group index (for the
address type set with 4, group and objects)

item_number=1 or 2 (group 1 or group 2)
group_index=1 to 192

o item_number object_index: Select the object index (for the
address type set with 4, group and objects)

item_number=1 or 2 (object 1 or object 2)
object_index=1 to 32
s: Show the config setting.
c¢: Clear the config setting and reset to factory default settings.

Example

> csm dnsT profile_setdefault
setdefault!!!

>csm dnsf cachetime 20

dns cache time set up!!!

> csm dnsf local _bw e

Enable the Block and White List.

> csm dnsf local bw a 1 192.168.1.11
Address Type: 0O:mask, l1l:single, 2:any, 3:range, 4:object and group
Set the [SINGLE] Address type

> csm dnsf local_bw s

Show Block/White List information for DNS Filter Local Setting
Block/White List:[ENABLE]

Action: [PASS]

Address type:[SINGLE]

Start ip address:[192.168.1.11]
End/Mask ip address:[0.0.0.0]

Group 1:[0]

Group 2:[0]

Object 1:[0]

Object 2:[0]

>

Telnet Command: ddns enable

This command allows users to enable or disable the DDNS service.

Syntax
ddns enable [0/1]

Syntax Description

Parameter Description
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0/1 0 - Disable the DDNS service.
1 - Enable the DDNS service.

Example

> ddns enable 1

Enable Dynamic DNS Setup
>

Telnet Command: ddns set

This command allows users to set Dynamica DNS account.

Syntax

ddns set option <value>

Syntax Description

Parameter Description

-i <value> It means index number of Dynamic DNS Account.
<value>=1~6

-S <value> It means to specify Servive Provider.

If user want to set User-Defined page, value must select 1.
<value>= 1~19

1: User-Defined

2:3322 DDNS (www.3322.0rg)

3: ChangelP.com (www.changeip.com)
4:ddns.com.cn (www.ddns.com.cn)

5: DIDNS (www.dtdns.com)

6: dyn.com (www.dyn.com)

7: DynAccess (www.dynaccess.com)

8: dynami.co.za (www.dynami.co.za)

9: freedns.afraid.org (freedns.afraid.org)
10: NO-IP.COM Free (www.no-ip.com)

11: opendns.com (www.opendns.com)
12: OVH (www.ovh.com)

13: Strato (www.strato.eu)

14: TwoDNS (www.twodns.de)

15: TZO (www.tzo.com)

16: ubddns.org (ubddns.org)

17: Viettel DDNS (vddns.vn)

18: vigorddns.com (www.vigorddns.com)
19: ZoneEdit DDNS (dynamic.zoneedit.com)

T <value> It means to type Servive Type.
<value>= 1~3

1: Dynamic

2: Custom

3: Static

-D <Host Name> <sub Domain It means to type Domain Name.

Name> i.e: Account index 1 setting Domain Name for Dynamic Service
Type
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>>ddns set -i 1 -T 1 -D "host ddns.com.cn"

i.e: Account index 2 setting Domain Name for Custom Service Type
>> ddns set -i 2 -T 2 -D "domain name"

i.e: Account index 3 setting Domain Name for Static Service Type
>> ddns set -i 3 -T 3 -D "domain name"

-L <value>

It means to type Login Name.
[value]: limit up to 64 characters

-P <value>

It means to type Password.
[value]: limit up to 24 characters

-E <value>

It means to enable /disable Dynamic DNS Account.
<value>=0~1

0: Disable

1: Enable

-W <value>

It means to specify WAN Interface.
<value>=1~14

- WANL1 First

: WAN1 Only

: WAN2 First

: WAN2 Only

- WANS3 First

: WAN3 Only

: WAN4 First

: WAN4 Only

: WANS First

10: WANS5 Only

11: WAN 6 First

12: WAN6 Only

example: To set WAN Interface: WAN1 First

© 00 N o O~ WN B

-C <value>

It means to enable /disable Wildcards.
<value>=0~1

0: Disable

1: Enable

-B <value>

It means to enable / disable Backup MX.
<value>=0~1

0: Disable

1: Enable

-M <value>

It means to type Mail Extender.
[value]: limit up to 60 characters

-R <value>

It means to type Determine Real WAN IP.
<value>=0~1

0: WAN IP,

1: Internet IP

-H <value>

It means to type User-Defined Provider Host.
<value>= limit up to 64 characters

-A <value>

It means to type User-Defined Service API.
<value>= limit up to 256 characters

-a <value>

It means to type User-Defined Auth Type.
<value>=0~1
0: basic
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1: URL

-N <value> It means to type User-Defined Connection Type.
<value>=0~1
0: Http
1: Https

-0 <value> It means to type User-Defined Server Response.
<value>: limit up to 32 characters

Example

>ddns set -i 1 -S 6 -T 1 -D "hostname dnsalias.net" -L userl -P pwdl
> Save OK

Telnet Command: ddns log
Displays the DDNS log.

Example

>ddns log
>

Telnet Command: ddns time
Sets and displays the DDNS time.

Syntax

ddns time <update in minutes>

Syntax Description

Parameter Description
Update in minutes Enter the value as DDNS time. The range is from 1 to 14400.
Example

> ddns time

ddns time <update in minutes>
Valid: 1 ~ 14400

%Now: 14400

> ddns time 1000

> ddns time

Ddns time <update in minutes>
Valid: 1 ~ 14400

%Now: 1000

>

Telnet Command: ddns forceupdate

This command will update DDNS automatically.

Example
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> ddns forceupdate
Now updating DDNS ...
Please check result by using command "ddns log"

Telnet Command: ddns setdefault

This command will return DDS with factory default settings.

Example

>ddns setdefault
>Set to Factory Default.

Telnet Command: ddns show

This command allows users to check the content of selected DDNS account.

Syntax

ddns show -i <value>

Syntax Description

Parameter Description

-l <value> Display the content of selected DDNS account.
[value]: value must be between 1-6

Example

> ddns show -i 1

Index: 1

[ 1 Enable Dynamic DNS Account
WAN Interface: WAN1 First
Service Provider: dyn.com (www.dyn.com)
Service Type: Dynamic

Domain Name: [1-1I1

Login Name:

[ 1 Wildcards

[ 1 Backup MX

Mail Extender:

Determine Real WAN IP: WAN IP

Telnet Command: dos

This command allows users to configure the settings for DoS defense system.

Syntax

dos<-V|D]|A>

dos <-s ATTACK_F <THRESHOLD><TIMEOUT>>

dos <-a | e <ATTACK_F><ATTACK_0> | d <ATTACK_F><ATTACK_0>>
dos <-0 >LOG_TYPE>|p <LOG_TYPE>|| <LOG_TYPE>>
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dos -P <add4/remove4d><type><value> |<add6/remove6><type><value> | <show>| remove4d

all Jremoveé6 all>

dos -B <add4/remove4><type><value> |<add6/remove6><type><value> | <show>| remove4d

all Jremoveé6 all>

dos -0 <0/1>

dos -p <0/1>

dos -1 <0/1/2/3>

dos -f <0/1/show>

dos -i </1/2/3/4/show>

Syntax Description

Parameter Description

-V View the configuration of DoS defense system.

-D Deactivate the DoS defense system.

-A Activate the DoS defense system.

-S Enable the defense function for a specific attack and set its
parameter(s).

ATTACK_F Specify the name of flooding attack(s) or portscan, e.g., synflood,
udpflood, icmpflood, or postscan.

THRESHOLD It means the packet rate (packet/second) that a flooding attack will
be detected. Set a value larger than 20.

TIMEOUT It means the time (seconds) that a flooding attack will be blocked.
Set a value larger than 5.

-a Enable the defense function for all attacks listed in ATTACK 0.

-e Enable defense function for a specific attack(s).

ATTACK_O Specify a name of the following attacks: ip_option, tcp_flag, land,
teardrop, smurf, pingofdeath, traceroute, icmp_frag, syn_frag,
unknow_proto, fraggle.

-d Disable the defense function for a specific attack(s).

-P [add4/removed] [type]
[value] |[add6/remove6]
[type] [value] | [show] |

remove4 all |remove6 all]

Add or remove the IPv4/1Pv6 address in the white passing IP list.

add4/remove4: Add /remove an IPv4/IPv6 address to/from the
whitelist.

add6/remove6: Add/remove an IPv6 address to/from the whitelist.

Type: Two types, -i and -c. In which, "-i" means the IPv4 address and
"-c" means the country object.

Value: Enter the IP address for -i; enter the index number of the
country object profile.

Show: Display the whitelist.

-B [add4/remove4] [type]
[value] |[add6/remove6]
[type] [value] | [show] |

remove4 all remove6 all]

Add or remove the IPv4/1Pv6 address in the black blocking IP list.

add4/remove4: Add /remove an IPv4/IPv6 address to/from the
blacklist.

add6/remove6: Add/remove an IPv6 address to/from the blacklist.

Type: Two types, -i and -c. In which, "-i" means the IPv4 address and
"-c" means the country object.

Value: Enter the IP address for -i; enter the index number of the
country object profile.

Show: Display the blacklist.

-0 <0/1>

Enable/Disable dos defense log.
0: Disable
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1: En

able

-p <0/1> Enab

1: En

le/Disable spoofing defense log.

0: Disable

able

-1 <0/1/2/3> Enab

3:All

le/Disable dos defense black/white list log.

0: None
1: White list
2: Black List

-f <0/1/show> Set the priority of white list / black list.

show

0: White list
1: Black List

: Show the setting result

-i </1/2/3/4/show> Set the time interval for sending the log.

1: 30
2: 60
3:18
4: 30

seconds
seconds
0 seconds
0 seconds

Example

>dos —-A

>dos —s synflood 50 10

The Dos Defense system is Activated

Synflood is enabled! Threshold=50 <pke/sec> timeout=10 <pke/sec>

Telnet Command: exit

Type this command will leave telnet window.

Telnet Command: Internet

This command allows you to configure detailed settings for WAN connection.

Syntax

internet -W n -M n [-<command> <parameter> | ... ]

Syntax Description

Parameter Desc

ription

-Wn W means to set WAN interface.

1=WAN1, 2=WAN2,.... Default is WANL1.

-Mn M means to set Internet Access Mode (Mandatory) and n means

n=0:
n=1:
n=2:
n=3:
n=4:
n=5:
n=6:

different modes (represented by 0 - 7)

Offline

PPPoE

Dynamic IP

Static IP

PPTP with Dynamic IP,
PPTP with Static IP,
L2TP with Dynamic IP
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n=7: L2TP with Static IP

<command><parameter>|...]

The available commands with parameters are listed below.
[...] means that you can type in several commands in one line.

-S <isp name>

Set ISP Name (max. 23 characters).

-P <on/off>

Enable PPPOE Service.

-U <username>

Set the username (max. 49 characters) for Internet accessing.

-p <password>

Set the password (max. 49 characters) for Internet accessing.

It means to set PPP Authentication Type and n means different

an types (represented by 0-1).
n=0: PAP/CHAP (this is default setting)
n=1: PAP Only
tn Set connection duration and n means different conditions.

n=-1: Always-on
n=1 ~ 999: Idle time for offline (default 180 seconds)

-i <ip address>

It means that PPPoE server will assign an IP address specified here
for CPE (PPPOE client).

If you type 0.0.0.0 as the <ip address>, ISP will assign suitable IP
address for you. However, if you type an IP address here, the router
will use that one as a fixed IP.

-w <ip address>

It means to assign WAN IP address for such connection. Please type
an IP address here for WAN port.

-n <netmask>

It means to assign netmask for WAN connection. You have to type
255.255.255.xxx (X is changeable) as the netmask for WAN port.

-g <gateway>

Assign gateway IP for such WAN connection.

-s <server ip>

It means to set PPTP/L2TP Server IP.
<server ip>= ppp.qqq.rrr.sss: PPTP/L2TP server IP

-A <idx> It means to set Always On mode, and <idx> as backup WAN#.
-B <mode> It means to set Backup mode.
<mode> 0: When any WAN disconnect; 1: When all WAN disconnect.
-V View Internet Access profile.
Example

>internet -M 1 -S tcom -u username -p password -a 0 -t -1 -1 0.0.0.0
WAN1 Internet Mode set to PPPoE/PPPoA

WAN1 ISP Name set to tcom

WAN1 Username set to username

WAN1 Password set successful

WAN1 PPP Authentication Type set to PAP/CHAP
WAN1 Idle timeout set to always-on

WAN1 Gateway IP set to 0.0.0.0

> internet -V

WAN1 Internet Mode:PPPoE

ISP Name: tcom

Username: username

Authentication: PAP/CHAP

Idle Timeout: -1

WAN IP: Dynamic IP

> internet -W 1 -M 1 -u linkl -p linkl -a O
You are going to watching and setting in WAN 1
WAN1 Internet Mode set to PPPoE/PPPOA

WAN1 Username set to linkl

WAN1 Password set successful
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WAN1 PPP Authentication Type set to PAP/CHAP
>

Telnet Command: ip pubsubnet

This command allows users to enable or disable the IP routing subnet for your router.

Syntax
ip pubsubnet <Enable/Disable>

Syntax Description

Parameter Description

Enable Enable the function.

Disable Disable the function.
Example

> ip 2ndsubnet enable
public subnet enabled!

Telnet Command: ip pubaddr

This command allows to set the IP routed subnet for the router.

Syntax
ip pubaddr ?
ip pubaddr <public subnet IP address>

Syntax Description

Parameter Description

? Display an IP address which allows users set as the public subnet IP
address.

public subnet IP address Specify an IP address. The system will set the one that you specified
as the public subnet IP address.

Example

> ip pubaddr ?
% ip addr <public subnet IP address>
6 Now: 192.168.0.1

S

\%

ip pubaddr 192.168.2.5
6 Set public subnet IP address done 111!

X

Telnet Command: ip pubmask

This command allows users to set the mask for IP routed subnet of your router.

Syntax
ip pubmask ?

ip pubmask <public subnet mask>
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Syntax Description

Parameter Description

? Display an IP address which allows users set as the public subnet
mask.

public subnet IP address Specify a subnet mask. The system will set the one that you
specified as the public subnet mask.

Example

> ip pubmask ?
% ip pubmask <public subnet mask>
% Now: 255.255.255.0

> ip pubmask 255.255.0.0
% Set public subnet mask done 1!}

Telnet Command: ip lanalias

This command is used for configuring LAN IP Alias.

Syntax

ip lanalias <idx><option>

Syntax Description

Parameter Description
<idx> It means the index number of the profile.
ldx: 1to 5
<option> The available commands with parameters are listed below.
-e <0/1> It means to enable / disable the function of ..
0: disable
1: enable
-a <IP address> It means to set auxiliary IP address.
-w n It means to add an address for the selected WAN interface (1 to 5).
N=0, none
N=1, means WAN1
N=2, means WAN2
-r Delete an existed WAN IP address.
Example

> ip lanalias 1 -a 192.168.1.56
>

Telnet Command: ip addr

This command allows users to set/add a specified LAN IP your router.

Syntax
ip addr <IP address>
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Syntax Description

Parameter Description
IP address The LAN IP address.
Example

>ip addr 192.168.50.1
% Set IP address OK 111

o

Info When the LAN IP address is changed, the start IP address of DHCP server are
still the same. To make the IP assignment of the DHCP server being
consistent with this new IP address (they should be in the same network
segment), the IP address of the PC must be fixed with the same LAN IP
address (network segment) set by this command for accessing into the web
user interface of the router. Later, modify the start addresses for the DHCP
server.

Telnet Command: ip nmask

This command allows users to set/add a specified netmask for your router.

Syntax

ip nmask <IP netmask>

Syntax Description

Parameter Description
IP netmask The netmask of LAN IP.
Example

> ip nmask 255.255.0.0
% Set IP netmask OK !!1

Telnet Command: ip arp
ARP displays the matching condition for IP and MAC address.

Syntax

ip arp add <IP address> <MAC address> <LAN or WAN>
ip arp del <IP address><LAN or WAN>

ip arp flush

ip arp status

ip arp accept <0/1/2/3/4/5/6/7/status>

ip arp setCachelLife <time>

In which, arp add allows users to add a new IP address into the ARP table; arp del allows users
to remove an IP address; arp flush allows users to clear arp cache; arp status allows users to
review current status for the arp table; arp accept allows to accept or reject the source
/destination MAC address; arp setCachelLife allows users to configure the duration in which
ARP caches can be stored on the system. If ip arp setCacheLife is set with “60”, it means you
have an ARP cache at 0 second. Sixty seconds later without any ARP messages received, the
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system will think such ARP cache is expired. The system will issue a few ARP request to see if
this cache is still valid.

Syntax Description

Parameter Description

IP address It means the LAN IP address.

MAC address It means the MAC address of your router.

LAN or WAN It indicates the direction for the arp function.

0/1/2/3/4/5/6/7 0: disable to accept illegal source mac address
: enable to accept illegal source mac address
: disable to accept illegal dest mac address

: enable to accept illegal dest mac address

: Decline VRRP mac into arp table

: accept VRRP mac into arp table

6: disable to accept the illegal source MAC address when ARP
Request coming

7: enable to accept the illegal source MAC address when ARP
Request coming

status: display the setting status.

a B~ WO N P

Time Available settings will be 10, 20, 30,....2550 seconds.

Example

> Ip arp add 192.168.100.100 AA:BB:CC:DD:EE:FF WAN S
> ip arp status
[ARP Table]

Index IP Address MAC Address HOST 1D Interface VLAN Port
1 192.168.100.100AA-BB-CC-DD-EE-FF WAN1 - -
2 192.168.1.10 08-BF-B8-D5-DD-A9 LAN1 VLANO P9

> ip arp accept status

Accept illegal source mac arp: disable
Accept illegal dest mac arp: disable
Accept VRRP mac into arp table: disable

Accept illegal source mac arp when ARP Request Coming: enable
>

Telnet Command: ip dhcpc
This command is available for WAN DHCP.

Syntax

ip dhcpc option

ip dhcpc option -h]l

ip dhcpc option -d [idx]

ip dhcpc option -e [1 or 0] -w [wan unmber] -c [option humber] -v [option value]
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ip dhcpc option -e [1 or 0] -w [wan unmber] -c [option humber] -x [option value]
ip dhcpc option -e [1 or 0] -w [wan unmber] -c [option number] -a [option value]
ip dhcpc option -u [idx unmber]

ip dhcpce release [wan number]

ip dhcpc renew [wan number]

ip dhcpc status

Syntax Description

Parameter Description

option It is an optional setting for DHCP server.

-h: display usage

-1: list all custom set DHCP options

-a: set option value by address list

-C: set option number: 0~255

-d: delete custom dhcp client option by index number
-e: enable/disable option feature, 1:enable, 0:disable
-u: update by index number

-v: set option value by string

-w: set WAN number (e.g., 1=WAN1)

-X: set option value by raw byte (hex)

-r: remove all customized CHCP client option

release It means to release current WAN IP address.
renew It means to renew the WAN IP address and obtain another new one.
status It displays current status of DHCP client.

Example

> ip dhcpc option -e 1 -w 1/2 -c 18 -v /pathl
> ip dhcpc option -e 0 -w 2/6/7 -c 18 -x 270617468
% DHCP client option number and wan settings are duplicate!

> ip dhcpc option -e 0 -w 3/6/7 -c 18 -x 270617468
> ip dhcpc status

WAN1:

DHCP Client Status: None active DHCP client!

WAN2:

DHCP Client Status: None active DHCP client!

WAN52: <Virtual WAN>

DHCP Client Status: None active DHCP client!

Telnet Command: ip ping

This command allows users to ping IP address of WAN1/WAN?2 for verifying if the WAN
connection is OK or not.
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Syntax
ip ping <IP address> <AUTO/WAN1/WAN2><Source IP Address>

Syntax Description

Parameter Description

IP address It means the WAN IP address.

AUTO/WAN1/WAN2 It means the WAN port that the above IP address passes through.
Example

>ip ping 172.16.3.229 WAN1

Pinging 172.16.3.229 with 64 bytes of Data:

Receive reply from 172.16.3.229, time=0ms

Receive reply from 172.16.3.229, time=0ms

Receive reply from 172.16.3.229, time=0ms

Packets: Sent = 5, Received = 5, Lost = 0 <0% loss>
>

Telnet Command: ip tracert

This command allows users to trace the routes from the router to the host.

Syntax

ip tracert <Host/IP address> <WAN1/WAN2/WAN3/WAN4/WAN5/WAN6/WAN7/WAN8/
WAN9/WAN10/WAN11/WAN12> <Udp/Ilcmp>

Syntax Description

Parameter Description
IP address The target IP address.
WAN1 ~ WAN12 It means the WAN port that the above IP address passes through.
Udp/lcmp The UDP or ICMP.
Example

>ip tracert 22.128.2.62 WAN1
Traceroute to 22.128.2.62, 30 hops max
172.16.3.7 10ms

172.16.1.2 10ms

Request Time out.

168.95.90.66 50ms

211.22.38.134 50ms

220.128.2.62 50ms

Trace complete

oA WN P

Telnet Command: ip telnet

This command allows users to access specified device by telnet.

Syntax
ip telnet [IP address][Port]

588 Vigor3912 Series User’s Guide



Syntax Description

Parameter Description
IP address Type the WAN or LAN IP address of the remote device.
Port Type a port number (e.g., 23).

Available settings: 0 ~65535.

Example

>ip telnet 172.17.3.252 23
>

Telnet Command: ip rip

This command allows users to set the RIP (routing information protocol) of IP.

Syntax
ip rip <0/1/2>

Syntax Description

Parameter Description

0/1/2 0 means disable;
1 means LAN1 and 2 means IP Routed.

Example

>iprip 1
%% Set RIP LAN1.

Telnet Command: ip wanrip

This command allows users to set the RIP (routing information protocol) of WAN IP.

Syntax
ip wanrip [ifno] -e [0/1]

Syntax Description

Parameter Description

ifno It means the connection interface.

WAN#: WAN1/WAN2/WAN3/WAN4/WAN5/WANG/WAN7/
WAN8/WAN9/WAN10/WAN11/WAN1

3: PVC3, 4: PVC4, 5: PVC5
Note: PVC3 ~PVC5 are virtual WANs.

-e It means to disable or enable RIP setting for specified WAN
interface.

1: Enable the function of setting RIP of WAN IP.
0: Disable the function.

Example
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> ip wanrip 5 -e 1
> ip wanrip ?

3: PVC3,4: PVC4,5:

Now status:

>

% ip tracert <Host/IP address>
<WAN1/WAN2/WAN3/WAN4/WAN5/WANG6/WAN7/WAN8/WAN9/WAN1O/WAN11/WANL

-e <0/1> O0O: disable, 1: enable

WAN[1] Rip Protocol disable
WAN[2] Rip Protocol disable
WAN[3] Rip Protocol disable
WAN[4] Rip Protocol disable
WAN[5] Rip Protocol enable

WAN[52] Rip Protocol enable

PVC5

Telnet Command: ip route

This command allows users to set static route.

Syntax

ip route add <dst> <netmask> <gateway> <ifno> <rtype>

ip route del <dst> <netmask><rtype>

ip route status
ip route cnc

ip route tel

ip route default <add/del/off/?>

ip route clean <1/0>

Syntax Description

Parameter Description
add It means to add an IP address as static route.
del It means to delete specified IP address.
status It means current status of static route.
dst It means the IP address of the destination.
netmask It means the netmask of the specified IP address.
gateway It means the gateway of the connected router.
ifno It means the connection interface.
3=WAN1 4=WAN2 5=WAN3 6=WAN4 7=WAN5 8=WAN6 9=WAN7 10=WAN8
11=WAN9 12=WAN10
rtype It means the type of the route.
default : default route;
static: static route.
cnc It means current IP range for CNC Network.
tel It means to display current IP range for China Telecom Network.
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default It is obsolete | for NAT subnet only | use route policy instead.

add/del: To modify default route, "ip route del 0.0.0.0" and "ip route
add 0.0.0.0 interface".

off: ip route default off.

clean Clean all of the route settings.
1: Enable the function.
0: Disable the function.

Example

> 1p route add 172.16.2.0 255.255.255.0 172.16.2.4 3 static
> ip route status

Codes: C - connected, S - static, R - RIP, * - default, ~ - private,
B - BGP

C~ 192.168.1.0/ 255.255.255.0 is directly connected, LAN1

S 172.16.2.0/ 255.255.255.0 via 172.16.2.4, WAN1

>

Telnet Command: ip igmp_proxy

Vigor3912 Series User’s Guide

This command allows users to enable/disable igmp proxy server.

Syntax

ip igmp_proxy set

ip igmp_proxy reset

ip igmp_proxy wan

ip igmp_proxy query <value>
ip igmp_proxy ppp <0/1>

ip igmp_proxy status

ip igmp_proxy version

ip igmp_proxy syslog

Syntax Description

Parameter Description
set It means to enable proxy server.
reset It means to disable proxy server.
wan It means to specify WAN interface for IGMP service.
query <value> It means to set IGMP general query interval.
The default value is 125000 ms.
ppp <0/1> 0 - No need to set IGMP with PPP header.

1 - Set IGMP with PPP header.

status It means to display current status for proxy server.

version <v2, v3, auto, show> | It means to specify the IGMP version.
v2, v3, auto, show

syslog <0/1> Make IGMP log be recorded on syslog.
0: disable
1: enable
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Example

> ip igmp_proxy set

%%% §gmp_proxy WAN:

239.255.255.250

239.255.255.250

% ip igmp_proxy [set|reset]wan]|status], IGMP Proxy is ON

> ip igmp_proxy status

%% dp igmp_proxy [set]reset]wan]|status], IGMP Proxy is ON
224.0.0.251 state=1

224.0.0.252 state=1
224.0.0.251 timer=0

224.0.0.252 timer=0

state=1

timer=0

Telnet Command: ip igmp_snoop

This command is used to enable/disable igmp snoop server.

Syntax

ip igmp_snoop enable
ip igmp_snoop disable
ip igmp_snoop status

ip igmp_snoop table

ip igmp_snoop txquery <on]off><v2]|v3>

ip igmp_snoop mode <hw/sw>

ip igmp_snoop chkleave <on|off>

ip igmp_snoop separate <on|off>

ip igmp_snoop portchk <on|off>

ip igmp_snoop acceptlist <type><index>

Syntax Description

Parameter Description

enable It means to enable proxy server.

disable It means to disable proxy server.

status It means to display current status for proxy server.

table It means to display the whole table of IGMP Snoop configuration.

txquery <on|off><v2|v3>

It means to send out IGMP QUERY to LAN periodically.
On: enable

Off: disable

v2: version v2

v3: version v3

mode <hw/sw>

Make IGMP snooping work on software or hardware.

chkleave <on|off>

It means checking the leave status.
On: enable the IGMP snoop leave checking function.
Off: it will drop LEAVE if still clients on the same group.

separate <on|off>

On - IGMP packets will be separated by NAT/Bridge mode.
It means to set IGMP packets being separated by NAT/Bridge.
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On: The packets will be separated.
Off: The packets will not be separated by NAT/Bridge.

acceptlist <type><index>

Type: Enter 0 (disable), 1 (ip object) or 2 (ip group).
Index: Enter 0 to 500 (for ip object); enter 0 to 32 (for ip group).

Example

> @p igmp_snoop mode sw
igmp snooping works on SW mode now.

ip igmp_snoop enable

%% ip igmp snooping [enable|disable|status], IGMP Snooping is Enabled.

>

Telnet Command: ip session

This command allows users to set maximum session limit number for the specified IP; set
message for exceeding session limit and set how many seconds the IP session block works.

Syntax
ip session on
ip session off

ip session default <num>

ip session defaultp2p <num>

ip session status
ip session show

ip session timer <num>

ip session <block/unblock><IP>

ip session <add/del><IP1-IP2> <num> <p2pnum>

Syntax Description

Parameter Description
on Turn on session limit for each IP.
off Turn off session limit for each IP.

default<num>

Set the default number of session num limit.

defautlp2p <num>

Set the default number of session num limit for p2p.

status

Display the current settings.

show

Display all session limit settings in the IP range.

timer <num>

Set when the IP session block works.
The unit is second.

<block/unblock><IP>

Block/unblock the specified IP address.
Block: The IP cannot access Internet through the router.
Unblock: The specified IP can access Internet through the router.

<add/del><IP1-IP2> <num>
<p2pnum>

add/del: Add or delete the session limits in an IP range.

IP1-IP2 - It means the range of IP address specified for this
command.

num - It means the number of the session limits, e.g., 100.
p2pnum - It means the number of the session limits, e.g., 50 for P2P.
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Example

session
session
session on

session status

IP range:

192.168.1.5 - 192.168.1.100 :

default 100
add 192.168.1.5-192.168.1.100 100 50

100

Current ip session limit is turn on

Current default session number is 100

>

Telnet Command: ip bandwidth

This command allows users to set maximum bandwidth limit number for the specified IP.

Syntax
ip bandwidth on
ip bandwidth off

ip bandwidth default <tx_rate><rx_rate>

ip bandwidth status
ip bandwidth show

ip bandwidth routing <on/off>

ip bandwidth schedule <s1> <s2> <s3> <s4>

ip bandwidth <add/del> <IP1-1P2> <tx> <rx> <shared>

Syntax Description

Parameter Description
on It means to turn on the IP bandwidth limit.
off It means to turn off the IP bandwidth limit.

default <tx_rate><rx_rate>

It means to set default tx and rx rate of bandwidth limit. The
range is from 0-30000 Kbps/Mbps

status

It means to display the current settings.

show

It means to display all the bandwidth limits settings within the IP

range.

routing <on/off>

on/off: Apply (on) or not apply (off) to the IP Routed Subnet.

schedule <s1> <s2> <s3> <s4>

Set the schedule profile.

<s1> <s2> <s3> <s4>: Specify the profile index number. Up to four
profiles can be set at one time. Available profiles numbers range
from 1 to 16.

<add/del> <IP1-I1P2> <tx> <rx>

Add/del: Add or delete the bandwidth within the IP range.
IP1-1P2: Set the range of IP address specified for this command.

<shared> tx: Set transmission rate for bandwidth limit.
rx: set receiving rate for bandwidth limit.
shared: the bandwidth will be shared for the IP range.
Example
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> ip bandwidth default 200 800
> ip bandwidth add 192.168.1.50-192.168.1.100 10 60
> ip bandwidth status

IP range:
192.168.1.50 - 192.168.1.100 : Tx:10K Rx:60K

Current ip Bandwidth limit is turn off

Auto adjustment is off

Telnet Command: ip dataflowmonitor

This command allows users to set data flow monitor.

Syntax

ip dataflowmonitor on
ip dataflowmonitor off
ip dataflowmonitor status

Syntax Description

Parameter Description
on It means to enable the Data Flow Monitor function.
off It means to disable the Data Flow Monitor function.
show It means to display current status of Data Flow Monitor
function.
Example

> ip dataflowmonitor status
Data Flow Monitor: On

Telnet Command: ip bindmac

This command allows users to set IP-MAC binding for LAN host.

Syntax

ip bindmac on

ip bindmac off

ip bindmac strict_on

ip bindmac strict_off

ip bindmac add <IP> <MAC> <Comment>

ip bindmac del <IP/all>

ip bindmac subnet <all/set LAN_Index/unset LAN_Index/clear/show>

ip bindmac show

Syntax Description

Parameter Description

on It means to turn on IP bandmac policy. Even the IP is not in the
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policy table, it can still access into network.

off It means to turn off all the bindmac policy.

strict_on It means that only those IP address in IP bindmac policy table can

access into network.

strict_off It means to turn off IP bindmac policy and only those IP can access
network.

add <IP> <MAC> <Comment> | It means to add one ip bindmac.

<IP>: Enter the IP address for binding with specified MAC address.
<MAC>: Enter the MAC address for binding with the IP address
specified.

<Comment>: Enter words as a brief description.

del <IP/all> It means to delete one IP bindmac.
<IP>: Enter the IP address for binding with specified MAC address.
<all>: It means to elete all the IP bindmac settings.

subnet <all/set It means to set the LAN subnet(s) for applying the rules of Bind IP to
LAN_Index/unset MAC
LAN_Index/clear/show> all: Make all LAN subnets apply for the rules.

set <LAN_Index>: Specify certain LAN subnet, e.g., set LAN2.
unset <LAN_Index>: Remove certain LAN subnet by specifying the
index number of LAN port, e.g., unset LAN3.

clear: Remove all LAN subnets.

show: Display current LAN subnet settings.

show It means to display the IP address and MAC address of the pair of
binded one.

Example

> ip bindmac add 192.168.1.46 00:50:7f:22:33:55 just for test
> ip bindmac show

ip bind mac function is turned OFF

ip bind mac function is STRICT OFF

Show all IP Bind MAC entries.

IP : 192.168.1.46 bind MAC : 00-50-7f-22-33-55 HOST ID :
Comment : just

>

Telnet Command: ip bgp

This command allows users to configure settings for BGP.

Syntax

ip bgp mode <0/1>

ip bgp as <0~4294967295>
ip bgp hold <10~65535>
ip bgp retry <3~255 >

ip bgp id <x.x.x.x>

ip bgp show
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ip bgp neighbor <idx> mode <0/1>

ip bgp neighbor <idx> name <max len>

ip bgp neighbor <idx> ip <x.x.X.x>
ip bgp neighbor <idx> as <1~4294967295>
ip bgp neighbor <idx> weight <0~7>

ip bgp neighbor <idx> prepend <0~7>

ip bgp neighbor <idx> md5 <0/1>

ip bgp neighbor <idx> key <max len>

ip bgp neighbor <idx> show

ip bgp neighbor show all

ip bgp static <sidx> <ip> <netmask>

ip bgp static <sidx> delete

ip bgp static show

Syntax Description

Parameter Description

mode <0/1> Enable or disable the GMP.
0: disable
1: enable

as <0~4294967295>

Set the AS number for local router.
<0~4294967295>

hold <10~65535>

Set the time interval (in seconds) to determine the peer is dead
when the router is unable to receive any keepalive message from
the peer within the time.

<10~65535>: Default is 180 sec.

retry <3~255>

Set the BGP conntion retry time.
<3~255>: Default is 120 sec

id <X.X.X.X> Select a enabled local subnet IP as router ID.
<X.X.X.X>: Enter an IP address.
show Display all BGP settings.

neighbor <idx> mode <0/1>

Enable or disable the neighbor profile.
<idx>: 1 to 8. Index number of the neighbor profile.
0: disable

1: enable

neighbor <idx> name <max

len>

Set a name of the neighbor profile.
<idx>: 1 to 8. Index number of the neighbor profile.

<max len>: Enter a name (no more than 20 characters).

neighbor <idx> ip <x.x.x.x>

Set the IP address for the specified neighbor profile.
<idx>: 1 to 8. Index number of the neighbor profile.
<X.X.X.X>: Enter an IP address (e.g., 192.168.1.33).

neighbor <idx> as
<1~4294967295>

Set an AS number for the specified neighbor profile.
<idx>: 1 to 8. Index number of the profile.
<1~4294967295>: Enter a number.

Vigor3912 Series User’s Guide

597



neighbor <idx> weight <0~7> | Set the weight value for the specified neighbor profile.
<idx>: 1 to 8. Index number of the neighbor profile.

<0~7>: higher is better.

neighbor <idx> prepend <0~7 | Set the prepend value for the specified neighbor profile.
> <idx>: 1 to 8. Index number of the neighbor profile.

<0~7>: lower is better.

neighbor <idx> md5 <0/1> Enable or disable the MD5 authentication for the neighbor profile.

<idx>: 1 to 8. Index number of the profile.

0: Disable.
1: Enable.
neighbor <idx> key <max Set the key used for the MD5 authentication.
len> <idx>: 1 to 8. Index number of the neighbor profile.

<max len>: Enter a name (no more than 20 characters).

neighbor <idx> show Display the BGP setting for the specified neighbor profile.

<idx>: 1 to 8. Index number of the profile.

neighbor show all Display the BGP setting of neighbor profiles.

static <sidx> <ip> <netmask> | Set the IP address and subnet mask for specified static network
profile.

<sidx>: 1 to 16. Index number of the static network profile.
<ip>: Enter an IP address.

<netmask>: Enter a netmask.

static <sidx> delete Remove / clear the settings for the selected static network profile.

<sidx>: 1 to 16 Index number of the profile.

static show Display the BGP setting of static network profiles.

Example

> ip bgp static 1 192.168.2.56 255.255.255.0
Set static network index: 1

IP addr: 192.168.2.56

Net mask: 255.255.255.0

> ip bgp static show

BGP is disable

Local autonomous system number: O

Hold time: 180

Connect retry time: 120

Router ID: 192.168.1.1

BGP neighbor:

Idx Mode As Number Name IP Addr Status weight prepend
1 Dis O Empty None 0 0
2 Dis O Empty None 0 0
3 Dis O Empty None 0 0
4 Dis O Empty None 0 0
5 Dis O Empty None 0 0
6 Dis O Empty None 0 0
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63 Dis O Empty None 0 0
64 Dis O Empty None 0 0

BGP static networks:
>

Telnet Command: ip ospf

Users could use this command to configure OSPF (Open Shortest Path First) setting.

Syntax

ip ospf en

ip ospf dis

ip ospf status

ip ospf cfg show

ip ospf cfg set <idx> state <dis/en>
ip ospf cfg set <idx> area <value>
ip ospf cfg set <idx> lan <value>

ip ospf cfg set <idx> wan <value>

ip ospf nbr

Syntax Description

Parameter Description

en Enable the function of Open Short Path First.
dis Disable the function of Open Short Path First.
status Display interface status.

cfg show Display configuiration setting for all interfaces.

cfg set <idx> state <dis/en> | Enable or disable the interface (LAN/WAN) setting.
<idx>: 1 to 64.
<dis/en>: disable or enable.

cfg set <idx> area <value> Set interface for area id:
<idx>: 1 to 64.
<value>: 1 to 2147483647.

cfg set <idx> lan <value> Set interface for LAN.
<idx>: 1 to 64.
<value>: 1 to 20.

cfg set <idx> wan <value> Set interface for WAN.
<idx>: 1 to 64.
<value>: 1 to 2.

nbr Display interface neighbors.

Example

> ip ospf cfg set 1 state en

> ip ospf cfg set 1 area 100

> ip ospf cfg set 1 wan 1

> ip ospf cfg show
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Idx State Area id

0 En 100
1 Dis 0
2 Dis 0

Interface Auth Key ID
WAN_1 Dis 0]
LAN_1 Dis 0]
LAN_1 Dis 0

Telnet Command: ip maxnatuser

This command is used to set the maximum number of NAT users.

Syntax

ip maxnatuser user no

Syntax Description

Parameter Description
User no A number specified here means the total NAT users that Vigor router
supports.
0 - It means no limitation.
Example

> ip maxnatuser 100

% Max NAT user = 100

Telnet Command: ip policy_rt

This command is used to set the IP policy route profile.

Syntax

ip policy_rt [-<command> <parameter> | ... ]

Syntax Description

Parameter Description
<command><parameter>| | The available commands with parameters are listed below.
] [...] means that you can Enter several commands in one line.

General Setup for Policy Route

-i <value> Specify an index number for setting policy route profile.
Value: 1 to 60. “-1” means to get a free policy index
automatically.

-e <0/1> 0: Disable the selected policy route profile.

1: Enable the selected policy route profile.

-0 <value> Determine the operation of the policy route.

Value:
add - Create a new policy rotue profile.
del - Remove an existed policy route profile.
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edit - Modify an existed policy route profile.
flush - Reset policy route to default setting.

-1 <any/range>

Specify the source IP mode.
Range: Indicate a range of IP addresses.

Any: It means any IP address will be treated as source IP
address.

-2
<any/ip_range/ip_subnet
/domain>

Specify the destination IP mode.

Any: No need to specify an IP address for any IP address will be
treated as destination IP address.

ip_range: Indicates a range of IP addresses.
ip_subnet: Indicates the IP subnet.
domain: Indicates the domain name.

-3 <any/range>

Specify the destination port mode.
Range: Indicate a range of port number.

Any: It means any port number can be used as destination
port.

-G <default/specific>

Specify the gateway mode.

-L <default/specific>

Specify the failover gateway mode.

-s <value>

Indicate the source IP start.

Value: The type format shall be “Xxx.XXX.XxXx.xxx”. (e.g,
192.168.1.0)

-S <value>

Indicate the source IP end.

Value: The type format shall be “Xxx.XXX.XXxX.xxx”. (e.g,
192.168.1.100)

-d <value>

Indicate the destination IP start.

Value: The type format shall be *“xxx.xxx.xxx.xxx”. (e.g,
192.168.2.0)

-D <value>

Indicate the destination IP end.

Value: The type format shall be “Xxx.XXX.XxXx.xxx”. (e.g,
192.168.2.100)

-p <value>

Indicate the destination port start.

Value: Type a number (1 ~ 65535) as the port start (e.qg.,
1000).

-P <value>

Indicate the destination port end.
Value: Type a number (1 ~ 65535) as the port end (e.g., 2000).

-y <value>

Indicate the priority of the policy route profile.
Value: Type a number (0 ~ 250). The default value is “150”.

-l <value>

Indicate the interface specified for the policy route profile.
Value: Available interfaces include,

LAN1 ~ LAN100, IP_Routed_Subnet, VOIP_WAN,

WAN1 ~ WAN12,

VPN_PROFILE_1 ~ VPN_PROFILE_500,

WAN_1 IP_ALIAS 1 ~WAN_10 IP_ALIAS 300

-g <value>

Indicate the gateway IP address.

Value: The type format shall be *“xxx.xXxx.xxx.xxx”. (e.g,
192.168.3.1)

- <value>

Indicate the failover IP address.
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Value: The type format shall be *“xxx.xxx.xxx.xxx”. (e.g,

192.168.4.1)

-t <value> It means “protocol”.
Value: Available settings include “TCP”, “UDP”, “TCP/UDP”,
“ICMP”* and “Any”.

-n <0/1> Indicates the function of “Force NAT”.

0: Disable the function.
1: Enable the function.

-F [value] It means "enable failover by MOS".
value: O or 1
-M [value] It means "Value of failover MOS".

value: 2.0 ~ 4.0

-a <0/1> Indicates to enable the function of failover.
0: Disable the function.
1: Enable the function.

-f <value> It means to specify the interface for failover.
Value: Avaialbe interfaces include,
NO_FAILOVER,

Default_WAN,

Policyl ~ Policy250

LAN1 ~ LAN100

IP_Routed_Subnet,

WAN1 ~ WAN12,

VPN_PROFILE_1 ~ VPN_PROFILE_500,
WAN_1_IP_ALIAS_1 ~ WAN_4_IP_ALIAS 300

-b <value> It means “failback”.

Value: Available settings include,

0: Disable the function of “failback”.
1: Enable the function of “failback”.

-V View current failback setting.

Diagnose for Policy Route

-s <value> It means “source IP”.
Value: Available settings include:

Any: It indicates any IP address can be used as source IP
address.

“XXX. XXX XXX XXX The type format (e.g, 192.168.1.0).

-d <value> It means “destination IP”.
Value : Available settings include:

Any: It indicates any IP address can be used as destination IP
address.

XXX XXX XXX.XXX”: Specify an IP address.

-p <value> It means “destination port”.
Value: Specify a number or type Any (indicating any number).

-t <value> It means “protocol”.

Value: Available settings include “ICMP”, “TCP”, “UDP” and
“Any”.
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Example

> ip policy_rt diagnose -s 192.168.1.100 -d any -p any -t ICMP

* Policy_1 (200)

* Conclusion:The packet was dropped because the send-to interface of the
mat
ched policy "policy 1" was inactive and there was no failover setting
> ip policy_rt -i -1 -0 add -1 range -s 192.168.1.10 -S 192.168.1.20 -2
ip_range —d 202.211.100.10 -D 202.211.100.20 -g 202.211.100.1 -1 WAN2
>

Telnet Command: ip lanDNSRes

This command is used to set LAN DNS profiles. With such feature, the user can configure some
services (such as ftp, www or database) with domain name which is easy to be accessed.

Syntax

ip lanDNSRes [-<command> <parameter> | ... ]

Syntax Description

Parameter Description

<command><parameter>|..] | The available commands with parameters are listed below.
[...] means that you can type in several commands in one line.

-a <IP Address> It is used to configure IP address mapping (IPv4/1Pv6 Address or
multiple subnet addresses).

IP Address: type the IP address (e.g., 192.168.1.56).

-¢ <CNAME> It is used to set CNAME.
CNAME: Enter a string.

-d <address mapping index It means to delete index number with address mapping configured.
number> Address mapping index number : type the index number which
represents the address mapping profile.
-e <0/1> It means to enable or disable the function of LAN DNS or DNS
Forwarding Profile.
0: disable
1: enable
-1 <profile setting index It means to create LAN DNS profile with specified domain name.
number> profile setting index number : type the index number which

represents the profile with domain name configured.

-1 List the content of LAN DNS profile (including domain name, IP
address and message).

-n <domain name> Set domain name.

-p <profile name> Set profile name for LAN DNS.

-r Reset the settings for selected profile.

-R It means to set to factory default setting.
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-5 <0/1>

O:reply all
1:reply only same subnet packet.

Update LAN DNS config to DNS Cache.

Example

% ldx: 1

% State: Disable
% Profile: test
% Domain Name:

>

>ip lanDNSRes -i 1 -p test
% Configure Setl"s Profile:test
> i1p lanDNSRes -i 1 -1

% ———————- Address Mapping Table --——----
% Not Set Address Mapping.

Telnet Command: ip dnsforward

This command is used to set LAN DNS profile for conditional DNS forwarding.

Syntax

ip dnsforward [-<command> <parameter> | ... ]

Syntax Description

Parameter

Description

[<command><parameter>|...

]

The available commands with parameters are listed below.
[...] means that you can type in several commands in one line.

-a <IP Address>

Set forwarded DNS server IP Address.

-d <DNS server mapping
index number>

Delete the selected LAN DNS profile.

-e <0/1>

0: disable such function.
1: enable such function.

-i <profile setting index
number>

Type the index number of the profile

List the content of LAN DNS profile (i
address and message).

ncluding domain name, IP

-n <domain name>

Set domain name.

-p <profile name>

Set profile name for LAN DNS.

-r

Reset the settings for selected profile.

-R Set to factory default settings.
Example
> ip dnsforward -i 1 -n ftp.drayTek.com

X

% Configure Setl"s DomainName:ftp.drayTek.com

> ip dnsforward -1 1 -a 172.16.1.1

S

% Configure Setl"s IP:172.16.1.1
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> ip dnsforward -i 1 -1

% ldx: 1

% State: Disable

% Profile: test

% Domain Name: ftp.drayTek.com
% DNS Server IP: 172.16.1.1

>

Telnet Command: ip spoofdef

This command is used to enable/disable the IP Spoofing Defense.

Syntax
ip spoofdef <WAN/LAN><0/1>

Syntax Description

Parameter Description

[<command> The available commands with parameters are listed below.
<parameter>]..] [...] means that you can Enter several commands in one line.
<WAN/LAN> It means to block IP packet from WAN/LAN with inconsistent

source |IP address.

<0/1> 0: Disable the function.
1: Enable the funciton.

Example

> ip spoofdef WAN O

% Setting saved:

> ip spoofdef LAN 1

Setting saved:

> ip spoof def ?

Invalid Paremeter

IP Spoofing Defense Usage:

Set IP Spoofing Defense: spoofdef <WAN/LAN> <0/1>

Ex: "spoofdef WAN 1" to block IP packet from WAN with inconsistent source
IP add

ress
Current setting:

Block IP packet from WAN with inconsistent source IP address : Disable
Block IP packet from LAN with inconsistent source IP address : Enable
>

Telnet Command: ip6 addr

This command allows users to set the IPv6 address for your router.

Syntax

ip6 addr -s <prefix> <prefix-length> <LAN1/..LAN100/ WAN1/..WAN10/VPN1/..VPN500>
ip6 addr -d <prefix> <prefix-length> <LAN1/..LAN100/ WAN1/..WAN10/VPN1/..VPN500>
ip6 addr -a <LAN1/..LAN100/ WAN1/..WAN10/VPN1/..VPN500> -u

ip6 addr -v <LAN1/..LAN100/ WAN1/..WAN10 >
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ip6 addr -t <old-prefix><old-prefix-length><new-prefix> <new-prefix-length>

ip6 addr -o <1/2>

<LAN1/..LAN100/ WAN1/..WAN10 >

ip6 addr -o 3 <prefix> <prefix-length> <WAN1/..WAN10 >
ip6 addr -l <prefix> <prefix-length> <LAN1/..LAN100>

ip6 addr <-p/-b> <prefix> <prefix-length> <WAN1/..WAN10 >
ip6 addr -x <LAN1/..LAN100 >

ip6 addr -c <LAN1/..LAN100>

ip6 addr -e <type> < LAN1/..LAN100>

Syntax Description

Parameter

Description

-s <prefix> <prefix-length>
<LAN1/..LAN100/
WAN1/..WAN10/
VPN1/..VPN500>

It means to add a static ipv6 address.

<prefix>: It means to enter the prefix number of IPv6
address.

<prefix-length>: It means to enter a fixed value as the length
of the prefix.

<LAN1/..LAN100/ WAN1/..WAN10/VPN1/..VPN500>: It means to
specify LAN/WAN/VPN interface for such address.

-d <prefix> <prefix-length>
<LAN1/..LAN100/
WAN1/..WAN10/
VPN1/..VPN500>

It means to delete an ipv6 address.

<prefix>: It means to enter the prefix number of IPv6
address.

<prefix-length>: It means to enter a fixed value as the length
of the prefix.

<LAN1/..LAN100/ WAN1/..WAN10/VPN1/..VPN500>: It means to
specify LAN/WAN/VPN interface for such address.

-a <LAN1/..LAN100/
WAN1/..WAN10/
/VPN1/..VPN500> -u

It means to show current address(es) status.

<LAN1/..LAN100/ WAN1/..WAN10/VPN1/..VPN500>: It means to
specify LAN/WAN/VPN interface.

<-u>: It means to show unicast address only.

-V <LAN1/..LAN100/
WAN1/..WAN10 >

It means to show prefix list status.

-t
<old-prefix><old-prefix-leng
th><new-prefix>
<new-prefix-length>

< LAN1/..LAN100O/
WAN1/..WAN10 >

It means to update WAN static IPv6 address table.

<old-prefix>: It means to enter the prefix number of IPv6
address.

<old prefix-length>: It means to enter a fixed value as the
length of the prefix.

<new-prefix>: It means to enter the prefix number of IPv6
address.

<new-prefix-length>: It means to enter a fixed value as the
length of the prefix.

<LAN1/..LAN100/ WAN1/..WAN10>: It means to specify
LAN/WAN/USB interface for such address.

-0 <1/2>

<1>: It means to show old prefix list.
<2>: It means to send old prefix option by RA.

-0 <3> <prefix>
<prefix-length> <
WAN1/..WAN10 >

<3>: It means to set old prefix.

<prefix>: It means to enter the prefix number of IPv6
address.
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<prefix-length>: It means to enter a fixed value as the length
of the prefix.

<WAN1/..WAN10>: It means to specify a WAN interface for
such address.

-1 <prefix> <prefix-length> < | It means to add a ULA.

LAN1/..LAN100> <prefix>: It means to enter the prefix number of IPv6
address.

<prefix-length>: It means to enter a fixed value as the length
of the prefix.

<LAN1/..LAN100>: It means to specify a LAN interface for such

address.
-p/-b <prefix> It means to add/delete an prefix to/from prefix list.
<prefix-length> < p: Add a prefix to a prefix list.

WANL1/..WAN10> b: Delete a prefix from a prefix list.

<prefix>: It means to enter the prefix number of IPv6
address.

<prefix-length>: It means to enter a fixed value as the length
of the prefix.

<WAN1/..WAN10>: It means to specify a WAN interface for
such address.

-X <LAN1/..LAN100> It means to generate a ULA automatically.
<LAN1/..LAN100>: It means to specify a LAN interface.
-C <LAN1/..LAN100> It means to delete a ULA .

<LAN1/..LAN100>: It means to specify a LAN interface.
-e <type> <LAN1/..LAN100> | It means to set ULA type.

<type>: 0, disable; 1, static; 2, auto
<LAN1/..LAN100>: It means to specify a LAN interface.

Example

> ip6 addr -a

DMZ

Unicast Address:
FE80::21D:AAFF:FE4B:3E80/64 (Link)
Multicast Address:

FF02::1:FF00:0

FF02::1:FF4B:3E80

FFO2::1

LAN100

Unicast Address:
FE80::21D:AAFF:FE4B:3E80/64 (Link)
Multicast Address:

FF02::1:FF00:0

FFO2::1:FF4B:3E80

FF02::1

LAN99

Unicast Address:

FE80: :21D:AAFF:FE4B:3E80/64 (Link)
Multicast Address:

FF02::1:FF00:0

FF02::1:FF4B:3E80

FF02::1
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LAN98
Unicast Address:

FE80: :21D:AAFF:FE4B:3E80/64 (Link)
--— MORE --- ["Qq": Quit, "Enter": New Lines, "Space Bar": Next Page] ---

Telnet Command: ip6 dhcp req_opt

This command is used to configure option-request settings for DHCPv6 client.

Syntax
ip6 dhcp req_opt <LAN1]...]LAN10OOJWANL1]...]WAN10> [-<command> <parameter>]| ... ]

Syntax Description

Parameter Description

req_opt It means option-request.

<LAN1|LAN2]...JLAN10O|W | It means to specify LAN or WAN interface for such address.
AN1]...]WAN10 >

<command><parameter>|..] | The available commands with parameters are listed below.
[...] means that you can type in several commands in one line.

-a It means to show current DHCPv6 status.
-S It means to ask the SIP.

-S It means to ask the SIP name.

-d It means to ask the DNS setting.

-D It means to ask the DNS name.

-n It means to ask NTP.

-i It means to ask NIS.

-1 It means to ask NIS name.

-p It means to ask NISP.

-P It means to ask NISP name.

-b It means to ask BCMCS.

-B It means to ask BCMCS name.

-r It means to ask refresh time.

parameter 1: the parameter related to the request will be displayed.

0: the parameter related to the request will not be displayed.

Example

> ip6 dhcp req_opt WAN2 -S 1

> ip6 dhcp req_opt WAN2 -r 1

> ip6 dhcp req_opt WAN2 -a

% Interface WAN2 is set to request following DHCPv6 options:
% sip name

>
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Telnet Command: ip6 dhcp client

This command allows you to use DHCPv6 protocol to obtain IPv6 address from server.

Syntax

ip6 dhcp client <WAN1]...|WAN10 > [-<command> <parameter>] ... ]

Syntax Description

Parameter

Description

client

It means the dhcp client settings.

[<command><parameter>]...]

The available commands with parameters are listed below.
[...] means that you can type in several commands in one line.

-a It means to show current DHCPv6 status.

-r It means to send RELEASE MESSAGE.

-p [IAID] It means to request identity association ID for Prefix Delegation.

-n [IAID] It means to request identity association ID for Non-temporary
Address.

-t <time> It means to set solicit interval.

<time>: 0 ~ 7 seconds (default value is 0).

-C <parameter>

It means to send rapid commit to server.
1: Enable
0: Disable

-i <parameter>

It means to send information request to server.
1: Enable
0: Disable

-e <parameter>

It means to enable or disable the DHCPv6 client.
1: Enable
0: Disable

-m <parameter>

It means to enable/disable server DUID set by Link layer and time.

1: Enable
0: Disable

-d

It means to display the client DUID.

-A <parameter>

It means to set authentication protocol.
0: Undefine
2: delayed protocol

-R <parameter>

It means to set realm value (max: 31 characters) in delayed
protocol.

<parameter>: Enter a string.

-S <parameter>

It means to set shared secret (max: 31 characters) in delayed
protocol.

<parameter>: Enter a string.

-K <parameter>

It means to set key ID (1~65535) in delayed protocol.
<parameter>: Enter a number.

Example

> ip6 dhcp client WAN2 -p 2008::1
This setting will take effect after rebooting.
Please use ''sys reboot”™ command to reboot the router.
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> ip6 dhcp client WAN2 -a

% Interface WAN2 has following DHCPv6 client settings:
% DHCPv6 client disabled

% request IA PD whose IAID equals to 2008
% request IA_NA whose IAID equals to 2008
% Solicit interval: O

% Authentication protocol: Undefined

% Realm:

% Shared secret key:

% Key ID: O

> system reboot

Telnet Command: ip6 dhcp server

This command allows you to configure DHCPv6 server.

Syntax

ip6 dhcp server [-<command> <parameter>| ... ]

Syntax Description

Parameter Description
server It means the dhcp server settings.
[<command> The available commands with parameters are listed below.

<parameter>]...]

[...] means that you can Enter several commands in one line.

-a It means to show current DHCPv6 status.
-b It means to show current DHCPV6 IP assignment table.
-n <name> It means to set a pool name.

-C <parameter>

It means to send rapid commit to server.

1: Enable
0: Disable
-e <parameter> It means to enable or disable the DHCPv6 server.
1: Enable
0: Disable
-t <time> It means to set prefer lifetime.
-y <time> It means to set valid lifetime.
-u <time> It means to set T1 time.
-0 <time> It means to set T2 time.

-i <pool_min_addr>

It means to set the start IPv6 address of the address pool.

-X <pool_max_addr>

It means to set the end IPv6 address of the address pool.

-R

It means to send reconfigure packet to the client.

-r <0/1> It means to disable (0) or enable (1) the auto range.
-N <0/1> It means to disable (0) or enable (1) the random address allocation.
-d <addr> It means to set the first DNS IPv6 address.
<addr> : Enter an IPv6 address.
-D <addr> It means to set the second DNS IPv6 address.

<addr> : Enter an IPv6 address.
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-m <1/0> It means to enable(1) or disable (0) the server DUID set by Link
Layter and Time.

-g <name> It means to set DNS domain search list.
<name>: Enter a name.

-z <0/1> It means to disable (0) or enable (1) the DHCP PD.

pdadd <suffix> <prefix_len>
<client linklocal><client
DUID>

It means to add PD node.

pddel <PD index>

It means to delete PD node.
<PD index>: Enter a number.

-A <parameter>

It means to set authentication protocol.
<parameter>: Enter 0, 2 or 3.

0: Undefine

2: delayed protocol

3: Reconfigure key

- M <parameter>

It means to set realm value (max: 31 characters) in delayed
protocol.

<parameter>: Enter a string.

-S <parameter>

It means to set shared secret (max: 31 characters) in delayed
protocol.

<parameter>: Enter a string.

-K <parameter>

It means to set key ID (1~65535) in delayed protocol.
<parameter>: Enter a number.

Example

> ip6 dhcp server -d FF02::1
> ip6 dhcp server -i ff02::1
> ip6 dhcp server -x ff02::3
> ip6 dhcp server -a

%
%
%
%
>

% Interface LAN has following DHCPv6 server settings:

DHCPV6 server disabled

maximum address of the pool: FF02::3
minimum address of the pool: FF02::1
1st DNS IPv6 Addr: FF02::1

Telnet Command: ip6 dhcp option_c

This command allows you to configure settings for DHCPv6 Client for WAN.

Syntax

ip6 dhcp option_c -h/

ip6 dhcp option_c -d <idx>

ip6 dhcp option_c -e <1 or 0> -w <wan unmber> -c¢ <option number> -v <option value>

ip6 dhcp option_c -e <1 or 0> -w <wan unmber> -c¢ <option number> -x <option value>

ip6 dhcp option_c -e <1 or 0> -w <wan unmber> -c <option number> -a <option value>

ip6 dhcp option_c -u <idx unmber>

Syntax Description
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Parameter Description

-l It means to list all custom set DHCP6 options.

-d <idx> It means to delete custom dhcp6 client option.
<idx> - The index number of the custom dhcp6 client option. The
maximum number is 35.

-e <1l or 0> Enable/disable option feature.
1:enable, O:disable
-w <wan unmber> It means to specify a WAN interface.
<wan number>-1, 2, 3... 10
-c <option number> It means to set the value of the option number (range: 0~65535).
<option number> - 0 -65535.
-v <option> It means to enter a string.
<option number> - A string.
-X <option number> It means to set the option number by raw byte (hex).
-a <option number> It means to set the option value by Ipv6 address.
<option number> - An Ipv6 address.
-u <idx unmber> It means to update the option number by index number.
-r: remove all custom DHCPv6 Client options
-r It means to remove all the customized DHCPv6 client options.
Example

> ip6 dhcp option c -e 1 -w 1/2 -c 30 -v domain_name

> ip6 dhcp option_c -1

% state idx interface opt type data
% enable 1 WAN1]2 30 ASCII domain_name
>

Telnet Command: ip6 dhcp option_s

This command allows you to configure settings for DHCPv6 server for LAN.

Syntax

ip6 dhcp option_s -h/I

ip6 dhcp option_s -d <idx>

ip6 dhcp option_s -e <1 or 0> -i <lan unmber> -c <option number> -v <option value>
ip6 dhcp option_s -e <1 or 0> -i <lan unmber> -c <option number> -x <option value>
ip6 dhcp option_s -e <1 or 0> -i <lan unmber> -c <option number> -a <option value>

ip6 dhcp option_s -u <idx unmber>

Syntax Description

Parameter Description

- It means to list all custom set DHCP6 server options.

-d <idx> It means to delete custom dhcp6 client option.
<idx> - The index number of the custom dhcp6 client option. The
maximum number is 40.

-e <l or 0> Enable/disable option feature.
1:enable, O:disable

-i <lan unmber> It means to specify a LAN interface.
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<lan number> a:all lan, r:routed subnet, -1:lanl, -2:lan2, and etc.

-c <option number> It means to set the value of the option number (range: 0~65535).
<option humber> - 0 -65535.
-v <option> It means to enter a string.
<option number> - A string.
-X <option number> It means to set the option number by raw byte (hex).
-a <option number> It means to set the option value by Ipv6 address.
<option number> - An Ipv6 address.
-u <idx unmber> It means to update the option number by index number.
-r: remove all custom DHCPv6 Client options
-r It means to remove all the customized DHCPv6 client options.
Example

> ip6 dhcp option_s -e 1 -1 1/2 -c 18 -x 2f70617468

> % state 1dx interface opt type data
% enable 1 LAN1/2 18 Hex 2170617468
>

Telnet Command: ip6 internet

This command allows you to configure settings for accessing Internet.

Syntax

ip6 internet -W n -M n [-<command> <parameter> | ... ]

Syntax Description

Parameter Description

-Wn W means to set WAN interface and n means different selections.
Default is WAN1.

n=1: WAN1
n=2: WAN2
n=3: WAN3

n=X: WANXx

-Mn M means to set Internet Access Mode (Mandatory) and n means
different modes (represented by 0 - 7)

n= 0: Offline,
n=1: PPP,

n=2: TSPC,
n=3: AICCU,
n=4: DHCPv6,
n=5: Static
n=6:6in4-Static
n=7:6rd

[<command> The available commands with parameters are listed below.
<parameter>|..] [...] means that you can type in several commands in one line.

-mn It means to set IPv6 MTU.
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N = any value (0 means “unspecified”).

6rd It means to set Username.
<username>= type a hame as the username (maximum 63
characters).
-C <n> It means to set 6rd connection mode.
n=0: Auto
n=1: Static
-s <server> It means to set 6rd IPv4 Border Relay.
<server>: Enter a string.
-m <n> It means to set 6rd IPv4 address mask length.
<n>: Enter a number.
-p <prefix> It means to set IPv6 prefix for 6rd connection.
<prefix>: Enter a prefix number of IPv6 address.
-1 <n> It means to set the prefix length for 6rd connection.
<n>: It means to enter a fixed value as the length of the prefix.
6in4 It means to view IPv6 Internet Access Profile.
-s <server> It means to set 6in4 remote endpoint IPv4 address.
-1 <IPv6 Addr> It means to set the IPv6 address for 6in4 connection.
-P <n> It means to set IPv6 WAN prefix length for 6in4 connection.
-p <prefix> It means to set 6in4 LAN Routed Prefix.
-l <n> It means to set 6in4 LAN Routed Prefix length.
-T <n> It means to set 6in4 Tunnel TTL.
TSPC/AICCU

-u <username>

It means to set username (max. 63 characters).
<username>: Enter a string.

-P <password>

It means to set Password (max. 63 characters).
<password>: Enter a password.

-s <server> It means to set Tunnel Server IP.
<server>: Enter an IPv4 Address or URL (max. 63 characters)
AICCU
-p <prefix> It means to set Subnet Prefix (AICCU).
<prefix>: Enter a prefix number of IPv6 address.
-l <n> It means to set Subnet Prefix length (AICCU).
<n>: Enter a number.
-0 <1/0> It means to set AICCU always on.
1:on
0: off
-f It means to set AICCU tunnel ID.
Static
-w <addr> It means to set Default Gateway.
<addr>: Enter an IPv6 address.
Others
-d <server> It means to set 1st DNS Server IP.
<server>: Enter an IPv6 address.
-D <server> It means to set 2nd DNS Server IP.
<server>: Enter an IPv6 address.
-t <dhcp/ra/none> It means to set ipv6 PPP WAN test mode for DHCP or RA.
<dhcp/ra/none> : Enter dhcp, ra or none.
-V It means to view IPv6 Internet Access Profile.
-k It means to dial the Tunnel on the WAN.
-j It means to drop the Tunnel on the WAN.
-rn It means to set Prefix State Machine RA timeout.
-cn It means to set Prefix State Machine DHCPv6 Client timeout.
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-q <0/1/2> It means to set WAN detection mode.
0:NS Detect
1:Ping Detect
2:Always On

-z <value> It means to set Ping Detect TTL (0-255).

<value>: Enter 0~255.

-X <hostname/ IPv6 addr>

It means to set Ping Detect Host (hostname or IPv6 address).
<hostname/ipv6 addr> : Enter a hostname or an IPv6 address.

-i <value> It means to set ipv6 connection interval.
<value>: Enter a number (1500-60000 (unit:10ms)).
-b <0/1> It means to enable DNSv6 based on DHCPV6.
1=on
0 = off
-R <0/1> It means to Enable RIPng.
l=on
0 = off
Example

> system reboot

> ip6 internet -W 2 -M 2 -u 88886666 -p draytekl123456 —s
amsterdam. freenet6.net

This setting will take effect after rebooting.
Please use ''sys reboot"” command to reboot the router.

Telnet Command: ip6 neigh

This command allows you to display IPv6 neighbour table.

Syntax

ip6 neigh -s <inet6_addr> <eth_addr> <LAN1/..LAN100/WAN1/...WAN10>
ip6 neigh -d <inet6_addr> <LAN1/..LAN100/WAN1/...WAN10>
ip6 neigh -a <inet6_addr> <LAN1/..LAN100/WAN1/...WAN10>

Syntax Description

Parameter

Description

-s <inet6_addr> <eth_addr>
<LAN1/..LAN100/WAN1/...W
AN10 >

It means to add a neighbour.
<inet6_addr>: Enter an IPv6 address.
<eth_addr>: Enter a submask address.

<LAN1/..LAN100/WAN1/...WAN10>: Specify an interface for the
neighbor.

-d <inet6_addr>
<LAN1/..LAN100/WAN1/...W
AN10>

It means to delete a neighbour.
<inet6_addr>: Enter an IPv6 address.

<LAN1/..LAN100/WAN1/...WAN10>: Specify an interface for the
neighbor.

-a <inet6_addr>
<LAN1/..LAN100/WAN1/...W
AN10>

It means to show neighbour status.
<inet6_addr>: Enter an IPv6 address.

<LAN1/..LAN100/WAN1/...WAN10>: Specify an interface for the
neighbor.

Example

‘ > ip6 neigh -s 2001:2222:3333::1111 00:50:7F:11:ac:22:WAN2
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Neighbour 2001:2222:3333::1111 successfully
> ip6 neigh -a

1/F ADDR MAC

LAN1 2001:2222:3333::1111

added!

FAILED

Telnet Command: ip6 pneigh

This command allows you to add a proxy neighbour.

Syntax
ip6 pneigh -s <inet6_addr> <LAN1]|LAN2]...]LAN1OO|WANL1]...

| WAN10>

ip6 pneigh -d <inet6_addr> <LAN1|LAN2]...|LAN1OO|WANL1]...|WAN10>

ip6 pneigh -a <inet6_addr><-N LAN1|LANZ2]...]LAN100JWANL1]|

Syntax Description

...|WAN10>

Parameter Description

-S <inet6_addr> < It means to add a proxy neighbour.
LANL|LANZ]...JLAN10O] <inet6_addr>: Enter an IPv6 address.

WANL1]...|WAN10>
<LAN1|LAN2]...]LAN1OO|WAN1]...]WAN
for the proxy neighbor.

10>: Specify an interface

-d <inet6_addr> < It means to delete a proxy neighbour.

LANL|LAN2]...|LAN100|

<inet6_addr>: Enter an IPv6 address.
WAN1]...|WAN10>

<LAN1|LAN2]...]LAN1OO|WANL1]...|WAN
for the proxy neighbor.

10>: Specify an interface

-a <inet6_addr> < It means to show proxy neighbour status.

LANL]LAN2]...|LAN10O|

<inet6_addr>: Enter an IPv6 address.
WANL1]...|WAN10>

for the proxy neighbor.

<LAN1|LAN2]...]LAN1OOJWANL1]...]WAN10>: Specify an interface

Example

> Ip6 neigh -s FE80::250:7FFF:FE12:300 LAN

% Neighbour FE80::250:7FFF:FE12:300 successfully added!

Telnet Command: ip6 route

This command allows you to set ip6 route.

Syntax

ip6 route -s <prefix> <prefix-length> <gateway> < LAN1|LAN2|
| VPN1]...]VPN500> <-D>

ip6 route -d <prefix> <prefix-length>

...|LAN10O]WAN1]...]WAN10

ip6 route -a < LAN1]LAN2|...|LAN1I0O|WANL1]...]WAN1O |VPN1]...|VPN500>

ip6 route -D

ip6 route -1
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Syntax Description

Parameter

Description

-s <prefix> <prefix-length>
<gateway> <LAN1 ...

|LAN10O|WAN1]... [WAN1O|V

PN1]...]VPN500> <-D>

It means to add a route.

<prefix>: It means to enter the prefix number of IPv6 address.
<prefix length>: It means to enter a fixed value as the length of
the prefix.

<gateway>: It means to enter the gateway of the router.
<LAN1]...|LAN1OO|WAN1]...]WAN10 |VPN1]...]VPN500>: It
means to specify LAN or WAN or VPN interface for such address.
<-D>: It means that such route will be treated as the default
route.

-d <prefix> <prefix-length>

It means to delete a route.
<prefix>: It means to enter the prefix number of IPv6 address.

<prefix length>: It means to enter a fixed value as the length of
the prefix.

-a<

LANZ|LAN2]...|LAN10O|WAN1
|...IWAN10|VPN1]... ] VPN500

>

It means to show the route status.

<LAN1]...|LAN10O|WAN1]...]WAN10| VPN1]...]VPN500>: It
means to specify LAN or WAN or VPN interface for such address.

It means to clear the routing table.

Example

> ip6 route -a LAN1

PREFIX/PREF I X-LEN

> ip6 route -s FE80::250:7FFF:FE12:500 16 FE80::250:7FFF:FE12:100 LAN1
% Route FE80::250:7FFF:FE12:500/16 successfully added!

I/F METRIC FLAG NEXT-HOP

::0.0.0.17128 LAN1 OuU ::
FE80::/128 LAN1 OuU ::
FE80::21D:AAFF:FE4B:3E80/128 LAN1 OuU ::
FE80::/64 LAN1 256 U ::
FE80::/716 LAN1 1024 UGS FE80::250:7FFF:FE12:100
FF00::/8 LAN1 256 U ::
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Telnet Command: ip6 ping

This command allows you to pin an IPv6 address or a host.

Syntax

ip6 ping <IPV6 address/Host> <LAN1|LAN2]...JLAN1OOJWANL1]...]WAN10> <send count>

<data_size>

Syntax Description

Parameter

Description

<IPV6 address/Host>

It means to specify the IPv6 address or host for ping.

<LAN1|LANZ2]...JLAN10O|W
AN1]...JWAN10 > <send
count> <data_size>

pinged.

It means to specify LAN or WAN interface for such address.
<send count>: Set how many packets sent for pinging.
<data_size>: 1 to 1452. Set the data size for each packet to be

Example

Pinging 2001:4860:4

Receive reply from
Receive reply from
Receive reply from
Receive reply from
Receive reply from

Packets: Sent = 5,
>

860: :8888

2001:4860:
2001:4860:
2001:4860:
2001:4860:
2001:4860:

Received = 5, Lost = 0 <% loss>

with 64 bytes of Data:

4860:
4860:
4860:
4860:
4860:

> Ip6 ping 2001:4860:4860::8888 WAN2

:8888,
:8888,
:8888,
:8888,
:8888,

time=330ms
time=330ms
time=330ms
time=330ms
time=330ms

Telnet Command: ip6 tracert

This command allows you to trace the routes from the router to the host.

Syntax

ip6 tracert <IPV6 address/Host>
ip6 tracert <IPV6 address/Host> <LAN1|LAN2]...|LAN10O|WANL1]...|WAN10>

Syntax Description

Parameter

Description

<IPV6 address/Host>

It means to specify the IPv6 address or host for ping.

<LAN1]...|LANIOO|WANL]...
|WAN10 >

It means to specify an interface for such address.

Example

> ip6 tracert 2001:4860:4860::8888 LAN1
traceroute to 2001:4860:4860::8888, 30 hops max through protocol ICMP
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1 2001:5C0:1400:B:-:-10B8 340 ms
2 2001:4DE0:1000:A22::1 330 ms
3 2001:4DEO:A::1 330 ms
4 2001:4DE0:1000:34::1 340 ms
5 2001:7F8:1: :A501:5169:1 330 ms
6 2001:4860::1:0:4B3 350 ms
7 2001:4860::8:0:2DAF 330 ms
8 2001:4860::2:0:66F 340 ms
9 Request timed out. *
10 2001:4860:4860::8888 350 ms

Trace complete.

>

Telnet Command: ip6 tspc

This command allows you to display TSPC status.

Syntax
ip6 tspc <ifno>

Syntax Description

Parameter Description

ifno It means the connection interface.
Ifno=1 (means WAN1)
Info=2 (means WAN2)

Example

> ip6 tspc 2

Local Endpoint v4 Address : 111.243.177.223

Local Endpoint v6 Address : 2001:05c0:1400:000b:0000:0000:0000:10b9
Router DNS name : 8886666 .broker.freenet6.net

Remote Endpoint v4 Address :81.171.72.11

Remote Endpoint v6 Address : 2001:05c0:1400:000b:0000:0000:0000:10b8
Tspc Prefixlen : 56

Tunnel Broker: Amsterdam.freenet.net

Status: Connected

>

Telnet Command: ip6 radvd

This command allows you to enable or disable RADVD server.

Syntax
Ip6 radvd <LAN1]LAN2]...]LAN100> [-<command> <parameter>| ... ]

Syntax Description

Parameter Description
<<command> The available commands with parameters are listed below.
<parameter>/...> <..> means that you can Enter several commands in one line.
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-s <0/1>

It means to enable or disable the default lifetime of the RADVD
server.

1: Enable the RADVD server.

0: Disable the RADVD server.

-D <0/1/2> It means to set RDNSS Disable/Enable/Deploy (0/1/2) when WAN is
up.

-d <lifetme> It means to set RA default lifetime.

-i <lifetme> It means to set RA min interval time(sec).

-1 <lifetme> It means to set RA MAX interval time(sec).

-h <hoplimit> It means to set RA hop limit.

-m <mtu/auto>

It means to set RAMTU, 1280-1500.
mtu: auto - auto select MTU from WAN,

-e <time> It means to set reachable time.

-a <time/infinity> It means to set retransmit timer /Zinfinity.

-p <0/1/2> It means to set radvd default preference Low/Medium/High.
0-low
1-medium
2-high

-v It means to view radvd configuration.

-V It means to view setting in RA.

-L <time/infinity>

It means to set prefix valid lifetime.

-P <time/infinity>

It means to set prefix preferred lifetime.

-r <num>

It means to to set RA test for item.

<num>: 0, 121, 124

0: default,

121: logo 121,

124: logo 124..
-R It means to reload Config and send RA for subnets.
-u It means to view MTU on all interfaces.

Example

> ip6 radvd LAN1 -s 1
% [LAN1] setting !
% Enable LAN1 radvd OK!
This setting will take effect after rebooting.
Please use ''sys reboot' command to reboot the router.> ip6 radvd -V
> ip6 radvd LAN1 -d 1800
% [LAN1] setting !
% Set default lifetime ok: 1800 !
> ip6 radvd LAN1 -V
% [LAN1] setting !

% Default Lifetime : 0 seconds
% min interval time : 200 seconds
% MAX interval time : 600 seconds
% Hop limit : 64

% MTU -0

% Reachable time -0

% Retransmit time -0

% Preference : Medium

>

Telnet Command: ip6 mngt

This command allows you to manage the settings for access list.
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Syntax
ip6 mngt list

ip6 mngt list [add <Index> <IPv6 Object Index> |remove <Index>]flush]

ip6 mngt status

ip6 mngt <internet|http]telnet]ping]https]ssh]enforce_https> <on|off>

Syntax Description

Parameter

Description

list

It means to show the setting information of the access list.

add <Index> <IPv6 Object
Index> |remove
<Index>|flush

It means to add an IPv6 address which can be used to execute
management through Internet.

<Index >: 1 to 10. Ten profiles can be set for IPv6 access list.
<IPv6 Object Index>: It means the index number of IP object (1 to
64) .

remove <Index>: It means to remove (delete) the specified IP
object.

flush It means to clear the IPv6 access table.
status It means to show the status of IPv6 remote management.
internet/ These protocols are used for accessing Internet.

http/telnet/ping/https/ssh
/enforce_https

on/off

It means to enable (on) or disable (off) the Internet accessing
through http/telnet/ping.

Example

%% Set OK.
% IPv6 Access List :
> ip6 mngt status

internet access

off, ping : off,

> ip6 mngt list add 1 1

telnet

% IPv6 Remote Management :
: off,

: off,
enforce_https :

http :
off

off, https : off,

ssh :

Telnet Command: ip6 online

This command allows you to check the online status of IPv6 LAN /WAN.

Syntax

ip6 online <WAN1]...|WAN10>

Syntax Description

Parameter

Description

<WAN1]...|WAN10>

It means the connection interface.

Example

> ip6 online WAN1

% Default Gateway

% WAN1 online status
% IPv6 WAN1 Disabled
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% Interface : DOWN
% UpTime : 0:00:00

% IPv6 DNS Server: :: Static
% IPv6 DNS Server: :: Static
% IPv6 DNS Server: :: Static

% Tx packets = 0, Tx bytes = 0, Rx packets = 0, Rx bytes = 0
% MTU Onlink: 1280 , Config MTU : O

Telnet Command: ip6 aiccu

This command allows you to set IPv6 settings for WAN interface with connection type of
AICCU.

Syntax
ip6 aiccu -i <ifno> -r

ip6 aiccu -i <ifno> -s

Syntax Description

Parameter Description

<Ifno> It means the connection interface.
1=WAN1
2=WAN?2

-r It means to remove (delete) the specified index number with IPv6
settings.

-S It means to display the AICCU status.

Example

> ip6 aiccu -i 1 -s
ip6 aiccu -i 1 -s
>

Telnet Command: ip6 ntp

This command allows you to set IPv6 settings for NTP (Network Time Protocols) server.

Syntax

ip6 ntp -h

ip6 ntp -v

ip6 ntp -p <0/1>

Syntax Description

Parameter Description
-h It is used to display the usage of such command.
-V It is used to show the NTP state.
-p <0/1> It is used to specify NTP server for IPv6.
0 - Auto
1 - First Query IPv6 NTP Server.

Example
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> ip6 ntp -p 1
% Set NTP Priority: IPv6 First

Telnet Command: ip6 lan

This command allows you to set IPv6 settings for LAN interface.

Syntax

ip6 lan -1 n <-<l:w:d:D:m:0:s> <parameter>/ ... >

Syntax Description

Parameter Description

-h It is used to display the usage of such command.

-l <n> It means to selete LAN interface to be set.
n=1: LAN1
n=2: LAN2, ... x: LANx. Default is LAN1

-w <n> It means to selete WAN interface to be primary interface.
n=0: None,

n=1: WAN1 ,

n=2: WANZ2, ... x: WANX.

-d <server> It means to set 1st DNS Server IP.
<server>: Enter the IPv6 Address.

-D <server> It means to set 2nd DNS Server IP.
<server>: Enter the IPv6 Address.

-m <n> It means to set ipv6 LAN management.
n=0:0FF

n=1:SLAAC. Default is SLAAC
n=2:DHCPv6

-0 <n> It means to enable Other option(O-bit) flag. (O-bit is redundant
when management is DHCPV6)

n=0: Disable

n=1: Enable.

-e <n> It means to add an extension WAN.
n: 1: WAN1, 2: WAN2, ... x: WANX.

-E <n> It means to delete an extension WAN.
n: 1: WAN1 ,2: WANZ2, ... X: WANX.

-b <map> It means to set bit map(decimal) for extension WAN.
<map>: 0: WAN1; 1: WAN2, ... n: WAN(n+1).

-f<n> It means to disable IPv6.
n=1: Disable IPv6,
n=0: Enable IPv6.

-R <n> It means to enable /disable RIPng.
n=1: Enable RIPng,
n=0: Disable RIPng.

-s <n> It means to show IPv6 LAN setting.
n=0:show all. Default is show all.
n=1 to 8: LAN1 to LANS.

n=17: DMZ.

Example

> ip6 lan -1 2 -w 1 -d 2001:4860:4860::8888 -0 1 -f 0 -s 2
% Set LAN2!

% Set primary WAN1!

% Set 1st DNS server 2001:4860:4860::8888
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% [LAN2] setting:

% Set Other Option Enable!
% [LAN2] support ipv6!

This setting will take effect after rebooting.
Please use ''sys reboot"™ command to reboot the router.

% Primary WAN - WAN1

% Management : SLAAC

% Other Option : Enable

% WAN Exten > None

% Subnet 1D t 2

% Static IP(0) : ::/0

% [ifno: O, enable: 0]

% Static IP(1) - ::/0

% [ifno: O, enable: 0]
% Static IP(2) : ::/0

% [ifno: O, enable: 0]
% Static IP(3) - ::/0

% [ifno: O, enable: 0]
% DNS1 : 2001:4860:4860::8888
% DNS2 : 2001:4860:4860::8844
% ULA Type : OFF

% RIPNg : Enable

>

Telnet Command: ip6 session

This command allows you to set sessions limit for IPv6 address.

Syntax

ip6 session on

ip6 session off

ip6 session default <num>
ip6 session status

ip6 session show

ip6 session add <IP1-IP2><num>

ip6 session del <IP1>/<all>

Syntax Description

Parameter Description
on It means to turn on session limit for each IP.
off It means to turn off session limit for each IP.

default <num>

It means to set the default number of session num limit.
<num>: Enter a number.

status It means to display the current settings.

show It means to display all IP range session limit settings.

add <add/del>: It means to add the session limit for an IPv6 range.
<IP1-1P2> : Specify a range for IPv6 addresses.
<num>: Enter a number.

del <del>: It means to delete the session limit for an IPv6 range.

<IP1> : Specify the first IPv6 address within the IPv6 range.
all: Delete all the session limits.
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Example

> ip6 session on

> ip6 session status

IPv6 range:

> ip6 session add 2100:ABCD::2-2100:ABCD::10 100

2100:ABCD::2 - 2100:ABCD::10 : 100

Current ip6 session limit is turn on

Current default session number is 100

Telnet Command: ip6 bandwidth

This command allows you to set IPv6 settings for bandwidth control.

Syntax
ip6 bandwidth on
ip6 bandwidth off

ip6 bandwidth default <tx_rate> <rx_rate>

ip6 bandwidth status
ip6 bandwidth show

ip6 bandwidth add <IP1-IP2> <tx><rx><shared>

ip6 bandwidth del <IP1> /all

Syntax Description

Parameter Description
on It means to turn on bandwidth limit for each IP.
off It means to turn off bandwidth limit for each IP.

default <tx_rate> <rx_rate>

It means to set the default transmission (tx), receiving (rx) rate of
bandwidth limit (0-30000 Kbps/Mbps).

<tx_rate>: Enter a number.

<rx_rate>: Enter a number.

status It means to display the current settings.
show It means to display all IP range bandwidth limit settings.
add <IP1-1P2> <add>: It means to add the bandwidth limit for an IPv6 range.
<tx><rx><shared> <del>: It means to delete the bandwidth limit for an IPv6 range by
first IP (IP1) or 'del all'.
<IP1-IP2> - Specify a range for IPv6 addresses.
<tx><rx>: It means the bandwidth limit for transmission and
receivign rate.
<shared>: It means the bandwidth will be shared for the IPv6 range.
del < IP1> /all It means to delete the bandwidth limit for an IPv6 range by first IP
(IP1) or del all.
<IP1> : Specify the first IPv6 address within the IPv6 range.
all: Delete all the session limits.
Example

> ip6 bandwidth on

> ip6 bandwidth add 2001:ABCD::2-2001:ABCD::10 512 5M shared
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> ip6 bandwidth status

IPv6 range:
2001:ABCD::2 - 2001:ABCD::10 : Tx:512K Rx:5M shared

Current 1p6 Bandwidth limit is turn on

Current default ip6 Bandwidth rate is Tx:2000K Rx:8000K bps

Telnet Command: ipf view

IPF users to view the version of the IP filter, to view/set the log flag, to view the running IP
filter rules.

Syntax
ipf view [-VcdhrtzZ]

Syntax Description

Parameter Description

-V It means to show the version of this IP filter.

-d It means to show the running data filter rules.

-h It means to show the hit-number of the filter rules.

-r It means to show the running call and data filter rules.

-t It means to display all the information at one time.

-z It means to clear a filter rule’s statistics.

-Z It means to clear IP filter’s gross statistics.
Example

> ipf view -V -d
ipf: IP Filter: v3.3.1 (14800)

Kernel: 1P Filter: v3.3.1

Running: yes

Log Flags: Ox0O = none set

Default: pass all, Logging: available

>

Telnet Command: ipf set

This command is used to set general rule, filter set and filter rule for firewall.

Syntax

ipf set <Options>

ipf set <SET_NO><Options>

ipf set <SET_NO> rule <RULE_NO><Options>

Syntax Description
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Parameter

Description

<Options>

It means to set the firewall general setup and default rule.

<SET_NO><Options>

It means to set the firewall fiter set including comments and
next fiter set.

<SET_NO> rule
<RULE_NO><Options>

It means to set the firewall rule in filter set.
For detailed information, refer to Telnet Command: ipf rule.

About ipf set <options>

-V

It means to view the configuration of general set.

-Cc <pl>

It means to setup Call Filter.
<pl>: Specify the index number (1 to 12) of the set profile.
To disable the setting, enter "0".

-d <p1>

It means to setup Data Filter.
<pl>: Specify the index number (1 to 12) of the set profile.
To disable the setting, enter "0".

-p <pl><p2>

It means to setup actions for packet not matching any rule
and whether record syslog.

<pl>: Type “0” to let packets not matching any rule pass;
Type “1” to block the packets not matching any rule.

<p2>: "0" means the log related to rule matching will not be
recorded on Syslog; "1" means the log related to rule
matching will be recorded on Syslog.

For example, to set pass for packet not matching any rule
and enable syslog, -p 0 1.

-R <v4/v6>
<Enable/Disable>

It means to accept routing packet from WAN.
<v4/v6>: IPv4 or IPv6.
<Enable/Disable>: Enter 0 (enable) or 1 (disable).

Set Accept routing packet from WAN by IPv4, please enter -R
v4 0.

-L <pl1> It means to enable or disable the Strict Security Firewall
function.
<pl>: Enter 1(enable) or 0 (disable).

-C <p1> It means to setup Code Page.

<pl>: Enter a code page number (0 to 20). For example, ipf
set -C 20.

0. None

. ANSI(1250)-Central Europe
. ANSI(1251)-Cyrillic

. ANSI(1252)-Latin |

. ANSI(1253)-Greek

. ANSI(1254)-Turkish

. ANSI(1255)-Hebrew

. ANSI(1256)-Arabic

. ANSI(1257)-Baltic

. ANSI(1258)-Viet Nam

10. OEM(437)-United States
11. OEM(850)-Multilingual Latin |
12. OEM(860)-Portuguese

© 00 N O 01 A WDN P
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13. OEM(861)-Icelandic

14. OEM(863)-Canadian French

15. OEM(865)-Nordic

16. ANSI/OEM(874)-Thai

17. ANSI/OEM(932)-Japanese Shift-JIS

18. ANSI/OEM(936)-Simplified Chinese GBK
19. ANSI/OEM(949)-Korean

20. ANSI/OEM(950)-Traditional Chinese Big5

-M <pl><p2> It means to setup APP Enforcement and Syslog.
<pl>: Enter a number (0 to 32). In which, 0 means none; 1 to
32 mens the index number of the profile.
<p2>: "0" means the log related to APP Enforcement will not
be recorded on Syslog; "1" means the log related to APP
Enforcement will be recorded on Syslog.

-U <pl><p2> It means to setup URL Content Filter for packets not
matching any rule.
<pl>: Enter a number (0 to 8). In which, 0 means none; 1 to 8
mens the index number of the profile.
<p2>: "0" means the log related to URL Content Filter will not
be recorded on Syslog; "1" means the log related to URL
Content Filter will be recorded on Syslog.

-W <pl><p2> It means to setup Web Content Filter for packets not
matching any rule.
<p1>: Enter a number (0 to 8). In which, 0 means none; 1to 8
mens the index number of the profile.
<p2>: "0" means the log related to Web Content Filter will
not be recorded on Syslog; "1" means the log related to Web
Content Filter will be recorded on Syslog.

-D <pl><p2> It means to setup DNS Filter for packets not matching any
rule.
<pl>: Enter a number (0 to 8). In which, 0 means none; 1 to 8
mens the index number of the profile.
<p2>:"0" means the log related to DNS Filter will not be
recorded on Syslog; "1" means the log related to DNS Filter
will be recorded on Syslog.

-a <pl> It means to configure the advanced settings.

-f <pl> It means to accept large incoming fragmented UDP or ICMP
packets.
<p1>: Enter 1(enable) or O (disable).

-t <pl> It means to enable or disable the Transparent Mode.
<pl>: Enter 1(enable) or 0 (disable).

-E <p1><p2> It means to set the maximum count for session limitation.
<pl>: Enter a number (0 to 50000)
<p2>: "0" means the log related to session control will not be
recorded on Syslog; "1" means the log related to session
control will be recorded on Syslog.

-Q <pl><p2> It means to set the QoS Class.

<pl>: Enter a number (0 to 4).
0: None
1: Class 1
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2: Class 2
3: Class 3
4: Default Class

<p2>: "0" means the log related to QoS Class will not be
recorded on Syslog; "1" means the log related to QoS Class
will be recorded on Syslog.

-Y <pl><p2>

It means to set the User Management.
<pl>: Enter a number (-1 to 2).

-1: None

0: All

1: user object

2: user group

<p2>: 1 to 200(if pl is set with 1, user object) or 1 to 32(if p1
is set with 2, user group)

-y <p1>

It means the log related to User Management will be or be
not recorded on Syslog.

<pl>: Enter 1(enable) or 0 (disable).

-w <pl>

It means to set the window size of TCP protocol.
<pl>: Enter a value (0 to 65535).

-A <pl>

It means to enable or disable the function of packet capture.

<pl>: Enter 1(enable) or O (disable).

About ipf set <SET_NO><Options>

-m <Comments>

It means to set comment for a filter set.
<Comments>: Enter a description for the filter set.

-V

It means to view the comment and the next filter set.

-n <NEXT_SET_NO>

It means to specify the next filter set of current filter set.
<NEXT_SET_NO>: Enter a number (1 to 12).
For example, ipfsetl-n 2.

About ipf set <SET_NO> rul

e <RULE_NO><Options>

<SET_NO>

Range from 1 to 50.

<RULE_NO> Range from 1 to 30.
-e <1/0> Enable the filter set.
<1/0>: Enter 1(enable) or 0 (disable).
-V It means to view the configuration of the rule set.
-D <value> It means to set the direction of the rule.

<value>: 0, 1, 2

0 - LAN/RT/VPN -> WAN

1 - WAN -> LAN/RT/VPN

2 - LAN/RT/VPN -> LAN/RT/VPN
3 - WAN -> Localhost

-l e]d <paral,para2,...

It means to set incoming interface.
e: enable; d:disable

<paral,para2,...>: Specify interfaces including all, LAN1 to
LAN100, DMZ, RT, VPN, WAN1 to WAN52.

RT means IP Routed Subnet.
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-0 e]d <paral,para2,...> | It means to set outgoing interface.
e: enable; d:disable

<paral,para2,...>: Specify interfaces including all, LAN1 to
LAN100, DMZ, RT, VPN, WAN1 to WAN52.

RT means IP Routed Subnet.

-s "o]o6]g|g6]c <field> It means to specify source IP object, IP group or country
<obj>" object.

o: IP object. Ranges from 0 to 192. 0 means none.

06: IPv6 object. Ranges from 0 to 64. 0 means none.

g: IP group. Ranges from 0 to 32. 0 means none.

g6: IPv6 group. Ranges from 0 to 32. 0 means none.

c: country object. Ranges from 1 to 32.

<field> Indicates the quantity of objects/groups can be set
for this rule at one time.

-2 object profiles are allowed for 1Pv4
-2 group profiles are allowed for IPv4 group
-3 object profiles are allowed for IPv6
-1 group profiles is allowed for IPv6 group
<obj>: indicates index number of object or index number of
group.
-Range for IPv4, from 1 to 192, 0 means none.
-Range for IPv4 group, from 1 to 32, 0 means none.
-Range for IPv6, from 1 to 64, 0 means none.
-Range for IPv6 group, from 1 to 32, 0 means none.
-Ranges for country object, from 1 to 32.

For example, -s "0 1 2" means IPv4 object profile 1 and 2 are
set as source IP.

Example: > ipfrule31-el1-s"0o12"

-d "o]o6]g|g6]c <field> It means to set the destination object, group or country.
<obj>" o: IP object. Ranges from 0 to 192. 0 means none.

06: IPv6 object. Ranges from 0 to 64. 0 means none.

g: IP group. Ranges from 0 to 32. 0 means none.

g6: IPv6 group. Ranges from 0 to 32. 0 means none.

c: country object. Ranges from 1 to 32.

<field> Indicates the quantity of objects/groups can be set
for this rule at one time.

-2 object profiles are allowed for IPv4
-2 group profiles are allowed for IPv4 group
-3 object profiles are allowed for IPv6
-1 group profiles is allowed for IPv6 group
<obj>: indicates index number of object or index number of
group.
-Range for IPv4, from 1 to 192, 0 means none.
-Range for IPv4 group, from 1 to 32, 0 means none.
-Range for IPv6, from 1 to 64, 0 means none.
-Range for IPv6 group, from 1 to 32, 0 means none.
-Ranges for country object, from 1 to 32.

For example, -d "o 1 2" means IPv4 object profile 1 and 2 are
set as destination IP.
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Example: > ipfrule31-e1-d"022"

-d "u <Address Type> It means to configure destination IP address including
<Start IP Address> <End IP | address type, start IP address, end IP address and address
Address> / <Address mask.
Mask>" u : It means “user defined”.
Address Type : Type the number (representing different
address type).

0 : Subnet Address
1 : Single Address
2 : Any Address

3 : Range Address

Example: Set Subnet Address => -d "u 0 192.168.1.10
255.255.255.0"

Set Single Address =>-d "u 1 192.168.1.10 "
Set Any Address =>-d "u 2"
Set Range Address =>-d "u 3192.168.1.10 192.168.1.15 "

-S 0] g <obj> It means to set service type object.

o0 : indicates “object” profile.

g: indicates “group” profile.

<obj>: indicates index number of object or index number of

group. Available settings range from 1-96. For example, -S "o
1" means the first service type object profile.

-S u <protocol> It means to set advanced setting of the protocol and the port
<source_port_value> range for the service type.

<destination_port_value> | <protocol>: Protocol. Ranges from 0 to 255. In which,

TCP(6), UDP(17), TCP/UDP(255), Any(0), ICMP(1),
ICMPv6(58), Other(other)

<source_port_value>: Set port number, port range for the
service type.

i.e: 1,3,5

1: Port OP, range is 0-3, 0:==, 1:!=, 2:>, 3:<

3: Port range of the Start Port Number, range is 1-65535.
5: Port range of the End Port Number, range is 1-65535.
<destination_port_vale>:

i.e: 2,4,6

2: Port OP, range is 0-3, 0:==, 1:1=, 2:>, 3:<

4: Port range of the Start Port Number, range is 1-65535.
6: Port range of the End Port Number, range is 1-65535.

-f <value> Set the fragment type.
<value>: 0 to 3. In which,
0: Dont care

1: ungragmented
2: Fragmented
3: Too short.

-F "<Param 0> <Param 1>" | It means the Filter action you can specify.

<Param 0>: Enter the number to set the filter action.
0 : Pass Immediately.
1 : Block Immediately.
2 : Pass if no further match.
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3 : Block if no further match.
<Param 1>: Let the log be recorded on Syslog.
0 : Disable Log.
1 : Enable Log.

-m "<Param 0> <Param 1>" | It means to set MAC Bind IP type and the Syslog.
<Param 0>: Enter the number to choose the type.
0 : Non-Strict.
1 : Strict.
<Param 1>: Let the log be recorded on Syslog.
0 : Disable Log.
1 : Enable Log.

-Y <Param 0> <Param 1> It means to set the User Management.
<Param 0>: Enter the number to choose the type.
-1 : None.
0 : All.
1 : User Object
2 : User group

<Param 1>: Let the log be recorded on Syslog if <Param 0> is
set with None/ALL.

0 : Disable.
1 : Enable.

Enter the user object number (1 to 200) / group number (1 to
32) if <param 0> is set with User Object.

-y <value> It means the log related to User Management will be or be
not recorded on Syslog.

<value>: Enter 1(enable) or 0 (disable).

-L <Param 0> <Param 1> It means to set the maximum count for the session
limitation.

<Param 0>: Enter the number (0 to 150000) to choose the
type.
<Param 1>: Let the log be recorded on Syslog.
0 : Disable.
1 : Enable.

-q <Param 0> <Param 1> It means to set the classification for QoS.
<Param 0>:
1- Class 1,
2 - Class 2,
3 -Class 3,
4 - Other
<Param 1>: Let the log be recorded on Syslog.
0 : Disable.
1 : Enable.

-A "<Param 0>" It means to enable or disable the packet capture function.
<Param 0>: Enter O or 1.

0 : Disable.

1: Enable.

-1 <Param 0> <Param 1> It means load balance policy.
Such function is used for “debug” only.
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<Param 0>: Enter 0, 1, 2, or 3.
0: Auto-Select,
1: WAN 1.
2: WAN 2.
3: WAN 3.
<Param 1>: Enter O or 1.
0: Disable Log.
1: Enable Log.

-a "<Param 0> <Param 1>"

It means to specify which APP Enforcement profile will be
applied.

<Param 0> : Available settings range from 0 ~ 32. “0” means
no profile will be applied.

<Param 1> : Let the log be recorded on Syslog.
0 : Disable.
1 : Enable.

-u <Param 0> <Param 1>

It means to specify which URL Content Filter profile will be
applied.

<Param 0> : Available settings range from 0 ~ 8. “0” means
no profile will be applied.

<Param 1> : Let the log be recorded on Syslog.
0 : Disable.
1: Enable.

-w "<Param 0> <Param 1>"

It means to specify which Web Content Filter profile will be
applied.

<Param 0> : Available settings range from 0 ~ 8. “0” means
no profile will be applied.

<Param 1> : Let the log be recorded on Syslog.
0 : Disable.
1 : Enable.

-n "<Param 0> <Param 1>"

It means to specify which DNS Filter profile will be applied.

<Param 0> : Available settings range from 0 ~ 8. “0” means
no profile will be applied.

<Param 1> : Let the log be recorded on Syslog.

0 : Disable.
1 : Enable.
-N <value> It means to set the Next Filter Set.
<value> : Available settings range from 0 ~ 50. “0”” means no
profile will be applied.
0 : None
1: Set#1; 2: Set#2, and so on.
-¢ <0~20> It means to set code page. Different number represents

different code page.

0. None

. ANSI(1250)-Central Europe
. ANSI(1251)-Cyrillic

. ANSI(1252)-Latin |

. ANSI(1253)-Greek

. ANSI(1254)-Turkish

. ANSI(1255)-Hebrew

o OB W DN
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7. ANSI(1256)-Arabic

8. ANSI(1257)-Baltic

9. ANSI(1258)-Viet Nam

10. OEM(437)-United States

11. OEM(850)-Multilingual Latin |

12. OEM(860)-Portuguese

13. OEM(861)-Icelandic

14. OEM(863)-Canadian French

15. OEM(865)-Nordic

16. ANSI/OEM(874)-Thai

17. ANSI/OEM(932)-Japanese Shift-JIS

18. ANSI/OEM(936)-Simplified Chinese GBK
19. ANSI/OEM(949)-Korean

20. ANSI/OEM(950)-Traditional Chinese Big5

-C "<Windows Size> It means to set Window size and Session timeout (Minute).

<Session_Timeout>" <Windows Size> - Available settings range from 1 ~ 65535.
<Session_Timeout> - Make the best utilization of network
resources.

e.g.: ipfset 1 rule 1 -C "600 30"

-b <value> It means to enable or disable the DrayTek Banner.
<value>: 0 : Disable; 1 : Enable.

-t "i <Param 0> <Param It means to set schedule profile. Totally, there are four sets
1> of schedule profiles can be specified.

<Param 0>: Enter the index number (1 to 4) for each set.

<Param 1>: Enter the index number (0 to 15) of the schedule
profile for each set. 0 means none.

For example, -t "i 1 3" means schedule profile #3 is
configured for set #1.

Example: > ipfrule31-el1-t"il13"

-t "c <value>" It means to enable or disable the function of clearing
sessions when the schedule is ON.

<value>: 0 : Disable; 1 : Enable.
i.e:-t"c1"

-M <Your Comments> It means to set comments for the filter rule.
<Your Comments>: Enter a brief description.

-U "<Up or Down>" It means to move up or move down the order of a filter rule
in the filter set.

up: It indicates move the filter rule up.
down: It indicates move the filter rule down.

Example

> ipf set 1 -m sansansan
> ipfset -c3 p01
Setting saved.

> ipf set -R "v4 1"
Setting saved.

> ipf set -R "v6 1"
Setting saved.
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> ipf set -v

Call Filter: Enable (Start Filter Set
Data Filter: Enable (Start Filter Set
Log Flag : Disable

3)
2)

Actions for packet not matching any rule:
Pass or Block : Pass
CodePage : ANSI1(1252)-Latin |
Max Sessions Limit: 150000
Current Sessions : 7

Mac Bind IP : Non-Strict
QO0S Class - None
Packet Capture : Disable
APP Enforcement : None

URL Content Filter: None

WEB Content Filter: None

DNS Filter - None
Load-Balance policy : Auto-select

CodePage : ANSI(1252)-Latin 1
Window size : 65535

Session timeout : 60

DrayTek Banner > Enable

Accept large incoming fragmented UDP or ICMP packets: Enable
Transparent Mode : Disable

Block routing packet from WAN:
[v] 1PvV4
[v] IPv6

[v] Enable Strict Security Firewall
>

Telnet Command: ipf rule

This command is used to set filter rule for firewall.

Syntax
ipf rule s r [-<command> <parameter> | ...

ipfrulesr -v

Syntax Description

Parameter Description

S It means the Filter Set.
s: Enter a value (1 to 50).
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r It means Filter Rule
r: Enter a value (1~30).

[<command> The available commands with parameters are listed below.
<parameter>]..] [...] means that you can type in several commands in one line.
-e <0/1> It means to enable or disable the rule setting.
0: disable
1:enable
-V It is used to show current filter rule settings.
-D <value> It means to set the direction of packet flow. It is for Data Filter
only.

0: LAN/ RT/VPN -> WAN

1: WAN -> LAN/RT/VPN

2: LAN/RT/VPN -> LAN/ RT/VPN
3: WAN ->Localhost

PS: RT means IP Routed Subnet

-l "<e/d><paral, para2,...>" | It means to set incoming interface.
e: Enable the function.
d: Disable the function.

Paral, para2,...: Available values include all, LAN1, LAN2, ...,
LAN100, DMZ, RT, VPN, WANI1, ..., WAN52.

Example: > ipfrule 31 -e 1 -l "e LAN1"

-0 "<e/d><paral, para2,...>" | It means to set outgoing interface.
e: Enable the function.
d: Disable the function.

Paral, para2,...: Available values include all, LAN1, LAN2, ...,
LAN100, DMZ, RT, VPN, WAN1, ..., WAN52.

Exampe: > ipfrule 31 -e 1 -0 "e LAN2"

-s "0/06/9/g6/c <field> It means to specify source IP object, IP group.
<obj>" o: Indicates “IPv4 object”.

06: Indicates “IPv6 object".

g: Indicates “IPv4 group”.

g6: Indicates “IPv6 group”.

c: Indicates “country object”.

field: Indicates the quantity of objects/groups that can be set for
this rule at one time.

-2 object profiles are allowed for IPv4

-2 group profiles are allowed for IPv4 group
-3 object profiles are allowed for IPv6

-1 group profiles is allowed for IPv6 group

obj : indicates index number of object or index number of group.
-Range for IPv4, from 1 to 192, 0 means none.

-Range for IPv4 group, from 1 to 32, 0 means none.
-Range for IPv6, from 1 to 64, 0 means none.
-Range for IPv6 group, from 1 to 32, 0 means none.
-Ranges for country object, from 1 to 32.

For example, -s "0 1 2" means IPv4 object profile 1 and 2 are set as
souce IP.

Exampe: > ipfrule31l-el-s"o1l2"

-s "u <Address Type> <Start It means to configure source IP address including address type,
IP Address> <End IP Address> | start IP address, end IP address and address mask.

/ <Address Mask>" u : It means “user defined”.
Address Type : Type the number (representing different address
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type).

0 : Subnet Address

1 : Single Address

2 : Any Address

3 : Range Address

Example:

Set Subnet Address => -s "u 0 192.168.1.10 255.255.255.0"
Set Single Address => -s "u 1 192.168.1.10 "

Set Any Address =>-s"u 2 "

Set Range Address => -s "u 3 192.168.1.10 192.168.1.15"

-d "o/06/g/g6/c <field> It means to specify destination IP object, IP group.
<obj>" o: Indicates “IPv4 object”.

06: Indicates “IPv6 object".

g: Indicates “IPv4 group”.

g6: Indicates “IPv6 group”.

c: Indicates “country object”.

field: Indicates the quantity of objects/groups can be set for this
rule at one time.

-2 object profiles are allowed for IPv4

-2 group profiles are allowed for IPv4 group
-3 object profiles are allowed for IPv6

-1 group profiles is allowed for IPv6 group

obj : indicates index number of object or index number of group.
-Range for IPv4, from 1 to 192, 0 means none.

-Range for IPv4 group, from 1 to 32, 0 means none.
-Range for IPv6, from 1 to 64, 0 means none.
-Range for IPv6 group, from 1 to 32, 0 means none.
-Ranges for country object, from 1 to 32.

For example, -s "0 1 2" means IPv4 object profile 1 and 2 are set as
destination IP.

Exampe: >ipfrule31-el1-d"022"

-d "u <Address Type> <Start It means to configure destination IP address including address type,
IP Address> <End IP Address> | start IP address, end IP address and address mask.

/<Address Mask>" u : It means “user defined”.

Address Type : Type the number (representing different address
type).

0 : Subnet Address

1 : Single Address

2 : Any Address

3 : Range Address

Example:

Set Subnet Address => -d "u 0 192.168.1.10 255.255.255.0"
Set Single Address => -d "u 1 192.168.1.10 !
Set Any Address =>-d "u 2 "

Set Range Address => -d "u 3 192.168.1.10 192.168.1.15"

-S 0o/g <obj> It means to specify Service Type object.

o : indicates “object” profile.

g: indicates “group” profile.

<obj> : indicates index number of object or index number of group.

Available settings range from 1-96. For example, -S "o 1" means the
first service type object profile.

-S "u <protocol> It means to configure advanced settings for Service Type, such as
<source_port_value> protocol and port range.
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<destination_port_vale>" u : it means “user defined”.

<protocol> : It means TCP(6),UDP(17), TCP/UDP(255), Any(0),
ICMP(1), ICMPv6(58), Other(other)

<source_port_value> :
1: Port OP, range is 0-3. 0:= =, 1:1=, 2:>, 3:<

3 : Port range of the Start Port Number, range is
1-65535.

5 : Port range of the End Port Number, range is 1-65535.
<destination_port_value>:
2 : Port OP, range is 0-3, 0:==, 1:1=, 2:>, 3:<

4 : Port range of the Start Port Number, range is
1-65535.

6: Port range of the End Port Number, range is 1-65535.

-f <value> It means to set fragment type.
0 : Don't care.

1 : Unfragmented.

2 : Fragmented.

3 : Too Short

-F "<Param 0> <Param 1>" It means the Filter action you can specify.
<param 0>: Enter the number to set the filter action.
0 : Pass Immediately.
1 : Block Immediately.
2 : Pass if no further match.
3 : Block if no further match.
<Param 1>: Let the log be recorded on Syslog.
0 : Disable Log.
1 : Enable Log.

-m "<Param 0> <Param 1>" It means to set MAC Bind IP type and the Syslog.
<param 0>: Enter the number to choose the type.
0 : Non-Strict.
1 : Strict.
<Param 1>: Let the log be recorded on Syslog.
0 : Disable Log.
1 : Enable Log.

-Y <Param 0> <Param 1> It means to set the User Management.
<param 0>: Enter the number to choose the type.
-1 : None.
0 : All.
1 : User Object
2 1 User group

<Param 1>: Let the log be recorded on Syslog if <param 0> is set
with None/ALL.

0 : Disable.
1 : Enable.

Enter the the user object number (1 to 200) / group number (1 to
32) if <param 0> is set with User Object.

-y <value> It means the log related to User Management will be or be not
recorded on Syslog.

<value>: Enter 1(enable) or 0 (disable).

-L <Param 1> <Param 2> It means to set the maximum count for the session limitation.
<Param 1>: Enter the number (0 to 300000) to choose the type.
<Param 2>: Let the log be recorded on Syslog.
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0 : Disable.
1 : Enable.

-gq <Param 0> <Param 1> It means to set the classification for QoS.
<Param 0>:
1- Class 1,
2 -Class 2,
3 -Class 3,
4 - Other
<Param 1>: Let the log be recorded on Syslog.
0 : Disable.
1: Enable.

-A "<Param 0>" It means to enable or disable the packet capture function.
<Param 0>: Enter O or 1.

0 : Disable.

1: Enable.

-1 <Param 0> <Param 1> It means load balance policy.
Such function is used for “debug” only.
<Param 0>: Enter O, 1, 2, or 3.
0:Auto-Select,
1:WAN 1.
2:WAN 2.
3:WAN 3.
<Param 1>: Enter O or 1.
0:Disable Log.
1:Enable Log.

-a "<Param 0> <Param 1>" It means to specify which APP Enforcement profile will be applied.

<Param 0> : Available settings range from 0 ~ 32. “0” means no
profile will be applied.

<Param 1> : Let the log be recorded on Syslog.
0 : Disable.
1 : Enable.

-u <Param 0> <Param 1> It means to specify which URL Content Filter profile will be applied.

<Param 0> : Available settings range from 0 ~ 8. “0” means no
profile will be applied.

<Param 1> : Let the log be recorded on Syslog.
0 : Disable.
1: Enable.

-w "<Param 0> <Param 1>" It means to specify which Web Content Filter profile will be applied.

<Param 0> : Available settings range from 0 ~ 8. “0” means no
profile will be applied.

<Param 1> : Let the log be recorded on Syslog.
0 : Disable.
1: Enable.

-n "<Param 0> <Param 1>" It means to specify which DNS Filter profile will be applied.

<Param 0> : Available settings range from 0 ~ 8. “0” means no
profile will be applied.

<Param 1> : Let the log be recorded on Syslog.
0 : Disable.
1 : Enable.

-N <value> It means to set the Next Filter Set.
<value> : Available settings range from 0 ~ 50. “0”” means no profile
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will be applied.
0 : None
1 : Set#l; 2: Set#2, and so on.

-c <0~20>

It means to set code page. Different number represents different
code page.

0. None

. ANSI(1250)-Central Europe

. ANSI(1251)-Cyrillic

. ANSI(1252)-Latin |

. ANSI(1253)-Greek

. ANSI(1254)-Turkish

. ANSI(1255)-Hebrew

. ANSI(1256)-Arabic

. ANSI(1257)-Baltic

. ANSI(1258)-Viet Nam

. OEM(437)-United States

. OEM(850)-Multilingual Latin |

. OEM(860)-Portuguese

. OEM(861)-Icelandic

. OEM(863)-Canadian French

. OEM(865)-Nordic

. ANSI/OEM(874)-Thai

. ANSI/OEM(932)-Japanese Shift-JIS
. ANSI/OEM(936)-Simplified Chinese GBK
. ANSI/OEM(949)-Korean

. ANSI/OEM(950)-Traditional Chinese Big5

© 00 N O O b WON P

e el e e N s el
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-C "<Windows Size>
<Session_Timeout>"

It means to set Window size and Session timeout (Minute).
<Windows Size> - Available settings range from 1 ~ 65535.
<Session_Timeout> - Make the best utilization of network resources.

-b <value>

It means to enable or disable the DrayTek Banner.
<value>: 0 : Disable; 1 : Enable.

-t "i <Param 0> <Param 1>"

It means to set schedule profile. Totally, there are four sets of
schedule profiles can be specified.

<param 0>: Enter the index number (1 to 4) for each set.

<param 1>: Enter the index number (0 to 15) of the schedule profile
for each set. 0 means none.

For example, -t "i 1 3" means schedule profile #3 is configured for
set #1.

Exampe: > ipfrule31-el1-t"il1l3"

-t "c <value>"

It means to enable or disable the function of clearing sessions when
the schedule is ON.

<value>: 0 : Disable; 1 : Enable.

-M <Your Comments>

It means to set comments for the fitler rule.
<Your Comments>: Enter a brief description.

-U "<up/down>"

It means to move up or move down the order of a filter rule in the
filter set.

up: It indicates move the filter rule up.
down: It indicates move the filter rule down.

Example

> ipf rule 31 -e 1 -M

testtest -s "u 1 192.168.1.20" -F "0 1

640
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Setting saved.
> ipf rule 31 -v
Filter Set 3 Rule 1:

Status : Enable
Comments: testtest
Index(1-15) in Schedule Setup: <null>, <null>, <null>, <null>

Clear sessions when schedule is ON: Disable

Direction - LAN/RT/VPN -> WAN

Src Interface : LAN1, LAN2, LAN3, LAN4, LAN5, LAN6, LAN7, LAN8, LAN9,
LAN10, LAN11, LAN12, LAN13, LAN14, LAN15, LAN16, LAN17, LAN18, LAN19,
LAN20, LAN21, LAN22, LAN23, LAN24, LAN25, LAN26, LAN27, LAN28, LAN29,
LAN30, LAN31, LAN32, LAN33, LAN34, LAN35, LAN36, LAN37, LAN38, LAN39,
LAN4O, LAN41, LAN42, LAN43, LAN44, LAN4S5, LAN46, LAN47, LAN48, LAN49,
LANSO, LANS51, LAN52, LAN53, LAN54, LANS55, LAN5S6, LANS7, LANS8, LAN59,
LANGO, LAN61, LAN62, LAN63, LAN64, LANG5, LANG6, LANG7, LANGS, LANGY,
LAN70, LAN71, LAN72, LAN73, LAN74, LAN75, LAN76, LAN77, LAN78, LAN79,

LAN8O, LAN81, LAN82, LAN83, LAN84, LAN85, LAN86, LAN87, LAN88, LAN89,
LAN9O, LAN91, LAN92, LAN93, LAN94, LAN9S5, LAN96, LAN97, LAN98, LAN99,
LAN100O, Routed, VPN,

Dst Interface - WAN1, WAN2, WAN3, WAN4, WAN5, WAN6, WAN7, WAN8, WAN9,
WAN10O, WAN11, WAN12, WAN13, WAN14, WAN15, WAN16, WAN17, WAN18, WAN19,
WAN20, WAN21, WAN22, WAN23, WAN24, WAN25, WAN26, WAN27, WAN28, WAN29,
WAN30, WAN31, WAN32, WAN33, WAN34, WAN35, WAN36, WAN37, WAN38, WAN39,
WAN40, WAN41, WAN42, WAN43, WAN44, WAN4S5, WAN4G, WAN47, WAN48, WAN49,
WANS50, WAN51, WANS52

Source 1P : 192.168.1.20
Destination IP : Any

Service Type : Any

Fragments : Don"t Care

Pass or Block : Pass Immediately
Branch to Other Filter Set : None

Max Sessions Limit - 300000
Current Sessions : 0

Mac Bind IP : Non-Strict
Qos Class : None

Packet Capture : Disable

APP Enforcement : None

URL Content Filter : None

WEB Content Filter : None

DNS Filter - None
Load-Balance policy : Auto-select
Log : Enable
CodePage : ANSI(1252)-Latin 1
Window size > 65535
Session timeout : 60

DrayTek Banner : Enable
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Strict Security Checking
[ JAPP Enforcement

Telnet Command: ipf flowtrack

This command is used to set and view flowtrack sessions.

Syntax
ipf flowtrack set <-r/-e>

ipf flowtrack view <-f/-b>

Syntax Description

Parameter Description

-r It means to refresh the flowtrack.

-e It means to enable or disable the flowtrack.

-f It means to show the sessions state of flowtrack. If you do not
specify any IP address, then all the session state of flowtrack will be
displayed.

-b It means to show all of IP sessions state.

Example

> ipf flowtrack set -e
Current flowtrack ON
>

Telnet Command: ipf flowtest

This command is used to for RD debug in firewall diagnose.

Telnet Command: Log

This command allows users to view log for WAN interface such as call log, IP filter log, flush
log buffer, etc.

Syntax
log [-cfhiptwx?] [-Fa] c | f ] w]

Syntax Description

Parameter Description

-C It means to show the latest call log.
-f It means to show the IP filter log.

-F It means to show the flush log buffer.

a: flush all logs
c: flush the call log
f: flush the IP filter log
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w: flush the WAN log

It means to show this usage help.

It means to show PPP/MP log.

It means to show all logs saved in the log buffer.

It means to show WAN log.

It means to show packet body hex dump.

Example

> log

25:36

25:36

>

-33.580 ---->DHCP (WAN-

25:36:

:49.580 ---->DHCP (WAN-

25:36:

——- MORE ---

-W

25:36:25.580 —--->DHCP (WAN-5) Len

Client 1IP = 0.0.0.0
Your IP = 0.0.0.0
Next server IP = 0.0.0.0
Relay agent IP = 0.0.0.0
5) Len
Client 1IP = 0.0.0.0
Your IP = 0.0.0.0
Next server IP = 0.0.0.0
Relay agent IP = 0.0.0.0
41.580 ---->DHCP (WAN-5) Len
Client 1IP = 0.0.0.0
Your IP = 0.0.0.0
Next server IP = 0.0.0.0
Relay agent IP = 0.0.0.0
5) Len
Client 1IP
Your 1P
Next server IP = 0.0
Relay agent IP = 0.0
57.580 ---->DHCP (WAN-5) Len
Client 1IP = 0.0.0.0
Your IP = 0.0.0.0

[Fg”: Quit,

= 0.0.0.0

= 0.0.0.0
0.0.
0.0.

548X1D

548X1D

548X1D

548X1D

548X1D

"Enter”: New Lines,

0x7880fdd4

0x7880fdd4

0x7880fdd4

0x7880fdd4

0x7880fdd4

"Space Bar*: Next Page]

Telnet Command: ldap user

This command is used to configure the LDAP profile.

Syntax

Idap user <INDEX><OPTION>

Syntax Description

Parameter Description

INDEX Specify the index number (1 to 8) of the LDAP profile.
OPTION

-n VALUE Setup Profile Name.

-b VALUE Setup Base Distinguished Name.
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-a VALUE If you have added containers to be published, you may need to

these containers.

RFC2254-compliant.

the HR Group. For example:

>ldap user 1 -a

DC=acme,DC=com)))"

Additional Filter has been updated.

specify additional LDAP filters for each class of objects included in

Creating LDAP filters is a fairly complex task that should be
performed by advanced users only. LDAP filters must be

For example, to exclude from publication all users who either
belong to the HR department of your company or are members of

"(1(] (department=HR)(memberOf=CN=HRGroup,OU=Groups,

-g VALUE Setup Group Distinguished Name.

-c VALUE Setup Common Name Identifier.

-V View detail information of the LDAP profile.
Example

>ldap user 1 -n LD_user_testl

Profile Name has been updated!

> ldap user 1 -v

Profile Index:1

Profile Name:LD_user_testl

Common Name ldentifier:

Base Distinguished Name:

Additional Filter:

Group distinguished Name:

>ldap user 1 -b ou=People,dc=example,dc=com

Telnet Command: ldap set

This command is used to set general settings (e.g., IP address, port number) for LDAP server.

Syntax

Idap set <Options><Value>

Syntax Description

Parameter Description

enable <0/1> Enable or disable LDAP function.
0 - Disable the function.
1 - Enable the function.

type <0/1/2> Set the bind type as Simple(0),Anonymous(1), and Regular(2).

ssl <0/1> Enable or disable LDAP function via SSL tunnel.

0 - Disable the function.
1 - Enable the function.

IP <VALUE> Set IP address for LDAP server.

port <VALUE> Set port number for LDAP server.

dn <VALUE> Set Regular DN value

PWD <VALUE> Set Regular password value.
Example
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> ldap set enable 1

> ldap enabled.

> ldap set ssl 1

LDAP with SSL has been enabled!

> ldap set IP 192.168.100.155
LDAP Server IP has been setting.

> ldap set port 389

LDAP Server Port has been setting.
> ldap set dn dc=example,dc=com
LDAP Regular DN has been setting.
> ldap set PWD 123456

LDAP Regular Password has been setting.
>

Telnet Command: Idap view

This command is used to check current status of LDAP settings configuration.

Syntax

Idap view

Example

> ldap view ?

LDAP Enable:Disabled.

LDAP Bind Type:Simple
LDAP with SSL:Disabled
LDAP Regular DN:

LDAP Regular Password:
LDAP Server IP:

LDAP Server Port:389

>

Telnet Command: tacacsplus set

This command allows users to configure general settings for TACACS+ server

Syntax

tacacspluse set <Options><Value>

Syntax Description

Parameter Description
-e <0-1> Disable (0)/enable(1) the TACACS+ server.
-i "<INDEX><IP>" Set the IP address of the TACACS+ server.

<INDEX> - Enter O for primary server; enter 1 for secondary server.
<IP> - Enter the IP address of the server.

-p "<INDEX><port>>" Set the port number (1 to 65535) of TACACS+ server.
<INDEX> - Enter O for primary server; enter 1 for secondary server.
<port> - Enter a port number.

-s "<INDEX><secret>" Set the Shared Secret value of TACACS+ Server.
<INDEX> - Enter O for primary server; enter 1 for secondary server.
<secret> - Enter a string.

-C <yes> Clear the settings.
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Example

> tacacsplus set -e 1
TACACS+ enabled!
This setting will take effect after rebooting.

Please use ''sys reboot" command to reboot the router.

> tacacsplus set -i "1 192.168.1.59"
TACACS+ Server 1P has been setting.
This setting will take effect after rebooting.

Please use ''sys reboot" command to reboot the router.

>

Telnet Command: tacacsplus view

This command allows users to check the general settings for TACACS+ server

Syntax

tacacspluse view

Example

> tacacsplus view
External TACACS+ is enabled

Primary Server:

Server IP Address: 0.0.0.0
Port:49

Type:ASCII

Secondary Server:

Server IP Address: 192.168.1.59
Port:49

Type:ASCII

Telnet Command: mngt ftpport

This command allows users to set FTP port for management.

Syntax
mngt ftpport <FTP port>

Syntax Description

Parameter Description
FTP port It means to type the number for FTP port. The default setting is
21.
Example

> mngt ftpport 21
% Set FTP server port to 21 done.
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Telnet Command: mngt httpport

This command allows users to set HTTP port for management.

Syntax
mngt httpport <Http port>

Syntax Description

Parameter Description
Http port It means to enter the number for HTTP port. The default setting is
80.
Example

> mngt httpport 80
% Set web server port to 80 done.

Telnet Command: mngt httpsport

This command allows users to set HTTPS port for management.

Syntax
mngt httpsport <Https port>

Syntax Description

Parameter Description
Https port It means to type the number for HTTPS port. The default setting is
443.
Example

> mngt httpsport 443
% Set web server port to 443 done.

Telnet Command: mngt sslvpnport

This command allows users to set SSL VPN port for management.

Syntax
mngt sslvpnport <SSL VPN port>

Syntax Description

Parameter Description
SSL VPN port It means to type the number for SSL VPN port. The default setting
is 443.
Example

> mngt sslvpnport 443
% Set SSL VPN port to 443 done.

Telnet Command: mngt telnetport

This command allows users to set telnet port for management.
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Syntax

mngt telnetport <Telnet port>

Syntax Description

Parameter Description
Telnet port It means to type the number for telnet port. The default setting is
23.
Example

> mngt telnetport 23
% Set Telnet server port to 23 done.

Telnet Command: mngt sshport

This command allows users to set SSH port for management.

Syntax

mngt sshport <ssh port>

Syntax Description

Parameter Description
ssh port It means to type the number for SSH port. The default setting is
22.
Example

> mngt sshport 23
% Set ssh port to 23 done.

Telnet Command: mngt noping

This command is used to pass or block Ping from LAN PC to the internet.

Syntax

mngt noping on
mngt noping off
mngt noping viewlog

mngt noping clearlog

Syntax Description

Parameter Description
on All PING packets will be forwarded from LAN PC to Internet.
off All PING packets will be blocked from LAN PC to Internet.
viewlog It means to display a log of ping action, including source MAC and
source IP.
clearlog It means to clear the log of ping action.
Example
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> mngt noping off
No Ping Packet Out is OFF!!

Telnet Command: mngt defenseworm

This command can block specified port for passing through the router.

Syntax

mngt defenseworm on

mngt defenseworm off
mngt defenseworm add port
mngt defenseworm del port
mngt defenseworm viewlog

mngt defenseworm clearlog

Syntax Description

Parameter Description
on It means to activate the function of defense worm packet out.
off It means to inactivate the function of defense worm packet out.
add port It means to add a new TCP port for block.
del port It means to delete a TCP port for block.
viewlog It means to display a log of defense worm packet, including source
MAC and source IP.
clearlog It means to remove the log of defense worm packet.
Example

> mngt defenseworm add 21

Add TCP port 21

Block TCP port list: 135, 137, 138, 139, 445, 21
> mngt defenseworm del 21

Delete TCP port 21

Block TCP port list: 135, 137, 138, 139, 445
>

Telnet Command: mngt rmtcfg
This command can allow the system administrators to login from the Internet. By default, it is
not allowed.
Syntax
mngt rmtcfg status
mngt rmtcfg enable
mngt rmtcfg disable
mngt rmtcfg <http/https/ftp/telnet/ssh/tr069/snmp/enforce_https><on/off>

Syntax Description

Parameter Description
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status It means to display current setting for your reference.

enable It means to allow the system administrators to login from the
Internet.

disable It means to deny the system administrators to login from the

Internet.

http/https/ftp/telnet/ssh/t
r069/snmp/enforce_https

It means to specify one of the servers/protocols for enabling or
disabling.

on/off

on - enable the function.
off - disable the function.

Example

> mngt rmtcfg ftp on
Enable server fail

> mngt rmtcfg enable

> mngt rmtcfg ftp on

Remote configure function has been disabled
please enable by enter mngt rmtcfg enable

%% Remote configure function has been enabled.

%% FTP server has been enabled.

Telnet Command: mngt lanaccess

This command allows users to manage accessing into Vigor router through LAN port.

Syntax

mngt lanaccess -e <0/1> -s <value> -i <value> - <value>

mngt lanaccess -I

mngt lanaccess -E
mngt lanaccess -f
mngt lanaccess -d
mngt lanaccess -v
mngt lanaccess -h

Syntax Description

Parameter

Description

-e <0/1>

It means to enable/disable the function.
0-disable the function.
1-enable the function.

-s <value>

It means to specify service offered.
Available values include:
FTP, HTTP, HTTPS, ENFORCE_HTTPS, TELNET, SSH, None, All

-i <value>

It means the interface which is allowed to access.
Available values include:

LAN1~LAN100, IP Routed Subnet, None, All

Note: LANL1 is always allowed for accessing into the router.

-I <value>

It means the IP object index allowed to access.
Available values include: 1 to 500

-E <0/1>

It means to enable the function of specific IP allowed to be access.
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0-disable the function.
1-enable the function.

It means to flush all of the settings.

-d It means to restore the factory default settings.

-V It means to view current settings.

-h It means to get the usage of such command.
Example

FTP:Yes

HTTP:No

HTTPS:No
TELNET:No

SSH:No

TR0O69:No

Enforce HTTPS:No

* Subnet:

LAN 1: enabled
- Specific IP(type:IP
LAN 2: disabled
- Specific IP(type:IP
LAN 3: disabled
- Specific IP(type:IP
LAN 4: disabled
- Specific IP(type:IP
LAN 5: disabled
- Specific IP(type:IP
LAN 6: disabled
- Specific IP(type:IP
LAN 7: disabled
- Specific IP(type:IP
LAN 8: disabled
- Specific IP(type:IP
LAN 9: disabled
- Specific IP(type:IP

- LAN 100: disabled

- Specific IP(type:IP

Object) (index:
Object) (index:
Object) (index:
Object) (index:
Object) (index:
Object) (index:
Object) (index:
Object) (index:

Object) (index:

Object) (index:
- IP Routed Subnet: disabled
- Specific IP(type:IP Object)(index:

> mngt lanaccess -e 1 -s FTP -1 LAN1 -1 1
> mngt lanaccess -v
Current LAN Access Control Setting:
* Enable:Yes
* Service:

D
0)
0
0)
0
0
0)
0
0

0)

0) i

disabled

disabled

disabled

disabled

disabled

disabled

disabled

disabled

disabled

disabled

disabled

Telnet Command: mngt echoicmp

This command allows users to reject or accept PING packets from the Internet.

Syntax
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mngt echoicmp enable

mngt echoicmp disable

Syntax Description

Parameter Description

enable It means to accept the echo ICMP packet.

disable It means to drop the echo ICMP packet.
Example

> mngt echoicmp enable
%% Echo ICMP packet enabled.

Telnet Command: mngt accesslist
This command allows you to specify that the system administrator can login from a specific
host or network. A maximum of ten IPs/subnet masks is allowed.
Syntax
mngt accesslist list
mngt accesslist add <IP/Hostname><No.><Index>
mngt accesslist remove <index>

mngt accesslist flush

Syntax Description

Parameter Description

list It can display current setting for your reference.

add It means adding a new entry.

IP/Hostname It means to specify the IP object or the name of the host. Available
settings:
® |P
® hostname

No. A maximum of 10 IP objects are allowed to be assigned.

index It means the index number (1 to 192) of the IP objects
preconfigured.

remove It means to delete the selected item.

flush It means to remove all the settings in the access list.

Example

> mngt accesslist add ip 1 1

%% Set OK. Please do ''sys re" to reboot the router!
> mngt accesslist list

%% Access list :

[NO.] [Typel [Index] [Description]

1 IP Object 1 Please setting index=1 for IP Object
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Telnet Command: mngt wanlogin

This command allows you to enable or disable WAN login function.

Syntax
mngt wanlogin enable

mngt wanlogin disable

Example

> mngt wanlogin enable

%% wan login enabled.

>
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Telnet Command: mngt snmp

This command allows you to configure SNMP for management.

Syntax

mngt snmp [-<command> <parameter> | ... ]

Syntax Description

Parameter

Description

[<command>
<parameter>]...]

The available commands with parameters are listed below.
[...] means that you can type in several commands in one line.

-e <1/2> 1: Enable the SNMP function.
2: Disable the SNMP function.
-a<1l/2> 1: Enable the SNMPV1 function.
2: Disable the SNMPV1 function.
-b <1/2> 1: Enable the SNMPV2C function.
2: Disable the SNMPV2C function.
-c <1/2> 1: Enable the SNMPV3 function.

2: Disable the SNMPV3 function.

-g <Community name>

It means to set the name for getting community by typing a proper
character. (max. 23 characters)

-s <Community name>

It means to set community by typing a proper name. (max. 23
characters)

-m <IP address>

It means to set one host as the manager to execute SNMP function.
Please type in IPv4 address to specify certain host.

It allows to set 3 IPs, separated by ",".

-t <Community name>

It means to set trap community by typing a proper name. (max. 23
characters)

-n <IP address>

It means to set the notification host.
It allows to set 2 IPs, separated by ",".

-T <seconds>

It means to set the trap timeout <0~999>.

-0 <username>

It means to set a user account (maximum 23 characters) for user
management.

-p <0/1/2>

It means to set the authentication algorithm.
0: No auth

1: MD5_AUTH

2: SHA_AUTH

-q <password>

It means to set the password (maximum 23 characters) for
authentication.

-r <0,3/4/6>

It means to set privacy algorithm
0, 3: No_PRIV

4: DES_PRIV

6: AES_PRIV

-u <password>

It means to set the password (maximum 23 characters) for privacy.

-V

It means to list SNMP setting.

Example

‘ >mngt snmp -e 1 -g draytek -s DK -m 192.168.1.1 -t trapcom -n 10.20.3.40
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-T 88

SNMP Agent Turn on!!!

Get Community set to draytek

Set Community set to DK

Manager Host IP set to 192.168.1.1
Trap Community set to trapcom
Notification Host IP set to 10.20.3.40
Trap Timeout set to 88 seconds

>

Telnet Command: mngt bfp

This command allows you to configure brute force protect (BFP) for system management.

Syntax

mngt bfp [<command><parameter>]...]

Syntax Description

Parameter Description
[<command> The available commands with parameters are listed below.
<parameter>]|..] [...] means that you can type in several commands in one line.
-e 0/1 Enable / disable the BFP function.

0 - Disable

1 - Enable
-s <service> It means to enable different service.

VPN, None and All.

service - Available types are FTP, HTTP, HTTPS, TELNET, TR069, SSH,

-l <failure> It means to set login failure retry times.
failure - Available number is from 1 to 255.

-p <penalty> It means to set penalty time for BFP. The unit is sec.

-V It means to view current settings.

Example

mngt bfp -e 1

mngt bfp -s FTP

mngt bfp -1 10

mngt bfp -v

Current Brute Force Protection Setting:
* Enable: yes

>
>
>
>

* Service:

- FTP: yes
- HTTP: no

- HTTPS: no
- TELNET: no
- TRO69: no
- SSH: no

* Maximum login failures: 10
* Penalty period: 0O

Telnet Command: mngt cert_import

This command allows you to import a certificate to Vigor router.
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Syntax
mngt cert_import local_cert <URL> <password>

mngt cert_import trusted_ca <URL>

Syntax Description

Parameter Description
local_cert url <URL> URL - Enter a URL(http://....) for downloading the
<password> certificate.

The file is encrypted with the file format of "xxxx.p12".
Password - Enter the password for decrypting the .p12
certificate.

trusted_ca <URL> URL - Enter a URL(http://....) for downloading the
certificate.

The file is encrypted with the file format of "xxxx.p12".

Telnet Command: mngt telnettimeout

This command allows you to configure the timeout for telnet connection.

Syntax

mngt telnettimeout <value>

Syntax Description

Parameter Description
<value> Range from 60 to 300. The default value is 300 (seconds).
Example

> mngt telnettimeout 100
% Telnet timeout : 100s
>

Telnet Command: mngt sshtimeout

This command allows you to configure the timeout for SSH connection.

Syntax

mngt sshtimeout <value>

Syntax Description

Parameter Description
<value> Range from 60 to 300. The default value is 300 (seconds).
Example

> mngt sshtimeout 200
% SSH timeout : 200s

>
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Telnet Command: mngt ip6_IIDs

This command allows you to configure the IPv6 interfce ID.

Syntax

mngt ip6-1IDs -e <val>>

mngt ip6_IIDs -r <interface>

mngt ip6_IIDs -s

Syntax Description

Parameter

Description

-e <value>

It is used to determine the way of generating IPv6 interface
id.

val = 0 : Use EUI-64 IIDs as interface id

val = 1 : Use Random IIDs as interface id

-r <interface>

It is used to re-generate the random IIDs of the specified
interface.

interface = LAN1]JLAN2]...JWAN1|WAN2]...

-S

Displays the random IIDs for each interface.

Example

>

>
%
>
%
%
%
%
%
%
%
%
%
%
%
>

mngt ip6_IIDs -e 1

% Setting success, the change will take effect after router rebooting.

mngt ip6_I11Ds -r LAN1

Setting success, the change will take effect after router rebooting.

mngt ip6_IIDs -s

LAN 11Ds =
WAN1 I1Ds =
WAN2 11Ds =
WAN3 11Ds =
WAN4 11Ds =
WANS 11Ds =
WANG 11Ds =
WAN7 11Ds =
WAN8 11Ds =
WANS 11Ds =
WAN1O 11IDs

98bd:38a0:7242:a84f
0b35:32cd:fl1lb5:0af0
£018:7199:830F:8067
5c05:9272:e383:9cce
8bfc:e800:7cdc:32ec
c5f8:59d6:bbca:46ce
496b:da9f:e260:9e45
1c87:a3e2:1724:cec9
8aa4:2546:chde:elc6
814e:7410:535b:90a5

= f9e9:dfeb:0626:2a30

Telnet Command: msubnet switch

This command is used to configure multi-subnet.

Syntax

msubnet switch

<2/3/4/5/6/7/8/9/10/11/12/13/14/15/16/17/18/19/20/21/22/23/24/25/26/27/28/29/30
/31/32/33/34/35/36/37/38/39/40/41/42/43/44/45/46/47/48/49/50/51/52/53/54/55/56/
57/58/59/60/61/62/63/64/65/66/67/68/69/70/71/72/73/74/75/76/77/78/79/80/81/82/8
3/84/85/86/87/88/89/90/91/92/93/94/95/96/97/98/99/100> <On/Off>
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Syntax Description

Parameter

Description

<2/3/4/5/6/7/8/9/10/11/1
2/13/14/15/16/17/18/19/2
0/21/22/23/24/25/26/27/2
8/29/30/31/32/33/34/35/3
6/37/38/39/40/41/42/43/4
4/45/46/47/48/49/50/51/5
2/53/54/55/56/57/58/59/6
0/61/62/63/64/65/66/67/6
8/69/70/71/72/73/74/75/7
6/77/78/79/80/81/82/83/8
4/85/86/87/88/89/90/91/9
2/93/94/95/96/97/98/99/1
00>

It means LAN interface.
2=LAN2
3=LAN3
4=LAN4
5=LAN5
6=LAN6

100=LAN100

<On/0Off>

On means turning on the subnet for the specified LAN interface.
Off means turning off the subnet.

Example

> msubnet switch 99 On
% LAN2 Subnet On!

This setting will take effect after rebooting.

Please use ''sys reboot" command to reboot the router.

Telnet Command: msubnet addr

This command is used to configure IP address for the specified LAN interface.

Syntax

msubnet addr

<2/3/4/5/6/7/8/9/10/11/12/13/14/15/16/17/18/19/20/21/22/23/24/25/26/27/28/29/30
/31/32/33/34/35/36/37/38/39/40/41/42/43/44/45/46/47/48/49/50/51/52/53/54/55/56/
57/58/59/60/61/62/63/64/65/66/67/68/69/70/71/72/73/74/75/76/77/78/79/80/81/82/8
3/84/85/86/87/88/89/90/91/92/93/94/95/96/97/98/99/100> <IP address>

Syntax Description

Parameter

Description

<2/3/4/5/6/7/8/9/10/11/1
2/13/14/15/16/17/18/19/2
0/21/22/23/24/25/26/27/2
8/29/30/31/32/33/34/35/3
6/37/38/39/40/41/42/43/4
4/45/46/47/48/49/50/51/5
2/53/54/55/56/57/58/59/6
0/61/62/63/64/65/66/67/6
8/69/70/71/72/73/74/75/7
6/77/78/79/80/81/82/83/8
4/85/86/87/88/89/90/91/9
2/93/94/95/96/97/98/99/1
00>

It means LAN interface.
2=LAN2
3=LAN3
4= AN4
5=LAN5
6=LANG

100=LAN100

<IP address>

Type the private IP address for the specified LAN interface.

Example
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> msubnet addr 2 192.168.5.1
% Set LAN2 subnet IP address done 111!

This setting will take effect after rebooting.
Please use ''sys reboot" command to reboot the router.

Telnet Command: msubnet nmask

This command is used to configure net mask address for the specified LAN interface.

Syntax

msubnet nmask
<2/3/4/5/6/7/8/9/10/11/12/13/14/15/16/17/18/19/20/21/22/23/24/25/26/27/28/29/30
/31/32/33/34/35/36/37/38/39/40/41/42/43/44/45/46/47/48/49/50/51/52/53/54/55/56/
57/58/59/60/61/62/63/64/65/66/67/68/69/70/71/72/73/74/75/76/77/78/79/80/81/82/8
3/84/85/86/87/88/89/90/91/92/93/94/95/96/97/98/99/100> <IP address>

Syntax Description

Parameter Description

<2/3/4/5/6/7/8/9/10/11/1 It means LAN interface.
2/13/14/15/16/17/18/19/2 | o= AN
0/21/22/23/24/25/26/27/2 | -_
8/29/30/31/32/33/34/35/3 | 37LAN3
6/37/38/39/40/41/42/43/4 | 4=LAN4
4/45/46/47/48/49/50/51/5 | 5=LANS
2/53/54/55/56/51/58/59/6 | o\ ane
0/61/62/63/64/65/66/67/6
8/69/70/71/72/73/T4/T5/7 | -+
6/77/78/79/80/81/82/83/8 | 100=LAN100
4/85/86/87/88/89/90/91/9
2/93/94/95/96/97/98/99/1
00>

<IP address> Type the subnet mask address for the specified LAN interface.

Example

> msubnet nmask 2 255.255.0.0
% Set 3/44/45/46/47/48/49/50 subnet mask done 111

This setting will take effect after rebooting.
Please use ''sys reboot”™ command to reboot the router.

Telnet Command: msubnet status

This command is used to display current status of subnet.

Syntax

msubnet status
<2/3/4/5/6/7/8/9/10/11/12/13/14/15/16/17/18/19/20/21/22/23/24/25/26/27/28/29/30
/31/32/33/34/35/36/37/38/39/40/41/42/43/44/45/46/47/48/49/50/51/52/53/54/55/56/
57/58/59/60/61/62/63/64/65/66/67/68/69/70/71/72/73/74/75/76/77/78/79/80/81/82/8
3/84/85/86/87/88/89/90/91/92/93/94/95/96/97/98/99/100>

Syntax Description

Parameter Description
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<2/3/4/5/6/7/8/9/10/11/1 It means LAN interface.
2/13/14/15/16/17/18/19/2 | o= AN
0/21/22/23/24/25/26/27/2 | -_
8/29/30/31/32/33/34/35/3 | S7LAN3
6/37/38/39/40/41/42/43/4 | 4=LAN4
4/45/46/47/48/49/50/51/5 | 5=LANS
2/53/54/55/56/51/58/59/6 | o ane
0/61/62/63/64/65/66/67/6
8/69/70/71/72/73/74/75/7 | -~
6/77/78/79/80/81/82/83/8 | 100=LAN100
4/85/86/87/88/89/90/91/9
2/93/94/95/96/97/98/99/1
00>

Example

>msubnet status 2

% LAN2 Off: 0.0.0.0/0.0.0.0, PPP Start IP: 0.0.0.60

% DHCP server: OFF

% Dhcp Gateway: 0.0.0.0, Start IP: 0.0.0.10, Pool Count: 50

Telnet Command: msubnet dhcps

This command allows you to enable or disable DHCP server for the subnet.

Syntax

msubnet dhcps
<2/3/4/5/6/7/8/9/10/11/12/13/14/15/16/17/18/19/20/21/22/23/24/25/26/27/28/29/30
/31/32/33/34/35/36/37/38/39/40/41/42/43/44/45/46/47/48/49/50/51/52/53/54/55/56/
57/58/59/60/61/62/63/64/65/66/67/68/69/70/71/72/73/74/75/76/77/78/79/80/81/82/8
3/84/85/86/87/88/89/90/91/92/93/94/95/96/97/98/99/100> <On/Off>

Syntax Description

Parameter Description

<2/3/4/5/6/7/8/9/10/11/1 It means LAN interface.
2/13/14/15/16/17/18/19/2 | o= AN
0/21/22/23/24/25/26/2712 | ©_
8/29/30/31/32/33/34/35/3 | 37HAN3
6/37/38/39/40/41/42/43/4 | 4=LAN4
4/45/46/47/48/49/50/51/5 | 5=LANS
2/53/54/55/56/51/58/59/6 | «_ ane
0/61/62/63/64/65/66/67/6
8/69/70/71/72/73/74/75/7 | -+
6/77/78/79/80/81/82/83/8 | 100=LAN100
4/85/86/87/88/89/90/91/9
2/93/94/95/96/97/98/99/1

00>
<On/0ff> On means enabling the DHCP server for the specified LAN interface.
Off means disabling the DHCP server.
Example

>msubnet dhcps 3 off
% LAN3 Subnet DHCP Server disabled!

This setting will take effect after rebooting.
Please use ''sys reboot"™ command to reboot the router.

Telnet Command: msubnet nat
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This command is used to configure the subnet for NAT or Routing usage.

Syntax

msubnet nat
<2/3/4/5/6/7/8/9/10/11/12/13/14/15/16/17/18/19/20/21/22/23/24/25/26/27/28/29/30
/31/32/33/34/35/36/37/38/39/40/41/42/43/44/45/46/47/48/49/50/51/52/53/54/55/56/
57/58/59/60/61/62/63/64/65/66/67/68/69/70/71/72/73/74/75/76/77/78/79/80/81/82/8
3/84/85/86/87/88/89/90/91/92/93/94/95/96/97/98/99/100> <On/Off>

Syntax Description

Parameter Description

<2/3/4/5/6/7/8/9/10/11/1 It means LAN interface.
2/13/14/15/16/17/18/19/2 | o= AN
0/21/22/23/24/25/26/27/2 | -_
8/29/30/31/32/33/34/35/3 | 37LAN3
6/37/38/39/40/41/42/43/4 | 4=LAN4
4/45/46/47/48/49/50/51/5 | 5=LANS
2/53/54/55/56/51/58/59/6 | o\ ane
0/61/62/63/64/65/66/67/6
8/69/70/71/72/73/T4/75/7 | -~
6/77/78/79/80/81/82/83/8 | 100=LAN100
4/85/86/87/88/89/90/91/9
2/93/94/95/96/97/98/99/1

00>
<On/0ff> On - It means the subnet will be configured for NAT usage.
Off - It means the subnet will be configured for Routing usage.
Example

>> msubnet nat 2 off
% LAN2 Subnet is for Routing usage!

%Note: 1T you have multiple WAN connections, please be reminded to setup
a Load-Balance policy so that packets from this subnet will be forwarded
to the right WAN interface!

This setting will take effect after rebooting.
Please use ''sys reboot" command to reboot the router.

Telnet Command: msubnet gateway

This command is used to configure an IP address as the gateway used for subnet.

Syntax

msubnet gateway
<2/3/4/5/6/7/8/9/10/11/12/13/14/15/16/17/18/19/20/21/22/23/24/25/26/27/28/29/30
/31/32/33/34/35/36/37/38/39/40/41/42/43/44/45/46/47/48/49/50/51/52/53/54/55/56/
57/58/59/60/61/62/63/64/65/66/67/68/69/70/71/72/73/74/75/76/77/78/79/80/81/82/8
3/84/85/86/87/88/89/90/91/92/93/94/95/96/97/98/99/100> <Gateway IP>

Syntax Description

Parameter Description

<2/3/4/5/6/7/8/9/10/11/1 It means LAN interface.
2/13/14/15/16/17/18/19/2 | o= AN
0/21/22/23/24/25/26/27/2 | -_
8/29/30/31/32/33/34/35/3 | 37LAN3
6/37/38/39/40/41/42/43/4 | 4=LAN4
4/45/46/47/48/49/50/51/5
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2/53/54/55/56/57/58/59/6 | 5=LAN5
0/61/62/63/64/65/66/67/6 | g=| ANG
8/69/70/71/72/73/74/75/7
6/77/78/79/80/81/82/83/8 | """
4/85/86/87/88/89/90/91/9 | 100=LAN100
2/93/94/95/96/97/98/99/1
00>

<Gateway IP> Specify an IP address as the gateway IP.

Example

>msubnet gateway 2 192.168.1.13
% Set LAN2 Dhcp Gateway IP done !11

This setting will take effect after rebooting.
Please use ''sys reboot" command to reboot the router.

Telnet Command: msubnet ipcnt

This command is used to defined the total number allowed for each LAN interface.

Syntax

msubnet ipcnt
<2/3/4/5/6/7/8/9/10/11/12/13/14/15/16/17/18/19/20/21/22/23/24/25/26/27/28/29/30
/31/32/33/34/35/36/37/38/39/40/41/42/43/44/45/46/47/48/49/50/51/52/53/54/55/56/
57/58/59/60/61/62/63/64/65/66/67/68/69/70/71/72/73/74/75/76/77/78/79/80/81/82/8
3/84/85/86/87/88/89/90/91/92/93/94/95/96/97/98/99/100> <IP counts>

Syntax Description

Parameter Description

<2/3/4/5/6/7/8/9/10/11/1 It means LAN interface.
2/13/14/15/16/17/18/19/2 | 2= AN
0/21/22/23/24/25/26/27/2 | __
8/29/30/31/32/33/34/35/3 | 37LAN3
6/37/38/39/40/41/42/43/4 | 4=LAN4
4/45/46/47/48/49/50/51/5 | 5=LAN5
2/53/54/55/56/57/58/59/6 | _| AN
0/61/62/63/64/65/66/67/6
8/69/70/71/72/73/74/75/7 | -+
6/77/78/79/80/81/82/83/8 | 100=LAN100
4/85/86/87/88/89/90/91/9
2/93/94/95/96/97/98/99/1

00>
<IP counts> Specify a total number of IP address allowed for each LAN interface.
The available range is from 0 to 220.
Example

>msubnet ipcnt 2 15
This setting will take effect after rebooting.
Please use ''sys reboot" command to reboot the router.

Telnet Command: msubnet talk

This command is used to establish a route between two LAN interfaces.

Syntax
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msubnet talk
<1/2/3/4/5/6/7/8/9/10/11/12/13/14/15/16/17/18/19/20/21/22/23/24/25/26/27/28/29/
30/31/32/33/34/35/36/37/38/39/40/41/42/43/44/45/46/47/48/49/50/51/52/53/54/55/5
6/57/58/59/60/61/62/63/64/65/66/67/68/69/70/71/72/73/74/75/76/77/78/79/80/81/82
/83/84/85/86/87/88/89/90/91/92/93/94/95/96/97/98/99/100>
<1/2/3/4/5/6/7/8/9/10/11/12/13/14/15/16/17/18/19/20/21/22/23/24/25/26/27/28/29/
30/31/32/33/34/35/36/37/38/39/40/41/42/43/44/45/46/47/48/49/50/51/52/53/54/55/5
6/57/58/59/60/61/62/63/64/65/66/67/68/69/70/71/72/73/74/75/76/77/78/79/80/81/82
/83/84/85/86/87/88/89/90/91/92/93/94/95/96/97/98/99/100> <On/Off>

Syntax Description

Parameter Description

<1/2/3/4/5/6/7/8/9/10/11 | It means LAN interface.
/12/13/14/15/16/17/18/19 | 1 N1
/20/21/22/23/24125/26/27 | .
/28/29/30/31/32/33/34/35 | 27LAN2
/36/37/38/39/40/41/42/43 | 3=LAN3
J44/45/46/47/48/49/50/51 | a=LAN4
/52/53/54/55/56/51/58/59 | 5_ p\i
/60/61/62/63/64/65/66/67
/68/69/70/71/72/73/74/75 | 6=LANG
/76/77/78/79/80/81/82/83 | ...
/84/85/86/87/88/89/90/91 | 100=L AN100
792/93/94/95/96/97/98/99

/100>
On/Off On - It means to enable the function.
Off - It means to disable the function.
Example

>msubnet talk 1 2 on
% Enable routing between LAN1 and LAN2 1

This setting will take effect after rebooting.

Please use ''sys reboot”™ command to reboot the router.
> msubnet talk ?

% msubnet talk <1/../100> <1/../100> <On/Off>

% where 1:LAN1, 2:LAN2, 3:LAN3, 4:LAN4, 5:LAN5, 6:LAN6: .....
% Now:

% LAN1 LAN2 LAN3 LAN4 LAN5 LAN6

% LAN1 \Y

% LAN2 \Y \Y

% LAN3 Vv

% LAN4 \Y

% LANS \Y

% LANG Vv

Telnet Command: msubnet startip

This command is used to configure a starting IP address for DCHP.

Syntax

msubnet startip
<2/3/4/5/6/7/8/9/10/11/12/13/14/15/16/17/18/19/20/21/22/23/24/25/26/27/28/29/30
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/31/32/33/34/35/36/37/38/39/40/41/42/43/44/45/46/47/48/49/50/51/52/53/54/55/56/
57/58/59/60/61/62/63/64/65/66/67/68/69/70/71/72/73/74/75/76/77/78/79/80/81/82/8
3/84/85/86/87/88/89/90/91/92/93/94/95/96/97/98/99/100> <Gateway IP>

Syntax Description

Parameter Description

<2/3/4/5/6/7/8/9/10/11/1 It means LAN interface.
2/13/14/15/16/17/18/19/2 | o= AN
0/21/22/23/24/25/26/27/2 | ©_
8/29/30/31/32/33/34/35/3 | 37HAN3
6/37/38/39/40/41/42/43/4 | 4=LAN4
4/45/46/47/48/49/50/51/5 | 5=LANS
2/53/54/55/56/57/58/59/6
0/61/62/63/64/65/66/67/6
8/69/70/71/72/73/T4/T5/7 | -
6/77/78/79/80/81/82/83/8 | 100=LAN100
4/85/86/87/88/89/90/91/9
2/93/94/95/96/97/98/99/1
00>

<Gateway IP> Type an IP address as the starting IP address for a subnet.

Example

>msubnet startip 2 192.168.2.90

% Set
78/79/80/81/82/83/84/85/86/87/88/89/90/91/92/93/94/95/96/97/98/99
/100 Dhcp

Start IP done !11

This setting will take effect after rebooting.
Please use ''sys reboot”™ command to reboot the router.

> msubnet startip ?

% msubnet startip
<2/3/4/5/6/7/8/9/10/11/12/13/14/15/16/17/18/19/20/21/22/23/24/

25/26/27/28/29/30/31/32/33/34/35/36/37/38/39/40/41/42/43/44/45/46
/47/48/49/50/51/52/53/54/55/56/57/58/59/60/61/62/63/64/65/66/67/6
8/69/70/71/72/73/74/75/76/77/78/79/80/81/82/83/84/85/86/87/88/89/
90/91/92/93/94/95/96/97/98/99/100> <Gateway IP>

% Now:
78/79/80/81/82/83/84/85/86/87/88/89/90/91/92/93/94/95/96/97/98/99
/100 192.168.2.90;
82/83/84/85/86/87/88/89/90/91/92/93/94/95/96/97/98/99/100
192.168.3.10; 86/87/88/89/90/91/92/93/94/95/96/97/98/99/100
192.168.4.10; 90/91/92/93/94/95/96/97/98/99/100 192.168.5.10;
94/95/96/97/98/99/100 192.168.6.10; 98/99/100 192.168.7.10;
192.168.8.10; 192.168.9.10; 192.168.10.10; 192.168.11.10;
192.168.12.10; 192.168.13.10; 192.168.14.10; 192.168.15.10;
192.168.16.10; 192.168.17.10; 192.168.18.10; 192.168.19.10;
192.168.20.10; 192.168.21.10; 192.168.22.10; 192.168.23.10;
192.168.24.10; 192.168.25.10; 192.168.26.10; 192.168.27.10;
192.168.28.10; 192.168.29.10; 192.168.30.10; 192.168.31.10;
192.168.32.10; 192.168.33.10; 192.168.34.10; 192.168.35.10;
192.168.36.10; 192.168.37.10; 192.168.38.10; 192.168.39.10;
192.168.40.10; 192.168.41.10; 192.168.42.10; 192.168.43.10;
192.168.44.10; 192.168.45.10; 192.168.46.10; 192.168.47.10;
192.168.48.10; 192.168.49.10; 192.168.50.10; 192.168.51.10;
192.168.52.10; 192.168.53.10; 192.168.54.10; 192.168.55.10;
192.168.56.10; 192.168.57.10; 192.168.58.10; 192.168.59.10;
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192.168.60.10; 192.168.61.10; 192.168.62.10; 192.168.63.10;
192.168.64.10; 192.168.65.10; 192.168.66.10; 192.168.67.10;
192.168.68.10; 192.168.69.10; 192.168.70.10; 192.168.71.10;
192.168.72.10; 192.168.73.10; 192.168.74.10; 192.168.75.10;
192.168.76.10; 192.168.77.10; 192.168.78.10; 192.168.79.10;
192.168.80.10; 192.168.81.10; 192.168.82.10; 192.168.83.10;
192.168.84.10; 192.168.85.10; 192.168.86.10; 192.168.87.10;
192.168.88.10; 192.168.89.10; 192.168.90.10; 192.168.91.10;
192.168.92.10; 192.168.93.10; 192.168.94.10; 192.168.95.10;
192.168.96.10; 192.168.97.10; 192.168.98.10; 192.168.99.10;
192.168.101.10

>

Telnet Command: msubnet pppip

This command is used to configure a starting IP address for PPP connection.

Syntax

msubnet pppip
<2/3/4/5/6/7/8/9/10/11/12/13/14/15/16/17/18/19/20/21/22/23/24/25/26/27/28/29/30
/31/32/33/34/35/36/37/38/39/40/41/42/43/44/45/46/47/48/49/50/51/52/53/54/55/56/
57/58/59/60/61/62/63/64/65/66/67/68/69/70/71/72/73/74/75/76/77/78/79/80/81/82/8
3/84/85/86/87/88/89/90/91/92/93/94/95/96/97/98/99/100> <Start IP>

Syntax Description

Parameter Description

<2/3/4/5/6/7/8/9/10/11/1 It means LAN interface.
2/13/14/15/16/17/18/19/2 | o= AN
0/21/22/23/24/25/26/2712 | ©_
8/29/30/31/32/33/34/35/3 | 37HAN3
6/37/38/39/40/41/42/43/4 | 4=LAN4
4/45/46/47/48/49/50/51/5 | 5=LANS
2/53/54/55/56/57/58/59/6
0/61/62/63/64/65/66/67/6 | ° 0
8/69/70/71/72/73/74/75/7 | -~
6/77/78/79/80/81/82/83/8 | 100=LAN100
4/85/86/87/88/89/90/91/9
2/93/94/95/96/97/98/99/1
00>

<Start IP> Type an IP address as the starting IP address for PPP connection.

Example

> msubnet pppip 2 192.168.2.250

% Set
78/79/80/81/82/83/84/85/86/87/88/89/90/91/92/93/94/95/96/97/98/99
/100 PPP(IPCP) Start IP done 11!

This setting will take effect after rebooting.
Please use ''sys reboot" command to reboot the router.

> msubnet pppip

% msubnet pppip
<2/3/4/5/6/7/8/9/10/11/12/13/14/15/16/17/18/19/20/21/22/23/24/25/
26/27/28/29/30/31/32/33/34/35/36/37/38/39/40/41/42/43/44/45/46/47
/48/49/50/51/52/53/54/55/56/57/58/59/60/61/62/63/64/65/66/67/68/6
9/70/71/72/73/74/75/76/77/78/79/80/81/82/83/84/85/86/87/88/89/90/
91/92/93/94/95/96/97/98/99/100> <Start IP>

Vigor3912 Series User’s Guide 665



666

% Now:
78/79/80/81/82/83/84/85/86/87/88/89/90/91/92/93/94/95/96/97/98/99
/100 192.168.2.250;
82/83/84/85/86/87/88/89/90/91/92/93/94/95/96/97/98/99/100
192.168.3.200; 86/87/88/89/90/91/92/93/94/95/96/97/98/99/100
192.168.4.200; 90/91/92/93/94/95/96/97/98/99/100 192.168.5.200;
94/95/96/97/98/99/100 192.168.6.200; 98/99/100 192.168.7.200;
192.168.8.200; 192.168.9.200; 192.168.10.200; 192.168.11.200;
192.168.12.200; 192.168.13.200; 192.168.14.200; 192.168.15.200;
192.168.16.200; 192.168.17.200; 192.168.18.200; 192.168.19.200;
192.168.20.200; 192.168.21.200; 192.168.22.200; 192.168.23.200;
192.168.24.200; 192.168.25.200; 192.168.26.200; 192.168.27.200;
192.168.28.200; 192.168.29.200; 192.168.30.200; 192.168.31.200;
192.168.32.200; 192.168.33.200; 192.168.34.200; 192.168.35.200;
192.168.36.200; 192.168.37.200; 192.168.38.200; 192.168.39.200;
192.168.40.200; 192.168.41.200; 192.168.42.200; 192.168.43.200;
192.168.44.200; 192.168.45.200; 192.168.46.200; 192.168.47.200;
192.168.48.200; 192.168.49.200; 192.168.50.200; 192.168.51.200;
192.168.52.200; 192.168.53.200; 192.168.54.200; 192.168.55.200;
192.168.56.200; 192.168.57.200; 192.168.58.200; 192.168.59.200;
192.168.60.200; 192.168.61.200; 192.168.62.200; 192.168.63.200;
192.168.64.200; 192.168.65.200; 192.168.66.200; 192.168.67.200;
192.168.68.200; 192.168.69.200; 192.168.70.200; 192.168.71.200;
192.168.72.200; 192.168.73.200; 192.168.74.200; 192.168.75.200;
192.168.76.200; 192.168.77.200; 192.168.78.200; 192.168.79.200;
192.168.80.200; 192.168.81.200; 192.168.82.200; 192.168.83.200;
192.168.84.200; 192.168.85.200; 192.168.86.200; 192.168.87.200;
192.168.88.200; 192.168.89.200; 192.168.90.200; 192.168.91.200;
192.168.92.200; 192.168.93.200; 192.168.94.200; 192.168.95.200;
192.168.96.200; 192.168.97.200; 192.168.98.200; 192.168.99.200;
192.168.101.200

>

Telnet Command: msubnet nodetype

This command is used to specify the type for node which is required by DHCP option.

Syntax

msubnet nodetype

<2/3/4/5/6/7/8/9/10/11/12/13/14/15/16/17/18/19/20/21/22/23/24/25/26/27/28/29/30
/31/32/33/34/35/36/37/38/39/40/41/42/43/44/45/46/47/48/49/50/51/52/53/54/55/56/
57/58/59/60/61/62/63/64/65/66/67/68/69/70/71/72/73/74/75/76/77/78/79/80/81/82/8
3/84/85/86/87/88/89/90/91/92/93/94/95/96/97/98/99/100> <count>

Syntax Description

Parameter

<2/3/4/5/6/7/8/9/10/11/1
2/13/14/15/16/17/18/19/2

Description

It means LAN interface.

0/21/22/23/24/25/26/27/2 2_LAN2
8/29/30/31/32/33/34/35/3 | 37HAN3
6/37/38/39/40/41/42/43/4 | 4=LAN4
4/45/46/47/48/49/50/51/5 | 5=LAN5
2/53/54/55/56/51/58/59/6 | ¢\ a6
0/61/62/63/64/65/66/67/6 | ° 0
8/69/70/71/72/73/74/75/7 | -+
6/77/78/79/80/81/82/83/8 | 100=LAN100

4/85/86/87/88/89/90/91/9
2/93/94/95/96/97/98/99/1
00>

<count> Choose the following number for specifying different node type.
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1= B-node
2= P-node
4= M-node
8= H-node
0= Not specify any type for node.

Example

> msubnet nodetype 2 1

% Set
78/79/80/81/82/83/84/85/86/87/88/89/90/91/92/93/94/95/96/97/98/99/
100 Dhcp

Node Type done 111
> msubnet nodetype ?

% msubnet nodetype
<2/3/4/5/6/7/8/9/10/11/12/13/14/15/16/17/18/19/20/21/22/23/24/25/2
6/27/28/29/30/31/32/33/34/35/36/37/38/39/40/41/42/43/44/45/46/47/4
8/49/50/51/52/53/54/55/56/57/58/59/60/61/62/63/64/65/66/67/68/69/7
0/71/72/73/74/75/76/77/78/79/80/81/82/83/84/85/86/87/88/89/90/91/9
2/93/94/95/96/97/98/99/100> <count>

% Now:
78/79/80/81/82/83/84/85/86/87/88/89/90/91/92/93/94/95/96/97/98/99/
100 1;82/83/84/85/86/87/88/89/90/91/92/93/94/95/96/97/98/99/100 O;
86/87/88/89/90/91/92/93/94/95/96/97/98/99/100 O;
90/91/92/93/94/95/96/97/98/99/100 0; 94/95/96/97/98/99/100 0O;
98/99/100 0; 0O; O; 0O; 0O; 0O; 0O; 0O; 0O; 0O; 0O; 0O; 0; 0O; 0O; o0;

0; 0; 0O0; O; O; O; O; O; O; O; O; O; 0O; O; O; 0O; O; O;
0; 0; 0O0; O; O; O; O; O; O; O; 0O; O; 0O; O; O; 0O; O; O;
0; O0; O; O; O; O; O; O; O; O; O; O; O; O; O; 0O; O; O
0; O0; O; O; O; O; O; 0O; O; O; O; O; O; O; O; 0O; 0O; O
0O; 0O; O; 0O; O; O

% count: 1. B-node 2. P-node 4. M-node 8. H-node

Telnet Command: msubnet primWINS

This command is used to configure primary WINS server.

Syntax

msubnet primWINS
<2/3/4/5/6/7/8/9/10/11/12/13/14/15/16/17/18/19/20/21/22/23/24/25/26/27/28/29/30
/31/32/33/34/35/36/37/38/39/40/41/42/43/44/45/46/47/48/49/50/51/52/53/54/55/56/
57/58/59/60/61/62/63/64/65/66/67/68/69/70/71/72/73/74/75/76/77/78/79/80/81/82/8
3/84/85/86/87/88/89/90/91/92/93/94/95/96/97/98/99/100> <WINS IP>

Syntax Description

Parameter Description

<2/3/4/5/6/7/8/9/10/11/1 It means LAN interface.
2/13/14/15/16/17/18/1972 | p=| N2
0/21/22/23/24/25/26/2712 | ©_
8/29/30/31/32/33/34/35/3 | 37LAN3
6/37/38/39/40/41/42/43/4 | 4=LAN4
4/45/46/47/48/49/50/51/5 | 5=LAN5
2/53/54/55/56/57/58/59/6
0/61/62/63/64/65/66/67/6
8/69/70/71/72/73/74/75/7
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6/77/78/79/80/81/82/83/8 | 100=LAN100
4/85/86/87/88/89/90/91/9
2/93/94/95/96/97/98/99/1
00>

<WINS IP> Enter the IP address as the WINS IP.

Example

>msubnet primWINS ?

% msubnet primWINS
<2/3/4/5/6/7/8/9/10/11/12/13/14/15/16/17/18/19/20/21/22/23/24/25/26
/27/28/29/30/31/32/33/34/35/36/37/38/39/40/41/42/43/44/45/46/47/48/
49/50/51/52/53/54/55/56/57/58/59/60/61/62/63/64/65/66/67/68/69/70/7
1/72/73/74/75/76/77/78/79/80/81/82/83/84/85/86/87/88/89/90/91/92/93
/94/95/96/97/98/99/100> <WINS IP>

% Now:
78/79/80/81/82/83/84/85/86/87/88/89/90/91/92/93/94/95/96/97/98/99/1
00 0.0.0.0;
82/83/84/85/86/87/88/89/90/91/92/93/94/95/96/97/98/99/100 0.0.0.0;
86/87/88/89/90/91/92/93/94/95/96/97/98/99/100 0.0.0.0;
90/91/92/93/94/95/96/97/98/99/10

00.0.0. 0 94/95/96/97/98/99/1000.0.0.0; 98/99/1000 0.0.0; 0.0.0.0;

[eNeolooNoNoNe)
coobobo!
coobobo!
2282828;

0. 0 O O

0.
0
0
0
0
0
-0.
0
0
0
0
0
0
0

[eNoNoNoNoNoNoNoloNoNoNoNo ik

o
OOOOOOOOOOOOOO

OOOOOOOOOOOOO
[eNeolojooloooloNoNoNoNe]
[ejeolojooloololoNoNoNoNe]
[eNeolojoojoojolooNoloNe]
[eNoNoNeoloNoNololoNoNoNoNa]
[eNoNoNeoloNoNololoNoNoNoNa]
[eNoloNeoloNoNololoNoNoNoNa]
[eNoNoNeolooNololoNoNoNoNa]
[ejoNoNoloNoNololoNoNoNoNe]
OOOOOOOOOOOOO
ejolojoolooololoNoNoNeR

0.0
0.0
0.0
0.0
0.0
0.0
.0.0.
0.0
0.0
0.0
0.0
0.0
0.0

[ejeolojooloojolooNoNoNe]
ocooooooo0O0OOOO:
ocoooooooo0O0OOO:
ocooooo0O0O0OOOOOO:

O O0OO0OOO0,
coo00O!
coo00O!
cocoooS

eNoNeoNoloNoNoloNooNoNoNoNe)
cNoNeoNoNolNoNoNolooNoNoNoNolh

> msubnet primWINS 2 192.168.3.5

% Set
78/79/80/81/82/83/84/85/86/87/88/89/90/91/92/93/94/95/96/97/98/99/1
00 Dhcp

Primary WINS IP done 111}

> msubnet primWINS ?

% msubnet primWINS
<2/3/4/5/6/7/8/9/10/11/12/13/14/15/16/17/18/19/20/21/22/23/24/25/26
/27/28/29/30/31/32/33/34/35/36/37/38/39/40/41/42/43/44/45/46/47/48/
49/50/51/52/53/54/55/56/57/58/59/60/61/62/63/64/65/66/67/68/69/70/7
1/72/73/74/75/76/77/78/79/80/81/82/83/84/85/86/87/88/89/90/91/92/93
/94/95/96/97/98/99/100> <WINS 1P>

% Now:
78/79/80/81/82/83/84/85/86/87/88/89/90/91/92/93/94/95/96/97/98/99/1
00 192.168.3.5;
82/83/84/85/86/87/88/89/90/91/92/93/94/95/96/97/98/99/100 0.0.0.0;
86/87/88/89/90/91/92/93/94/95/96/97/98/99/100 0.0.0.0;
90/91/92/93/94/95/96/97/98/99/100 0.0.0.0; 94/95/96/97/98/99/100

0.0.0.0; 98/99/100 0.0.0.0; 0.0.0.0; 0.0.0.0; 0.0.0.0; 0.0.0.0;
0.0.0.0; 0.0.0.0; 0.0.0.0; 0.0.0.0; 0.0.0.0; 0.0.0.0; 0.0.0.0;
0.0.0.0; 0.0.0.0; 0.0.0.0; 0.0.0.0; 0.0.0.0; 0.0.0.0; 0.0.0.0;
0.0.0.0; 0.0.0.0; 0.0.0.0; 0.0.0.0; 0.0.0.0; 0.0.0.0; 0.0.0.0;
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0.0.0.0; 0.0.0.0; 0.0.0.0; 0.0.0.0; 0.0.0.0; 0.0.0.0; 0.0.0.0;
0.0.0.0; 0.0.0.0; 0.0.0.0; 0.0.0.0; 0.0.0.0; 0.0.0.0; 0.0.0.0;
0.0.0.0; 0.0.0.0; 0.0.0.0; 0.0.0.0; 0.0.0.0; 0.0.0.0; 0.0.0.0;
0.0.0.0; 0.0.0.0; 0.0.0.0; 0.0.0.0; 0.0.0.0; 0.0.0.0; 0.0.0.0;
0.0.0.0; 0.0.0.0; 0.0.0.0; 0.0.0.0; 0.0.0.0; 0.0.0.0; 0.0.0.0;
0.0.0.0; 0.0.0.0; 0.0.0.0; 0.0.0.0; 0.0.0.0; 0.0.0.0; 0.0.0.0;
0.0.0.0; 0.0.0.0; 0.0.0.0; 0.0.0.0; 0.0.0.0; 0.0.0.0; 0.0.0.0;
0.0.0.0; 0.0.0.0; 0.0.0.0; 0.0.0.0; 0.0.0.0; 0.0.0.0; 0.0.0.0;
0.0.0.0; 0.0.0.0; 0.0.0.0; 0.0.0.0; 0.0.0.0; 0.0.0.0; 0.0.0.0;
0.0.0.0; 0.0.0.0; 0.0.0.0; 0.0.0.0; 0.0.0.0

Telnet Command: msubnet secWINS

This command is used to configure secondary WINS server.

Syntax

msubnet secWINS % msubnet secWINS
<2/3/4/5/6/7/8/9/10/11/12/13/14/15/16/17/18/19/20/21/22/23/24/25/26/27/28/29/30
/31/32/33/34/35/36/37/38/39/40/41/42/43/44/45/46/47/48/49/50/51/52/53/54/55/56/
57/58/59/60/61/62/63/64/65/66/67/68/69/70/71/72/73/74/75/76/77/78/79/80/81/82/8
3/84/85/86/87/88/89/90/91/92/93/94/95/96/97/98/99/100> <WINS IP>

Syntax Description

Parameter Description

<2/3/4/5/6/7/8/9/10/11/1 It means LAN interface.
2/13/14/15/16/17/18/19/2 | o= AN
0/21/22/23/24/25/26/27/2 | -_
8/29/30/31/32/33/34/35/3 | 37LAN3
6/37/38/39/40/41/42/43/4 | 4=LAN4
4/45/46/47/48/49/50/51/5 | 5=LANS
2/53/54/55/56/57/58/59/6
0/61/62/63/64/65/66/67/6
8/69/70/71/72/73/T4/75/7 | -~
6/77/78/79/80/81/82/83/8 | 100=LAN100
4/85/86/87/88/89/90/91/9
2/93/94/95/96/97/98/99/1
00>

<WINS IP> Type the IP address as the WINS IP.

Example

> msubnet secWINS 2 192.168.3.89

% Set
78/79/80/81/82/83/84/85/86/87/88/89/90/91/92/93/94/95/96/97/98/99/
100 Dhcp

Secondary WINS IP done !!1!
> msubnet secWINS ?

% msubnet secWINS
<2/3/4/5/6/7/8/9/10/11/12/13/14/15/16/17/18/19/20/21/22/23/24/25/2
6/27/28/29/30/31/32/33/34/35/36/37/38/39/40/41/42/43/44/45/46/47/4
8/49/50/51/52/53/54/55/56/57/58/59/60/61/62/63/64/65/66/67/68/69/7
0/71/72/73/74/75/76/77/78/79/80/81/82/83/84/85/86/87/88/89/90/91/9
2/93/94/95/96/97/98/99/100> <WINS IP>

% Now:
78/79/80/81/82/83/84/85/86/87/88/89/90/91/92/93/94/95/96/97/98/99/
100 192

-168.3.89;
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82/83/84/85/86/87/88/89/90/91/92/93/94/95/96/97/98/99/100 0.0.0.0;
86/87/88/89/90/91/92/93/94/95/96/97/98/99/100 0.0.0.0;
90/91/92/93/94/95/96/97/98/

99/100 0.0.0.0; 94/95/96/97/98/99/100 0.0.0.0; 98/99/100 0.0.0.0;

[eNeoNoNoNoNololoNololoNoNe]
OCOOOOOOOO0O0O0OO
OCO0O0O0O0O0O0O0O0O0OO
Bbbbb555585085
[eNoNoNoNoNololoNololoNoNe]
CO0O0O0O0O0O0O0O0O0OO
OCO0O0O0O0O0O0O0O0O0OO
Bhbb5555588055
eNeoNeoNoNoNoNoNoNoNoNoNeoNe]
000000000000
OCO0O0O0O00O0O0000O
Bobb55555808085
eNeoNoNoloNoNoNoloNoNoNeNe]
OC0O0000O0O0O0O000O
OC0O0000O0O0O0O0O00O
Sb5b55555505085
[eNoNoNoNoNoloNoNololoNoNe]
OCO0OO0OO0OO0O0O0OO
OCO0OO0OO0O0O0O0O0OO
cbbobobobobobo

eNeolooNololoNololojoNeNoNe]
cbobbobobobbob
cbobbobobobbob
bobobooboboboo
eNeolojoNolojojololojoNeNoNe]
cbobbobobobbob
cbobboboboobob
cbobboboboobob

Telnet Command: msubnet tftp

This command is used to set TFTP server for multi-subnet.

Syntax

msubnet tftp
<2/3/4/5/6/7/8/9/10/11/12/13/14/15/16/17/18/19/20/21/22/23/24/25/26/27/28/29/30
/31/32/33/34/35/36/37/38/39/40/41/42/43/44/45/46/47/48/49/50/51/52/53/54/55/56/
57/58/59/60/61/62/63/64/65/66/67/68/69/70/71/72/73/74/75/76/77/78/79/80/81/82/8
3/84/85/86/87/88/89/90/91/92/93/94/95/96/97/98/99/100> <TFTP servername>

Syntax Description

Parameter Description

<2/3/4/5/6/7/8/9/10/11/1 It means LAN interface.
2/13/14/15/16/17/18/19/2 | o AN2
0/21/22/23/24/25/26/27/2 _
8/29/30/31/32/33/34/35/3 | 37-ANS
6/37/38/39/40/41/42/43/4 | 4=LAN4
4/45/46/47/48/49/50/51/5 | 5=LAN5
2/53/54/55/56/57/58/59/6
0/61/62/63/64/65/66/67/6 | ~ — 77T
8/69/70/71/72/73/74/75/7
6/77/78/79/80/81/82/83/8 100=LAN100
4/85/86/87/88/89/90/91/9
2/93/94/95/96/97/98/99/1
00>

<TFTP servername> Type a name to indicate the TFTP server.

Example

> msubnet tftp 2 publish
% Set

78/79/80/81/82/83/84/85/86/87/88/89/90/91/92/93/94/95/96/97/98/99/1
00 TFTP Server Name done !1!1!

> msubnet tftp ?
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% Now:

% msubnet tftp
<2/3/4/5/6/7/8/9/10/11/12/13/14/15/16/17/18/19/20/21/22/23/24/25/26
/27/28/29/30/31/32/33/34/35/36/37/38/39/40/41/42/43/44/45/46/47/48/
49/50/51/52/53/54/55/56/57/58/59/60/61/62/63/64/65/66/67/68/69/70/7
1/72/73/74/75/76/77/78/79/80/81/82/83/84/85/86/87/88/89/90/91/92/93
/94/95/96/97/98/99/100> <TFTP server name>

78/79/80/81/82/83/84/85/86/87/88/89/90/91/92/93/94/95/96/97/98/99/1
00 publish

82/83/84/85/86/87/88/89/90/91/92/93/94/95/96/97/98/99/100
86/87/88/89/90/91/92/93/94/95/96/97/98/99/100
90/91/92/93/94/95/96/97/98/99/100

94/95/96/97/98/99/100

98/99/100

Telnet Command: msubnet mtu

This command allows you to configure MTU value for LAN/DMZ/IP Routed Subnet.

Syntax

msubnet mtu <interface> <value>

Syntax Description

Parameter

Description

interface

Available settings include LAN1~LAN100, IP_Routed_Subnet.

value

1000 ~ 1508 (Bytes), default: 1500 (Bytes)

Example

Usage:

> msubnet mtu LAN1 1492
> msubnet mtu ?
>msubnet mtu <interface> <value>

<interface>: LAN1~LANG6,IP_Routed Subnet,DMZ
<value>: 1000 ~ 1508 (Bytes), default: 1500 (Bytes)

e.x: >msubnet mtu LAN1 1492

Current Settings:

LAN1 MTU: 1492 (Bytes)
LAN2 MTU: 1500 (Bytes)
LAN3 MTU: 1500 (Bytes)
LAN4 MTU: 1500 (Bytes)
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LANS MTU
LANG6 MTU
LAN7 MTU
LAN8 MTU
LANO MTU

>

LAN99 MTU:
LAN10O MTU:
IP Routed Subnet MTU: 1500 (Bytes)

1500 (Bytes)
1500 (Bytes)
1500 (Bytes)
1500 (Bytes)
1500 (Bytes)

1500 (Bytes)
1500 (Bytes)

Telnet Command: msubnet leasetime

This command allows you to set leasetime for DHCP server. It is helpful to manage the IP
address(es) assigned by DHCP server.

Syntax

msubnet leasetime <1/2/3/.../100> <Lease Time (sec.)>

Syntax Description

Parameter

Description

1~100

1- 100 represent LAN1 to LAN100.

Lease Time (sec

)

Range from 1 to 259200.

If no value specified here, Vigor router system will use the

maximum value, 259200, as the leasetime.

Example

% Now: LAN1
LAN2
LAN3
LAN4
LANS
LANG6
LAN7
LAN8
LAN9
LAN10O
LAN11
LAN12
LAN13
LAN14
LAN15
LAN16
LAN17
LAN18
LAN19
LAN20
LAN21

LAN22

> msubnet leasetime ?

86400
259200
259200
259200
259200
259200
259200
259200
259200

259200
259200
259200
259200
259200
259200
259200
259200
259200
259200
259200
259200

259200
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--— MORE --- ["Q": Quit, "Enter": New Lines, "Space Bar": Next Page] ---
> msubnet leasetime 1
% Set LAN1 lease time: 259200

Telnet Command: object ip obj

This command is used to create an IP object profile.

Syntax

object ip obj setdefault

object ip obj INDEX -v

object ip obj INDEX -n NAME

object ip obj INDEX -i INTERFACE

object ip obj INDEX -s INVERT

object ip obj INDEX -a TYPE <START_IP><END/MASK_IP>

Syntax Description

Parameter Description

setdefault It means to return to default settings for all profiles.

INDEX It means the index number of the specified object profile.

-V It means to view the information of the specified object profile.

Example: object ip obj 1 -v

-n NAME It means to define a name for the IP object.
NAME: Type a name with less than 15 characters.
Example: object ip obj 9 -n bruce

-i INTERFACE It means to define an interface for the IP object.
INTERFACE=0, means any

INTERFACE=1, means LAN

INTERFACE=3, means WAN

Example: object ip obj 8 -1 0O

-s INVERT It means to set invert seletion for the object profile.
INVERT=0, means disableing the function.

INVERT=1, means enabling the function.

Example: object ip obj 3 -s 1

-a TYPE It means to set the address type and IP for the IP object profile.
TYPE=0, means Mask

TYPE=1, means Single

TYPE=2, means Any

TYPE=3, means Range

TYPE=4, means MAC

Example: object ip obj 3 -a 2

<START_IP> When the TYPE is set with 2, you have to type an IP address as a
starting point and another IP address as end point.

Type an IP address.

<END/MASK_IP> Type an IP address (different with START_IP) as the end IP address.

Example
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> object ip obj 1 -n marketing
OK.
> object ip obj 1 -a 1 192.168.1.45
OK.
> object ip obj 1 -v

IP Object Profile 1

Name :[marketing]
Interface:[Any]

Address type:[single]

Start ip address:[192.168.1.45]
End/Mask ip address:[0.0.0.0]
MAC Address:[00:00:00:00:00:00]
Invert Selection:[0]

Telnet Command: object ip grp

This command is used to integrate several IP objects under an IP group profile.

Syntax

object ip grp setdefault

object ip grp INDEX -v

object ip grp INDEX -n NAME

object ip grp INDEX -i INTERFACE
object ip grp INDEX -a IP_OBJ_INDEX

Syntax Description

Parameter Description

setdefault It means to return to default settings for all profiles.

INDEX It means the index number of the specified group profile.

-v It means to view the information of the specified group profile.

Example: object ip grp 1 -v

-n NAME It means to define a name for the IP group.
NAME: Type a name with less than 15 characters.
Example: object ip grp 8 -n bruce

-i INTERFACE It means to define an interface for the IP group.
INTERFACE=0, means any

INTERFACE=1, means LAN

INTERFACE=2, means WAN

Example: object ip grp 3 -1 O

-a IP_OBJ_INDEX It means to specify IP object profiles for the group profile.
Example: object ip grp 3 -a "1 2 3 4 5"

The IP object profiles with index number 1,2,3,4 and 5 will be
grouped under such profile.

Example

> object ip grp 2 -n First
IP Group Profile 2
Name :[First]
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Interface:[Any]

Included ip object index:
[0:-1[01

[1:1[01

[2:1[01

[3:1[01

[99:1[0]

Set ok!
> Set ok!

Telnet Command: object ipv6 obj

This comman is used to create an IP object profile.

Syntax

object ipv6 obj setdefault

object ipv6 obj INDEX -v

object ipv6 obj INDEX -n NAME

object ipv6 obj INDEX -s INVERT

object ipv6 obj INDEX -e MATCH_TYPE

object ipv6 obj INDEX -a TYPE <START_IP><END_IP><Prefix Length>

Syntax Description

Parameter Description

setdefault It means to return to default settings for all profiles.

INDEX It means the index number of the specified object profile.

-V It means to view the information of the specified object profile.

Example: object ipv6 obj 1 -v

-n NAME It means to define a name for the IP object.
NAME: Type a name with less than 15 characters.

Example: object ipv6 obj 9 -n bruce

-e MATCH_TYPE It means to set the match type of ipv6 object profile.
MATCH_TYPE=0, means 128 bits

MATCH_TYPE=1, means suffix 64 bits interface ID
Example: object ipv6 obj 8 -i O

-s INVERT It means to set invert seletion for the object profile.
INVERT=0, means disableing the function.

INVERT=1, means enabling the function.

Example: object ipv6 obj 3 -e 1

-a TYPE It means to set the address type and IP for the IP object profile.
TYPE=0, means Mask
TYPE=1, means Single
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TYPE=2, means Any

TYPE=3, means Range

TYPE=4, means MAC

Example: object ipv6 obj 3 -a 2

<START_IP><END_IP><Prefix | When the TYPE is set with 0, 1,3, you have to type an IP address as a
Length> starting point and another IP address as end point.

<START_IP><END_IP>: Type an IPv6 address as the start IPv6 address
and another IPv6 address (different with START_IP) as the end IPv6
address.

<Prefix Length>: Specify the prefix length.

Example

> obj ipv6 obj 3 -a 3 2607:f0d0:1002:51::4 2607:f0d0:1002:51::4
Setting saved.

> obj ipv6 obj 3 -v

IPv6 Object Profile 3

Name :[1]

Address Type:[range]

Start IPv6 Address:[2607:F0OD0:1002:51::4]
End IPv6 Address:[2607:FO0D0:1002:51::4]
Prefix Length:[0]

MAC Address:[00:00:00:00:00:00]

Invert Selection:[0]

Match Type:[0]

Telnet Command: object ipv6 grp

This command is used to integrate several IPv6 objects under an IPv6 group profile.

Syntax

object ipv6 grp setdefault

object ipv6 grp INDEX -v

object ipv6 grp INDEX -n NAME

object ipv6 grp INDEX -a IP_OBJ_INDEX

Syntax Description

Parameter Description

setdefault It means to return to default settings for all profiles.

INDEX It means the index number of the specified group profile.

-v It means to view the information of the specified group profile.

Example: object ipv6 grp 1 -v

-n NAME It means to define a name for the IP group.
NAME: Type a name with less than 15 characters.
Example: object ipv6 grp 8 -n bruce

-a IP_OBJ_INDEX It means to specify IP object profiles for the group profile.
Example: :object ipv6 grp 3 -a 12 3 45

The IP object profiles with index number 1,2,3,4 and 5 will be group
under such profile.
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Example

> Object ipv6 grp 1 -n marketingtest
IPv6 Group Profile 1

Name :[marketingtest]

Included ip object index:

[0:1[01

[1:1[0]1

[2:1[0]

[99:1[01

>

Telnet Command: object country

This command is used to create country object profile.

Syntax

object country set INDEX -v

object country set INDEX -n NAME

object country set INDEX -a COUNTRY_INDEX
object country activate

object country setdefault

object country list

Syntax Description

Parameter Description

INDEX It means the index number of the specified country object
profile (1 to 32).

COUNTRY_INDEX It means the code number of a country. To get the detailed

get the one you need.

information of the code number, use "object country list" to

activate It means to activate the country object profile.
setdefault It means to return to default settings for all profiles.
list Displays a list of country with code number.
For example, "222" means "Taiwan"; "241" means "United
States".
Example

> object country set 1 -n Best
Country object Profile 1

Name :[Best]

Included country index:

Set ok!

> object country set 1 -a 222
Country object Profile 1

Name :[Best]

Included country index:
[0:]1[222] Taiwan
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Set ok!
>

Telnet Command: object service obj

This command is used to create service object profile.

Syntax

object service obj setdefault

object service obj INDEX -v

object service obj INDEX -n NAME

object service obj INDEX -p PROTOCOL

object service obj INDEX -s CHK <START_P><END_ P>
object service obj INDEX -d CHK <START_P><END_P>

Syntax Description

Parameter Description

setdefault It means to return to default settings for all profiles.

INDEX It means the index number of the specified service object profile.

-V It rr}_elans to view the information of the specified service object
profile.

Example: object service obj 1 -v

-n NAME It means to define a name for the IP object.
NAME: Type a name with less than 15 characters.
Example: object service obj 9 -n bruce

-i PROTOCOL It means to define a PROTOCOL for the service object profile.
PROTOCOL =0, means any

PROTOCOL =1, means ICMP

PROTOCOL =2, means IGMP

PROTOCOL =6, means TCP
PROTOCOL =17, means UDP
PROTOCOL =58, means ICMPv6

PROTOCOL =255, means TCP/UDP
Other values mean other protocols.
Example: object service obj 8 -i 0

CHK It means the check action for the port setting.

O=equal(=), when the starting port and ending port values are the
same, it indicates one port; when the starting port and ending port
values are different, it indicates a range for the port and available
for this service type.

1=not equal(!=), when the starting port and ending port values are
the same, it indicates all the ports except the port defined here;
when the starting port and ending port values are different, it
indicates that all the ports except the range defined here are
available for this service type.

2=larger(>), the port number greater than this value is available..

3=less(<), the port number less than this value is available for this
profile.

-s CHK <START_P><END_P> It means to set source port check and configure port range
(1~65535) for TCP/UDP.

START_P: Enter a port number to indicate the starting source port.
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END_P: Enter a port number to indicate the ending source port.
Example: object service obj 3 -s 0 100 200

-d CHK <START_P><END_P>

It means to set destination port check and configure port range
(1~65535) for TCP/UDP.

START_P: Enter a port number to indicate the starting destination
port.

END_P: Enter a port number to indicate the ending destination port.
Example: object service obj 3 -d 1 100 200

Example
> object service obj 1 -n limit
> object service obj 1 -p 255
> object service obj 1 -s 1 120 240
> object service obj 1 -d 1 200 220
> object service obj 1 -v

Name :[limit]

>

Service Object Profile 1

Protocol : [TCP/UDP]
Source port check action:[!'=]
Source port range:[120~240]
Destination port check action:[!1=]
Destination port range:[200~220]

Telnet Command: object service grp

This command is used to integrate several service objects under a service group profile.

Syntax

object service grp setdefault

object service grp INDEX -v
object service grp INDEX -n NAME
object service grp INDEX -a SER_OBJ_INDEX

Syntax Description

Parameter Description

setdefault It means to return to default settings for all profiles.

INDEX It means the index number of the specified group profile.

-V It means to view the information of the specified group profile.
Example: object service grp 1 -v

-n NAME It means to define a name for the service group.

NAME: Type a name with less than 15 characters.
Example: object service grp 8 -n bruce

-a SER_OBJ_INDEX

It means to specify service object profiles for the group profile.
Example: :object service grp 3 -a 12 3 45

The service object profiles with index number 1,2,3,4 and 5 will be
group under such profile.

Example
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>object service grp 1 -n Grope_1
Service Group Profile 1

Name :[Grope_1]

Included service object index:
[0:-1[01

[1:1[0C1

[2:1[01

[99:1[01

> object service grp 1 -a 1 2
Service Group Profile 1

Name :[Grope_1]

Included service object index:
[0:-111]

[1:102]

[2:1[0]

[99:1[0]

>

Telnet Command: object kw

This command is used to create keyword profile.

Syntax

object kw obj setdefault

object kw obj show PAGE

object kw obj INDEX -v

object kw obj INDEX -n NAME
object kw obj INDEX -a CONTENTS
object kw obj INDEX -c

Syntax Description

Parameter Description
setdefault It means to return to default settings for all profiles.
show PAGE It means to show the contents of the specified profile.
PAGE: type the page number.
show It means to show the contents for all of the profiles.
INDEX It means the index number of the specified keyword profile.
-V It means to view the information of the specified keyword profile.
-n NAME It means to define a name for the keyword profile.
NAME: Type a name with less than 15 characters.
-a CONTENTS It means to set the contents for the keyword profile.

Example: object kw obj 40 -a test

It means to clear the content of keyword object profile.
Example: object kw obj 40 -c
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Example

Profile 1

Name :[children]
Content:[]

> object kw obj 1 -a
Profile 1

Name :[children]
Content:[gambling]

> object kw obj 1 -v
Profile 1

Name :[children]
Content:[gambling]
>

> object kw obj 1 -n children

gambling

Telnet Command: object fe

This command is used to create File Extension Object profile.

Syntax

object fe show

object fe setdefault

object fe obj INDEX -v
object fe obj INDEX -n NAME

object fe obj INDEX -e CATEGORY | FILE_EXTENSION
object fe obj INDEX -d CATEGORY | FILE_EXTENSION

Syntax Description

Parameter Description

show It means to show the contents for all of the profiles.

setdefault It means to return to default settings for all profiles.

INDEX It means the index number (from 1 to 8) of the specified file
extension object profile.

-V It means to view the information of the specified file extension
object profile.

-n NAME It means to define a name for the file extension object profile.
NAME: Type a name with less than 15 characters.

-e It means to enable the specific CATEGORY or FILE_EXTENSION.

-d It means to disable the specific CATEGORY or FILE_EXTENSION

CATEGORY | FILE_EXTENSION

CATEGORY:

Image, Video, Audio, Java, ActiveX, Compression, Executation
Example: object fe obj 1 -e Image

FILE_EXTENSION:

Il-bmpll, Il-dibll’ ll-gifll, Il-jpegll, ".jpg", ll-jpgzll, ll-jp2l|' ".pCt",

".pex”, “.pic", ".pict’, ".png", ".tif", ".tiff", ".ico", ".asf", ".avi",
".mov", ".mpe", ".mpeg", ".mpg", ".mp4", ".qt", ".rm", ".wmv", ".3gp",
".3gpp", ".3gpp2", ".392", ".flv', ".swf", ".aac", ".aiff", ".au", ".mp3",
".m4a", ".m4p", ".ogg", ".ra", ".ram", ".vox", ".wav", ".wma", ".class",
"jad", ".jar", ".jav", ".java", ".jem", ".js", ".jse", ".jsp", ".jtk", ".alx",
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".apb", ".axs", ".ocx", ".olb", ".ole", ".tlb", ".viv", ".vrm", ".ace",
".arj", ".bzip2", ".bz2", ".cab", ".gz", ".gzip", ".rar", ".sit", ".zip"
".bas", ".bat", ".com", ".exe", ".inf", ".pif", ".reg", ".scr", ".torrent",
".doc", ".docx", ".odp", ".ods", ".odt", ".pdf", ".ppt", ".pptx", ".xls",
" xlsx"

Example: object fe obj 1 -e .bmp

Example

> object fe obj 1 -n music
> object fe obj 1 -e Audio
> object fe obj 1 -v
Profile Index: 1

Profile Name:[music]

Image category:

L1-bmp [ ]1.dib [ 1.gif [ 1-jpeg [ 1-jpg [ 1-5pg2 [ 1.ip2 [ ].pct
L 1.pcx [ ].pic [ 1.pict [ ].png [ ].tif [ ]J.tiff [ ]J.ico

Video category:

[Ll.asf [J.avi [ 1.mov [ ]J.mpe [ 1.mpeg [ 1-mpg [ 1.mp4 [ ].qt
L1.rm [ J.wnv [1-3gp L[ 1-3gpp [ 1-3gpp2 [ 1.302 [ 1.flv [ ].swf

Audio category:
[v]-aac [v]-aiff [v].au [vl]-mp3 [vl-mda [v]-m4p [v]-ogg [Vv]-ra
[vl-ram [v].vox [v]-wav [v]-wma
Java category:
Ll.class[]-jad [1-jar [1-jav [1.java [1.jem [ 1.js [ 1.jse
L1dsp [ 1.3tk
ActiveX category:
[ 1-alx [ J-apb [ l-axs [ J-ocx [ J-olb [ J.ole [1-tlb [ ]-viv
[ 1-vrm
Compression category:
[l.-ace [].arj [ 1.bzip2 [ ].bz2 [ ].cab [1.9z [ 1.9zip [ ].rar
L 1.sit [ ].zip
Execution category:
[ 1-bas [ ]-bat [ ]J-com [ J.exe [ 1-inf [ ].-pif [ 1-reg [ ]-scr
P2P category:
[ ]-torrent
Document category:
[1.doc [ ].docx [ J.odp [].ods [ ]J.odt [ ].pdf [ ].ppt [ ].pptx
[ 1-xIs [ ]-xIsx

>

Telnet Command: object sms

This command is used to create short message object profile.

Syntax
object sms show
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object sms setdefault

object sms obj INDEX -v

object sms obj INDEX -n NAME

object sms obj INDEX -s Service Provider
object sms obj INDEX -u Username
object sms obj INDEX -p Password
object sms obj INDEX -q Quota

object sms obj INDEX -i Interval

object sms obj INDEX -1 URL

Syntax Description

Parameter Description

show It means to show the contents for all of the profiles.

setdefault It means to return to default settings for all profiles.

[INDEX] It means the index number (from 1 to 10) of the specified SMS
object profile.

-V It means to view the information of the specified SMS object
profile.

-n [NAME] It means to define a name for the SMS object profile.
NAME: Type a name with less than 15 characters.

-s [Service Provider] It means to specify the number of the service provider which offers
the service of SMS. Different numbers represent different service
provider.

0 : kotsms.com.tw (TW)
2 : textmarketer.co.uk (UK)
4 messagemedia.co.uk (UK)
5 : bulksms.com (INT)
6 : bulksms.co.uk (UK)
7 bulksms.2way.co.za (ZA)
8 bulksms.com.es (ES)
9 : usa.bulksms.com (US)
10 : bulksms.de (DE)
11: www.pswin.com (EU)
12 :  www.messagebird.com (EU)
13: www.lusosms.com (EU)
14 : www.vibeactivemedia.com (UK)

-u [Username] It means to define a user name for the SMS object profile.

Type a user name that the sender can use to register to selected
SMS provider.

-p [Password] It means to define a password for the SMS object profile.
Type a password that the sender can use to register to selected SMS
provider.

-g [Quota] Enter the number of the credit that you purchase from the service
provider.

Note that one credit equals to one SMS text message on the
standard route.

-l [Interval] It means to set the sending interval for the SMS to be delivered.
Enter the shortest time interval for the system to send SMS.

-1 [URL] It means to set the URL for Custom 1 and Custom 2 profiles.

The profile name for Custom 1 and Custom 2 are defined in default
and can not be changed.

Example
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object sms obj
object sms obj
object sms obj
object sms obj
object sms obj
object sms obj
object sms obj
Profile Index: 1
Profile Name:[CTC]

V VV V V V V
PR R R R R R

Username:[carrie]
Password: [******]
Quota:[2]

SMS Provider:[kotsms.com.tw (TW)]

Sending Interval:[50(seconds)]

—-n CTC

-s 0

-u carrie

-p 19971125cm
-q 2

-1 50

Telnet Command: object mail

This command is used to create mail object profile.

Syntax
object mail show
object mail setdefault

object mail obj INDEX -v
object mail obj INDEX -n <Profile Name>
object mail obj INDEX -s <SMTP Server>

object mail obj INDEX -

I <Connection security>

object mail obj INDEX -m <SMTP Port>
object mail obj INDEX -a <Sender Address>
object mail obj INDEX -t <Authentication>
object mail obj INDEX -u <Username>
object mail obj INDEX -p <Password>
object mail obj INDEX -i <Sending Interval>
object mail obj INDEX -w <Interface>
object mail obj INDEX -x <Alias IP Index>

Syntax Description

Parameter Description

show It means to show the contents for all of the profiles.

setdefault It means to return to default settings for all profiles.

[INDEX] It means the index number (from 1 to 10) of the specified mail
object profile.

-V It means to view the information of the specified mail object

profile.

-n <Profile Name>

It means to define a name for the mail object profile.
Profile Name: Type a name with less than 15 characters.

-s <SMTP Server>

It means to set the IP address of the mail server.

-1 <Connection security>

It means to use port 465 for SMTP server for some e-mail server uses
https as the transmission method.

0 - disable
1 - enable to use the port number.

-m <SMTP Port>

It means to set the port number for SMTP server.

-a <Sender Address>

It means to set the e-mail address (e.g., johnwash@abc.com.tw) of
the sender.

-t <Authentication>

The mail server must be authenticated with the correct username
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and password to have the right of sending message out.
0 - disable
1 - enable to use the port number.

-u <Username>

Type a name for authentication. The maximum length of the name
you can set is 31 characters.

-p <Password>

Type a password for authentication. The maximum length of the
password you can set is 31 characters.

-i <Sending Interval>

Define the interval for the system to send the SMS out. The unit is
second.

-w <Interface>

Set the interface of the mail server profile.

-x <Alias IP Index>

Set the alias IP of mail server profile (1 to 10).

Example

> object mail obj 1 —n
> object mail obj 1 -s
> object mail obj 1 -m
> object mail obj 1 -t
> object mail obj 1 -u
> object mail obj 1 -p
> object mail obj 1 -i
> object mail obj 1 -v

Profile Index: 1
Interface: [Any]
Alias IP Index:[0]
Profile Name:[]

SMTP Port:[25]

Username:[john]
Password: [******]

SMTP Server:[192.168.1.

Authentication:[enable]

buyer
192.168.1.98
25

1

john
happy123456
25

98]

Sender Address:[] Connection Security:[Plaintext]

Sending Interval:[25(seconds)]

Telnet Command: object noti

This command is used to create notification object profile.

Syntax

object noti show
object noti setdefault
object noti obj INDEX -v

object noti obj INDEX -n Profile Name
object mail obj INDEX -e Category Status
object mail obj INDEX -d Category Status

Syntax Description

Parameter Description

show It means to show the contents for all of the profiles.

setdefault It means to return to default settings for all profiles.

[INDEX] It means the index number (from 1 to 8) of the specified
notification object profile.

-V It means to view the information of the specified notification
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object profile.

-n <Profile Name>

It means to define a name for the notification object profile.
Profile Name: Type a name with less than 15 characters.

-e

It means to enable the status of specified category.

-d

It means to disable the status of specified category.

<Category>

Available categories are:
1: WAN; 2: VPN Tunnel; 3: Temperature Alert;
4: WAN Budget; 5: CVM; 6: High Availability; 9 : Security

<status>

For WAN -

1 : Disconnected; 2 : Reconnected.
For VPN Tunnel -

1 : Disconnected; 2 : Reconnected.
For Temperature Alert -

1 : Out of Range.

For WAN Budget -

1 : Limit Reached.

For CVM -

1 : CPE Offline; 2 : Backup Fail; 3 : Restore Fail; 4: FW Update
Fail. ; 5 : VPN Profile Setup Fail.

For High Availability -

1 : Failover Occurred, Config Sync Fail, Router Unstable
For Security -

: Web Log-in event occurs.

: Telnet Log-in event occurs.

: SSH Log-in event occurs.

: TRO69 Log-in event occurs.

: FTP User Log-in event occurs.
: Config-Changed event occurs.

OO0k WN R

Example

object noti obj
object noti obj
object noti obj
object noti obj
object noti obj
Profile Index: 1

V V. V V V

Profile Name:[market]

Category
WAN
VPN Tunnel

Temperature Alert [ JUSB Temperature Out of Range
WAN Budget Alert [ ]JLimit Reached

CVM Alert

High Availability[ ]JFailover Occurred

Security

—n market
e 11
21
-e 53

S
|
o

Status
[v]Disconnected [ JReconnected
[v]Disconnected [ JReconnected

[ JCPE Offline

[ 1CPE Config Backup Fail
[VICPE Config Restore Fail

[ ICPE Firmware Fpgrade Fail
[ 1CPE VPN Profile Setup Fail

Config Sync Fail
Router Unstable
[ TWeb Log-in event occurs
[ 1Telnet Log-in event occurs
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[ ISSH Log-in event occurs

[ JTRO69 Log-in event occurs

[ JFTP User Log-in event occurs
[ 1Config-Changed event occurs

Telnet Command: object schedule

This command is used to create schedule object profile.

Syntax

object schedule set INDEX option

object schedule view

object schedule setdefault

Syntax Description

Parameter Description

set It means to set the schedule profile.

<INDEX> It means the index number (from 1 to 15) of the specified object
profile.

option Available options for schedule includes:
-e

-e <value> It means to enable the schedule setup.

0 - disable
1 - enable

-c <comment>

It means to set brief description for the specified profile.
The length range of the comment: 1 ~ 32 characters.

-D <year><month><day>

It means to set the starting date of the profile.

[year] - Must be between 2000-2049.

[month] - Must be between 1-12.

[day] - Must be between 1-31.

For example: To set Start Date 2015/10/6, type
> object schedule set 1 -D "2015 10 6"

-T <hour><minute>

It means to set the starting time of the profile.
[hour] - Must be between 0-23.
[minute] - Must be between 0-59.
For example: To set Start Time 10:20, type
> object schedule set 1 -T "10 20"

-d <hour><minute>

It means to set the duration time of the profile.
[hour] - Must be between 0-23.
[minute] - Must be between 0-59.
For example: To set Duration Time 3:30, type
> object schedule set 1 -d "3 30"

-a <value> It means to set the action used for the profile.
[value] -
0:Force On, 1:Force Down, 2:Enable Dial-On-Demand, 3:Disable
Dial-On-Demand

-l <value> It means to set idle time.

[value] - Must be between 0-255(minute). The default is 0.

-h <option><day>

Set how often the schedule will be applied.
[option] -
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0: Once, 1: Weekdays

[day] -
Sun, Mon, Tue, Wed, Thu, Fri, Sat

example: To select Sunday, Monday, Thursday, type
> object schedule set 1 -h “1 Sun Mon Thu”

If the [option] set Weekdays, then must select which days of Week.

view <INDEX> It means to show the content of the profile.
setdefault It means to return to default settings for all profiles.
Example

> object schedule set 1 —e 1

> object schedule set 1 —c Working
> object schedule set 1 -D “2016 11 8~
> object schedule set 1 -T “8 1”
> object schedule set 1 —d “2 30~
> object schedule set 1 —-a 0

> object schedule set 1 —h “1 Mon Wed”
> object schedule view 1

|

ndex No.1

[v]l Enable Schedule Setup
Comment [ Working ]
Start Date (yyyy-mm-dd) [ 2023 ]-[ 11 ]-[ 23 ]

Start Time (hh:mm) [ 81:[ 11

Duration Time (hh:mm) [ 2 1:[ 30 1]

Action [ Force On ]

Idle Timeout [ O] minute(s).-(max. 255, 0 for default)
How Often

[v] Weekdays
[ 1Sun [v]Mon [ JTue [v]Wed [ JThu [ JFri [ ]Sat

Telnet Command: port

This command allows users to set the speed for specific port of the router.

Syntax

port<i, 2, 3,4,5,6,7,8,9, 10, 11, 12, all> <AN, 100F, 100H, 10F, 10H, status >
port <wanl, wan2, wan3, wan4> <AN, 1000F, 100F, 100H, 10F, 10H, status >

port status

port sniff <on,off,port,txrx,restart,status>

port 802.1x <enable,disable,status,addport,delport>

Syntax Description

Parameter Description

<1,2,3,4,5,6,7,8,9, 10, | It means the to set the physical type for a LAN port.

11, 12, all><AN, 100F, 100H, | <1 2 3, 4,5,86,7,8, 9, 10, 11, 12, all> - It means the number of
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10F, 10H, status>

LAN port.

<AN, 100F, 100H, 10F, 10H> - It means the physical type for the
specific port.

AN: auto-negotiate.

100F: 100M Full Duplex.

100H: 100M Half Duplex.

10F: 10M Full Duplex.

10H: 10M Half Duplex.

status: View the Ethernet port status.

<wanl, wan2, wan3, wan4>
<AN, 1000F, 100F, 100H, 10F,
10H, status>

It means the to set the physical type for a LAN port.
<wanl, wan2, wan3, wan4> - It means the number of WAN port.

<AN, 1000F, 100F, 100H, 10F, 10H, status> - It means the physical
type for the specific port.

AN: auto-negotiate.

1000F: 1000M Full Duplex.

100F: 100M Full Duplex.

100H: 100M Half Duplex.

10F: 10M Full Duplex.

10H: 10M Half Duplex.

status: View the Ethernet port status.

status

It means to view the Ethernet port status.

sniff
<on,off,port,txrx,restart,st
atus>

It means to set settings for sniffer.
<on,off,port,txrx,restart,status>: See the following,
on - Turn on the sniffer.
off - Turn off the sniffer.
port - Specify a LAN port (p1, p2, p3 or p4).
restart - Restart the system to activate the settings.
status - Display current settings.

rxrx - Set the transmission and receiving rates for a LAN/WAN
port.

e.g., > port sniff txrx 30000 p2

802.1x
<enable,disable,status,addp
ort,delport>

It means to set settings for 802.1x.
<enable,disable,status,addport,delport>: See the following,
enable - Enable the function.

disable - Disable the function.

status - Display current settings.

addport - Add a port number (1 to 5).

delport - Delete a port number (1 to 5).

Example

> port 1 100F

%Set Port 1 Force speed 100 Full duplex OK 111

Telnet Command: portmaptime

This command allows you to set a time of keeping the session connection for specified

protocol.

Syntax

portmaptime [-<command> <parameter> | ... ]
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Syntax Description

Parameter Description
[<command> The available commands with parameters are listed below.
<parameter>]..] [...] means that you can type in several commands in one line.
-t <sec> It means “TCP” protocol.
<sec>: Type a number to set the TCP session timeout.
-U <sec> It means “UDP” protocol.
<sec>: Type a nhumber to set the UDP session timeout.
-i <sec> It means “IGMP” protocol.
<sec>: Type a number to set the IGMP session timeout.
-W <sec> It means “TCP WWW” protocol.
<sec>: Type a number to set the TCP WWW session timeout.
-S <sec> It means “TCP SYN” protocol.
<sec>: Type a humber to set the TCP SYN session timeout.
-f It means to flush all portmaps (useful for diagnostics).
-l <List> List all settings.
Example

> portmaptime -t 86400
> portmaptime -1
—————— Current setting

IGMP Timeout : 10 sec

TCP Timeout : 86400 sec.
UDP Timeout : 300 sec.
TCP WWW Timeout: 120 sec.
TCP SYN Timeout: 60 sec.

-u 300 -i 10

Telnet Command: qos setup

This command allows user to set general settings for QoS.

Syntax

gos setup [-<command> <parameter> | ... ]

Syntax Description

Parameter

Description

[<command>
<parameter>]...]

The available commands with parameters are listed below.
[...] means that you can type in several commands in one line.

-h Type it to display the usage of this command.
-W <1~12> It means to specify WAN interface. The default is WAN1.
1: WAN1; 2:WAN2;....
-m <mode> It means to define which traffic the QoS control settings will apply

to and eable QoS control.

0: disable.

1: in, apply to incoming traffic only.

2: out, apply to outgoing traffic only.

3: both, apply to both incoming and outgoing traffic.
Default is enable (for outgoing traffic).
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-i <bandwidth> It means to set inbound bandwidth in kbps (Ethernet WAN only)
The available setting is from 1 to 100000.

-0 <bandwidth> It means to set outbound bandwidth in kbps (Ethernet WAN only).
The available setting is from 1 to 100000.

-r <index:ratio> It means to set ratio for class index, in %.

-u <mode> It means to enable bandwidth control for UDP.
0: disable
1: enable

Default is disable.

-p <ratio> It means to enable bandwidth limit ratio for UDP.
-t <mode> It means to enable/disable Outbound TCP ACK Prioritize.
0: disable
1: enable
-V Show all the settings.
-1 <bandwidth> It means the minimum available non-VoIP Inbound Bandwidth

when VoIP is detected (Kbps).

<bandwidth>: Enter a value. Default value: half of WAN inbound
bandwidth.

-0 <bandwidth> It means the minimum available non-VolP Outbound Bandwidth
when VoIP is detected (Kbps).

<bandwidth>: Enter a value. Default value: half of WAN outbound
bandwidth.

-v <0/1> It means to adjust to minimum In/Out bandwidth setting (or half
QoS bandwidth).

0: Auto bandwidth adjustment.

1: When VolIP detected, QoS In/Out bandwidth will be adjusted to
minimum values.

-D Set all to factory default (for all WANS).

Example

> gos setup -m 3 -i 9500 -0 8500 -r 3:20 -u 1 -p 50 -t 1

WAN1 QOS mode is both

inbound bandwidth set to 9500

outbound bandwidth set to 8500

WAN1 class 3 ratio set to 20

WAN1 udp bandwidth control set to enable

WAN1 udp bandwidth limit ratio set to 50

WAN1 Outbound TCP ACK Prioritizel set to enable
QoS WAN1 set complete; restart QoS
>

Telnet Command: qos class

This command allows user to set QoS class.

Syntax

gos class -c <no> -<a]e|d <no>>[-<command> <parameter> | ... ]

Syntax Description

Parameter Description
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[<command>
<parameter>]...]

The available commands with parameters are listed below.
[...] means that you can type in several commands in one line.

-h Type it to display the usage of this command.
-Cc <no> Specify the index number for the class.
Available value for <no> contains 1, 2 and 3. The default setting is
class 1.
-n <name> It means to type a name for the class.
-a It means to add rule for specified class.
-e <no> It means to edit specified rule.
<no>: type the index number for the rule.
-d <no> It means to delete specified rule.
<no>: type the index number for the rule.
-m <mode> It means to enable or disable the specified rule.
0: disable,
1: enable
-v <1/0> It means to set the type of IP address version.
1-1Pv6
0 - IPv4
-L< It means to set the local address type as "IP Group and Objects"

obj_idx1,0bj_idx2,grp_idx1,
grp_idx2>

(format: obj_idx1,o0bj_idx2,grp_idx1,grp_idx2). Two IP groups and
two IP objects can be set at one time, at most.

obj_idx1 - Enter the index number (0 to 192) of IP object.
obj_idx2 - Enter the index number (0 to 192) of IP object.
grp_idx1 - Enter the index number of IP group.

grp_idx2 - Enter the index number of IP group.

-M <
obj_idx1,obj_idx2,grp_idx1,
grp_idx2>

It means to set the remote address type as "IP Group and Objects"
(format: obj_idx1,obj_idx2,grp_idx1,grp_idx2). Two IP groups and
two IP objects can be set at one time, at most.

obj_idx1 - Enter the index number (0 to 192) of IP object.
obj_idx2 - Enter the index number (0 to 192) of IP object.
grp_idx1 - Enter the index number of IP group.
grp_idx2 - Enter the index number of IP group.

-l <addr>

Set the local address.

Addrl - It means Single address. Please specify the IP address
directly, for example, “-1 172.16.3.9”.

addrl:addr2 - It means Range address. Please specify the IP
addresses, for example, “-1 172.16.3.9: 172.16.3.50.”

addrl:subnet - It means the subnet address with start IP address.
Please type the subnet and the IP address, for example, “-I
172.16.3.9:255.255.0.0”.0

any - It means Any address. Simple type “-I”” to specify any address
for this command.

-r <addr>

Set the remote address.

addrl - It means Single address. Please specify the IP address
directly, for example, “-1 172.16.3.9”.

addrl:addr2 - It means Range address. Please specify the IP
addresses, for example, “-1 172.16.3.9: 172.16.3.50.”

addrl:subnet - It means the subnet address with start IP address.
Please type the subnet and the IP address, for example, “-I
172.16.3.9:255.255.0.0”.0

any - It means Any address. Simple type “-1"” to specify any address
for this command.
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-1/-r

Set the Address Type to "any". No need to input any IP address.

-p <DSCP id>

Specify the ID for a rule.

DSCP id - Range from 1 to 20, and ALL_AF (means to choose ALL AF
Classes (case insensitive).

-s <Service type>

Specify the predefined service type by typing the number. The
available types are listed as below:

1:ANY 2:DNS 3:FTP 4:GRE 5:H.323

6:HTTP 7:HTTPS 8:IKE 9:IPSEC-AH 10:IPSEC-ESP
11:IRC 12:L2TP 13:NEWS 14:NFS 15:NNTP

16:PING 17:POP3 18:PPTP 19:REAL-AUDIO 20:RTSP
21:SFTP 22:SIP 23:SMTP 24:SNMP 25:SNMP-TRAPS
26:SQL-NET 27:SSH 28:SYSLOG 29:TELNET 30:TFTP

-u <Service type>

Specify the user defined service type by typing the number (1 to
40).

-0 <Service type>

Specify the service type object. Up to two sets can be set.

Service type - Enter the index number (0 to 96; 0 means not set) of
the service type object.

-g <Service type>

Specify the service type group. Up to two sets can be set.

Service type - Enter the index number (0 to 32; 0 means not set) of
the service type group.

For example
>qos class -c 2 -el g1

-S <d/s>

Show the content for specified DSCP ID (0 to 20) /Service type.
In which, the DSCP ID means;

0: default, 1: IP precedence 1, 2: IP precedence 2,

3: IP precedence 3, 4: IP precedence 4, 5: IP precedence 5,

6: IP precedence 6, 7: IP precedence 7, 8: AF Classl (Low Drop),
9: AF Class1 (Medium Drop), 10: AF Class1 (High Drop),

11: AF Class2 (Low Drop), 12: AF Class2 (Medium Drop)

13: AF Class2 (High Drop), 14: AF Class3 (Low Drop),

15: AF Class3 (Medium Drop), 16: AF Class3 (High Drop)

17: AF Class4 (Low Drop), 18: AF Class4 (Medium Drop),

19: AF Class4 (High Drop), 20: EF Class

-V <1/2/3>

Show the rule in the specified class.

Example

> gos class -c 2 -n draytek -a -m 1 -1 192.168.1.50:192.168.1.80

Following setting will set in the class2

class 2 name set to draytek

Add a rule in class2

Class2 the 1 rule enabled

Set local address type to Range, 192.168.1.50:192.168.1.80

Telnet Command: qos type

This command allows user to configure protocol type and port number for QoS.

Syntax

qos type [-a <service nhame> | -e <no> | -d <no>].

Syntax Description

Parameter

Description
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-a <name> It means to add rule.

-e <no> It means to edit user defined service type. “no” means the index
number. Available numbers are 1~40.

-d <no> It means to delete user defined service type. “no” means the index
number. Available numbers are 1~40.

-n <name> It means the name of the service.

-t <type> It means protocol type.
6: tcp(default)
17: udp

0: tcp/udp
<1~254>: other

-p <port> It means service port. The typing format must be [start:end] (ex.,
510:330).

-1 List user defined types. “no” means the index number. Available
numbers are 1~40.

Example

> gos type -a draytek -t 6 -p 510:1330

service name set to draytek
service type set to 6:TCP

Port type set to Range

Service Port set to 510 ~ 1330
>

Telnet Command: qos voip

This command allows user to enable or disable the QoS for VoIP and RTP.

Syntax

gos voip <on/off>

Syntax Description

Parameter Description

on/off On - Enable the QoS for VolP.
Off - Disable th QoS for VolP.

Example

> gos voip off
QoS for VolP: Disable; SIP Port: 5060
>

Telnet Command: quit

This command can exit the telnet command screen.
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Telnet Command: show lan

This command displays current status of LAN IP address settings.

Example

> show lan

The LAN settings:

Status IP Mask DHCP Start IP Pool Gateway
[VIJLAN1 192.168.1.1 255.255.255.0 V 192.168.1.10 200
192.168.1.1

[XJLAN2 192.168.2.1 255.255.255.0 V 192.168.2.10 100
192.168.2.1

[XJLAN3 192.168.3.1 255.255.255.0 V 192.168.3.10 100
192.168.3.1

[XJLAN4 192.168.4.1 255.255.255.0 V 192.168.4.10 100
192.168.4.1

[XJLAN5 192.168.5.1 255.255.255.0 V 192.168.5.10 100
192.168.5.1

[XJLAN6 192.168.6.1 255.255.255.0 V 192.168.6.10 100
192.168.6.1

[XJLAN7 192.168.7.1 255.255.255.0 V 192.168.7.10 100
192.168.7.1

[XJLAN8 192.168.8.1 255.255.255.0 V 192.168.8.10 100
192.168.8.1

[XJLAN9 192.168.9.1 255.255.255.0 V 192.168.9.10 100
192.168.9.1

[XJLAN1O 192.168.10.1 255.255.255.0 V 192.168.10.10 100
192.168.10.1

[XJLAN11 192.168.11.1 255.255.255.0 V 192.168.11.10 100
192.168.11.1

[XJLAN12 192.168.12.1 255.255.255.0 V 192.168.12.10 100
192.168.12.1

[XJLAN13 192.168.13.1 255.255.255.0 V 192.168.13.10 100
192.168.13.1

[XJLAN14 192.168.14.1 255.255.255.0 V 192.168.14.10 100
192.168.14.1

[XJLAN15 192.168.15.1 255.255.255.0 V 192.168.15.10 100
192.168.15.1

[XJLAN16 192.168.16.1 255.255.255.0 V 192.168.16.10 100
192.168.16.1

[XJLAN17 192.168.17.1 255.255.255.0 V 192.168.17.10 100
192.168.17.1

[XJLAN18 192.168.18.1 255.255.255.0 V 192.168.18.10 100
192.168.18.1

[XJLAN19 192.168.19.1 255.255.255.0 V 192.168.19.10 100
192.168.19.1

[XJLAN20 192.168.20.1 255.255.255.0 V 192.168.20.10 100
192.168.20.1

--— MORE --- ["Qq": Quit, "Enter”: New Lines, "Space Bar": Next Page] ---
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Telnet Command: show dmz

This command displays current status of DMZ host.

Example

> show dmz
% WAN1 DMZ mapping status:

Index Status WAN1 aux IP Private
1 Disable 0.0.0.0
% WAN2 DMZ mapping status:
Index Status WAN2 aux IP Private
1 Disable 0.0.0.0
% WAN3 DMZ mapping status:
Index Status WAN3 aux IP Private

1 Disable 111.251.202.195

% WAN4 DMZ mapping status:
Index Status WAN4 aux IP Private
1 Disable 0.0.0.0
% WAN5 DMZ mapping status:
Index Status WAN5 aux IP Private
1 Disable 172.16.2.191
% WAN12 DMZ mapping status:
Index Status WAN12 aux IP Private

1 Disable 0.0.0.0

Telnet Command: show dns

This command displays current status of DNS setting.

Example

> show dns

%% Domain name server settings:
% LAN1 Primary DNS: [Not set]

% LAN1 Secondary DNS: [Not set]
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% LAN10O Primary DNS: [Not set]
% LAN10O Secondary DNS: [Not set]
>

Telnet Command: show openport

This command displays current status of open port setting.

Example

> show openport ?
%% Openport settings:
Local IP Address

Index Status Comment

1. Enable CARR_1 192.168.1.9

Total 1 items listed.

Telnet Command: show nat

This command displays current status of NAT.

Example
> show nat
Port Redirection Running Table:
Index Protocol Public Port Private IP Private Port
1 6 20011 192.168.100.10 8080
2 6 20022 192.168.100.10 8443
3 0 0 0.0.0.0 0
4 0 0 0.0.0.0 0
5 0 0 0.0.0.0 0
6 0 0 0.0.0.0 0
7 0 0 0.0.0.0 0
8 0 0 0.0.0.0 0
9 0 0 0.0.0.0 0
--— MORE --- ["q": Quit, "Enter”: New Lines, "Space Bar": Next Page]

Telnet Command: show portmap

This command displays the table of NAT Active Sessions.

Example

> show portmap

P Private_IP: Port

Pseudo_IP: Port

Peer_IP:Port ST LastTime DPDK
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6 192.168.100.10:57410 111.251.202.195:57730 52.159.49.199: 443 6 1165 1

6 192.168.100.10:56901 172.16.2.191:57221 172.16.2.8: 3000 6 3823 1
17 192.168.100.10:55373 111.251.202.195:55693 224.0.0.252: 5355 0 293 0
17 192.168.100.10:55374 111.251.202.195:55694 172.217.160.67: 443 O 294 1

17 192.168.100.10:56529 111.251.202.195:56849 239.255.255.250: 1900 O

Telnet Command: show pmtime

This command displays the reuse time of NAT session.

LevelO: It is the default setting.

Levell: It will be applied when the NAT sessions are smaller than 25% of the default setting.
LengZ: It will be applied when the NAT sessions are smaller than the eighth of the default
setting.

Example

> show pmtime
Level0 TCP=86400001 UDP=300001 ICMP=10001
Levell TCP=600000 UDP=90000 ICMP=7000
Level2 TCP=60000 UDP=30000 ICMP=5000

Telnet Command: show session

This command displays current status of current session.

Example

> show session

% Maximum Session Number: 300000

% Maximum Session Usage: 2

% Current Session Usage: 2

% Current Session Used(include waiting for free): 15
% WAN1 Current Session Usage:
% WAN2 Current Session Usage:
% WAN3 Current Session Usage:
% WAN4 Current Session Usage:
% WAN5 Current Session Usage:
% WAN6 Current Session Usage:
% WAN7 Current Session Usage:
% WAN8 Current Session Usage:
% WAN9 Current Session Usage:
% WAN1O Current Session Usage:
% WAN11l Current Session Usage:
% WAN12 Current Session Usage: O
## Session Create this Sec: O

## Session Create Peak Sec: 17

OO O0OO0Okr oOoOr oo

o O
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Telnet Command: show status

This command displays current status of LAN and WAN connections.

Example

> show status

System Uptime:2:8:29

LAN Status

Primary DNS:168.95.192.1 Secondary DNS:168.95.1.1

IP Address:192.168.100.1 Tx Rate:103850 Rx Rate:68112
WAN 1 Status: Disconnected

Enable:Yes Line:Fiber Name:

Mode:DHCP Client Up Time:0:00:00 IP:-—- GW IP:---
TX Packets:0 TX Rate(bps):0 RX Packets:0 RX
Rate(bps):0

WAN 2 Status: Disconnected

Enable:No Line:Ethernet Name:

Mode:--- Up Time:0:00:00 IP:-—- GW IP:-——-
TX Packets:0 TX Rate(bps):0 RX Packets:0 RX
Rate(bps):0

WAN 3 Status: Connected

Enable:Yes Line:Ethernet Name:

Mode : PPPoE Up Time:2:08:09 1P:111.251.202.195GW
IP:168.95.98.254

TX Packets:47380 TX Rate(bps):2600 RX Packets:59135 RX
Rate(bps):5704

WAN 4 Status: Disconnected

Enable:No Line:Ethernet Name:

Mode:--- Up Time:0:00:00 IP:-——- GW IP:-—-—-
TX Packets:0 TX Rate(bps):0 RX Packets:0 RX
Rate(bps):0

Telnet Command: show traffic

This comman can display traffic graph for WAN#, transmitted bytes, receivied bytes and

sessions.

Syntax

show traffic <wanl/wan2~wan7><tx/rx> <weekly>

show traffic <ipaddr> <tx/rx>
show traffic session <weekly>
show traffic ip [1/0]

Example
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> show traffic session weeklyo ,0 ,0 ,0 ,0 ,0 ,0 ,0 ,0 ,0 ,0 ,0 ,0 ,0 ,0,0 ,0,
c,0,0,0,0,0.,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,O
,0 ,0 ,0 ,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,O
,0 ,0 ,0 ,0,0,0,0,0,0,0,0,0,0,0,0,0 ,0,0,0,0,0,0,0,0,0,0,
,0 ,0 ,0 ,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,O
,0 ,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,
,0 ,0 ,0 ,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,O0

,0 ,0 ,0 ,0 ,0 ,0,0,0,0,0,0,0,0,0,0,0,0,2,1,0,0,0,0,0,0,O0
,0 ,0,0 ,0,0,0,0,0,0,0,0,0,2,3,0,0,0,0,0,2,15,5,4,1,0,0,
,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,00,0,0,0,7,2,4,2
>
Telnet Command: show clienttraffic

This command displays packet information for specified external device.

Syntax

show clienttraffic <device index><wan# or lan#><tx/rx> <weekly>

Syntax Description
Parameter Description
<device index> Enter the device index (01 - 30) in double-digit (ex: 01, 02)

for external device.

Use “switch list” to check which VigorSwitch connects to this
router. Then, Enter the index number of this VigorSwitch in

this field.
<wan# or lan#> wan# - Specify WAN interface (WAN1 to WAN2) for Vigor
router.
lan#- Specify LAN interface (LANA / LANB) for Vigor router.
<tx/rx> Tx - Inidcate transmitted data.

Rx - Indicate receivied data.

<weekly> Display the transmitted data or receivied data collected
weekly.

Telnet Command: show statistic

This command displays statistics for WAN interface.

Syntax
show statistic

show statistic reset <interface>

Syntax Description

Parameter Description

reset <interface> It means to reset the transmitted/received bytes to Zero.

<interface> - It means to specify WAN1 ~WANS5 (including multi-PVC)
interface for displaying related statistics.

Example

> show statistic
WAN1 total TX: O Bytes ,RX: O Bytes
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WAN10 total
WAN11 total
WAN12 total
WAN13 total
WAN14 total
WAN15 total
WAN16 total
WAN17 total
WAN18 total
WAN19 total
WAN20 total
WAN21 total
WAN22 total
WAN23 total

WAN24 total
-—- MORE ---

WAN2 total TX:
WAN3 total TX:
WAN4 total TX:
WANS5 total TX:
WAN6 total TX:
WAN7 total TX:
WAN8 total TX:
WAN9 total TX:
TX:
TX:
TX:
TX:
TX:
TX:
TX:
TX:
TX:
TX:
TX:
TX:
TX:
TX:

TX:
(el

0 Bytes ,RX: O Bytes
2 MB ,RX: 25 MB
0 Bytes ,RX: O Bytes

11 MB ,RX: 65 MB

0 Bytes ,RX: O Bytes
0 Bytes ,RX: O Bytes
0 Bytes ,RX: O Bytes
0 Bytes ,RX: O Bytes

O 0O O0OO0OO0O0ODO0OO0OO0OO0OO0OO0oOOoOOo

0

Bytes ,RX: O Bytes
Bytes ,RX: O Bytes
Bytes ,RX: O Bytes
Bytes ,RX: O Bytes
Bytes ,RX: O Bytes
Bytes ,RX: O Bytes
Bytes ,RX: O Bytes
Bytes ,RX: O Bytes
Bytes ,RX: O Bytes
Bytes ,RX: O Bytes
Bytes ,RX: O Bytes
Bytes ,RX: O Bytes
Bytes ,RX: O Bytes
Bytes ,RX: O Bytes

Bytes ,RX: O

: Quit,

"Enter”: New Lines,

Bytes

"Space Bar": Next Page] ---

Telnet Command: srv dhcp dhcp2

This command is used for configuring which method (LAN interface or MAC address) that the
DHCP server on IP routed LAN shall use for assigning an IP address to the IP routed LAN clients.

Syntax

srv dhcp dhep2 [-<command> <parameter> | ... ]

Syntax Description

Parameter Description

[<command> The available commands with parameters are listed below.

<parameter>|.. ] [...] means that you can type in several commands in one
line.

-l <enable> The DHCP server assigns the IP addresses to the clients via
LAN port.
<enable> : Enter 0 (disable) or 1 (enable).

-m <enable> The DHCP server assigns the IP addresses to the clients via
MAC address configuration.
<enable> : Enter O (disable) or 1 (enable).

-e <id> Turn on the flag of LAN 1 or LAN 2 if LAN port is enabled.
<id>: Enter 3 or 4.

-d <id> Turn off the flag of LAN port 1 or LAN port 2.
<id>: Enter 3 or 4.

-v View current status.

Example
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>srv dhcp dhcp2 -1 1 -e 1,2

>srv dhcp dhcp2 -v

2nd DHCP server flag status --
Server works on specified MAC address: ON
Server works on specified LAN port: ON
Port 3 flag: ON
Port 4 flag: ON

>

Telnet Command: srv dhcp public

This command allows users to configure DHCP server for second subnet.

Syntax

srv dhcp public start <IP address>

srv dhcp public cnt <IP counts>

srv dhcp public status

srv dhcp public add <MAC Addr XX-XX-XX-XX-XX-XX>

srv dhcp public del <MAC Addr XX-XX-XX-XX-XX-XX/all/ALL>

Syntax Description

Parameter Description
start<IP address> It means the starting point of the IP address pool for the DHCP
server.

<IP address> - Specify an IP address as the starting point in the IP
address pool.

cnt<IP counts> It means the IP count number.

<IP counts>- Specify the number of IP addresses in the pool. The
maximum is 10.

status It means the execution result of this command.

add <MAC Addr It means creating a list of hosts to be assigned.
XX-XX-XK-XX-XX-XX> <MAC Addr XX-XX-XX-XX-XX-XX>: Specify MAC Address of the host.
del <MAC Addr It means removing the selected MAC address.

XX-XX-XX-XX-XX-XX/all/ALL> | <MAC Addr XX-XX-XX-XX-XX-XX>: Specify MAC Address of the host.
all/ALL: It means all of the MAC addresses.

Example

> srv dhcp public cnt 3

> srv dhcp public add 14-49-BC-0D-1F-48
> srv dhcp public status

Index MAC Address

0. 14-49-BC-0D-1F-48 111

Telnet Command: srv dhcp dnsl

This command allows users to set Primary IP Address for DNS Server in LAN.

Syntax
srv dhcp dnsl <lanl/lan2/../1an100> <DNS IP address>
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Syntax Description

Parameter Description
<lan1/lan2/../1an100> It means to sepcify the LAN interface for setting the DNS server.
<DNS IP address> It means the IP address that you want to use as DNS1.
Note: The IP Routed Subnet DNS must be the same as NAT Subnet
DNS).
Example

>srv dhcp dnsl lan8 168.95.1.1

% srv dhcp dnsl lan8 <DNS IP address>
% Now: 168.95.1.1

>

Telnet Command: srv dhcp dns2

This command allows users to set Secondary IP Address for DNS Server in LAN.

Syntax
srv dhcp dns2 <lan1/lan2/../1an100> <DNS IP address>

Syntax Description

Parameter Description
<lan1/lan2/../1an100> It means to sepcify the LAN interface for setting the DNS server.
<DNS IP address> It means the IP address that you want to use as DNS2.
Note: The IP Routed Subnet DNS must be the same as NAT Subnet
DNS).
Example

> srv dhcp dns2 lanl2 10.1.1.1

% srv dhcp dns2 lanl2 <DNS IP address>
% Now: 10.1.1.1

>
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Telnet Command: srv dhcp frcdnsmanl

This command can force the router to invoke DNS Server IP address.

Syntax
srv dhcp frednsmanl on

srv dhcp frcdnsmanl off

Syntax Description

Parameter Description

on It means to use manual setting for DNS setting.

Ooff It means to use auto settings acquired from ISP.
Example

> srv dhcp frcdnsmanl on

% Domain name server now is using manual settings!
> srv dhcp frcdnsmanl off

% Domain name server now is using auto settings!

Telnet Command: srv dhcp gateway

This command allows users to specify gateway address for DHCP server.

Syntax

srv dhcp gateway <Gateway IP>

Syntax Description

Parameter Description
<Gateway IP> It means to specify a gateway address used for DHCP server.
Example

> srv dhcp gateway 192.168.2.1
This setting will take effect after rebooting.
Please use ''sys reboot" command to reboot the router.
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Telnet Command: srv dhcp ipcnt

This command allows users to specify IP counts for DHCP server.

Syntax

srv dhcp ipcnt <IP counts>

Syntax Description

Parameter Description

<IP counts> It means the number (0 to 256) that you have to specify for the
DHCP server.

Example

> srv dhcp ipcnt ?
% srv dhcp ipcnt <IP counts>
% Now: 150

Telnet Command: srv dhcp off

This function allows users to turn off DHCP server. It needs rebooting router, please type "sys
reboot" command to reboot router.

Telnet Command: srv dhcp on

This function allows users to turn on DHCP server. It needs rebooting router, please type "sys
reboot" command to reboot router.

Telnet Command: srv dhcp relay

This command allows users to set DHCP relay setting.

Syntax
srv dhcp relay servip <server ip>
srv dhcp relay 2nd_servip <server ip>

srv dhcp relay subnet <index>

Syntax Description

Parameter Description

<server ip> It means the IP address that you want to used as DHCP server.

<index> It means subnet 1 or 2. Please type 1 or 2. The router will invoke
this function according to the subnet 1 or 2 specified here.

Example

> srv dhcp relay servip 192.168.1.46
> srv dhcp relay subnet 2

> srv dhcp relay servip ?

% srv dhcp relay servip <server ip>
% Now: 192.168.1.46
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Telnet Command: srv dhcp startip

Syntax

srv dhcp startip <IP address>

Syntax Description

Parameter Description

<IP address> It means the IP address that you can specify for the DHCP server as
the starting point.

Example

> srv dhcp startip 192.168.1.53
This setting will take effect after rebooting.
Please use ''sys reboot" command to reboot the router.

Telnet Command: srv dhcp status

This command can display general information for the DHCP server, such as IP address, MAC
address, leased time, host ID and so on.

Syntax
srv dhcp status <LAN1/2/3/.../100/ip_routed_subnet>

Syntax Description

Parameter Description
<LAN1/2/3/.../100/ip_rout | It means to display current status for the selected interface.
ed_subnet>

Example

> srv dhcp status
LAN1 - DHCP Server On IP Pool: 192.168.1.10 ~ 192.168.1.209

Default Gateway: 192.168.1.1

Index IP Address MAC Address Leased Time HOST 1D
LAN1
1 192.168.1.10 08-BF-B8-D5-DD-A9 69:01:37 A1000460>
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Telnet Command: srv dhcp leasetime

This command can set the lease time for the DHCP server.

Syntax

srv dhcp leasetime <Lease Time (sec)>

Syntax Description

Parameter Description
<Lease Time (sec)> It means the lease time that DHCP server can use. The unit is
second.
Example

> srv dhcp leasetime ?

% srv dhcp leasetime <Lease Time (sec.)>
% Now: 259200

>

Telnet Command: srv dhcp nodetype

This command can set the node type for the DHCP server.

Syntax

srv dhcp nodetype <count>

Syntax Description

Parameter Description
<count> It means to specify a type for node.
1. B-node
2. P-node
4. M-node
8. H-node
Example

> srv dhcp nodetype 1

> srv dhcp nodetype ?

%% srv dhcp nodetype <count>

%% 1. B-node 2. P-node 4. M-node 8. H-node
% Now: 1
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Telnet Command: srv dhcp primWINS

This command can set the primary IP address for the DHCP server.

Syntax
srv dhcp primWINS <WINS IP address>
srv dhcp primWINS clear

Syntax Description

Parameter Description

<WINS IP address> It means the IP address of primary WINS server.

clear It means to remove the IP address settings of primary WINS server.
Example

> srv dhcp primWINS 192.168.1.88

> srv dhcp primWINS ?

%% srv dhcp primWINS <WINS IP address>
%% srv dhcp primWINS clear

% Now: 192.168.1.88

Telnet Command: srv dhcp secWINS

This command can set the secondary IP address for the DHCP server.

Syntax
srv dhcp secWINS <WINS IP address>

srv dhcp secWINS clear

Syntax Description

Parameter Description

<WINS IP address> It means the IP address of secondary WINS server.

clear It means to remove the IP address settings of second WINS server.
Example

> srv dhcp secWINS 192.168.1.180

> srv dhcp secWINS ?

%% srv dhcp secWINS <WINS IP address>
%% srv dhcp secWINS clear

% Now: 192.168.1.180
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Telnet Command: srv dhcp expired_RecyclelP

This command can set the time to check if the IP address can be assigned again by DHCP
server or not.

Syntax

srv dhcp expRecyclelP <sec time>

Syntax Description

Parameter Description

<sec time> It means to set the time (5~300 seconds) for checking if the IP can be
assigned again or not.

Example

> srv dhcp expRecyclelP 250
% DHCP expired_RecyclelP = 250

Telnet Command: srv dhcp tftp

This command can set the TFTP server as the DHCP server.

Syntax

srv dhcp tftp <TFTP server name>

Syntax Description

Parameter Description
<TFTP server name> It means to type the name of TFTP server.
Example

> srv dhcp tftp TF123

> srv dhcp tftp ?

%% srv dhcp tftp <TFTP server name>
% Now: TF123

Telnet Command: srv dhcp tftpdel

This command can remove the name defined for the TFTP server.

Syntax
srv dhcp tftpdel

Example

> srv dhcp tftp TF123

> srv dhcp tftp ?

%% srv dhcp tftp <TFTP server name>

% Now: TF123

> srv dhcp tftpdel

% The TFTP Server Name had been deleted 11!

Vigor3912 Series User’s Guide 709



Telnet Command: srv dhcp option

This command can set the custom option for the DHCP server.

Syntax

srv dhcp option -h

srv dhcp option -1

srv dhcp option -d <idx>

srv dhcp option -e <1 or 0> -i <lan number> -s <Next Server IP Address>

srv dhcp option -e <1 or 0> -i <lan number> -¢ <option number> -v <option value>
srv dhcp option -e <1 or 0> -i <lan number> -c <option number> -x <option value>
srv dhcp option -e <1 or 0> -i <lan number> -c <option humber> -a <option value>

srv dhcp option -u <idx unmber>

Syntax Description

Parameter Description

-h It means to display usage of this command.

-1 It means to display all the user defined DHCP options.

-d <idx> It means to delete the option number by specifying its index number.

-e <1 or 0> It means to enable/disable custom option feature.
1:enable
0:disable

-i <lan number> <lan number> : It means to specify the LAN interface.
1: lanl

a: all LAN

r: routed subnet

-s <Next Server IP | It means to set the next server IP address.

Address> Next Server IP Address: Enter an IP address.
-c <option It means to set option number. Available number ranges from 0 to 255.
number> option number: Enter a number.

-v <option value> | It means to set option number by typing string.
option value: Enter a string.

-x <option value> | It means to set option nhumber with the format of Hexadecimal characters.
option value: Enter a number (hex).

-a <option value> | It means to set the option value by specifying the IP address.
option value: Enter an IP address.

-u <idx number> It means to update the option value of the sepecified index.
idx number: Enter the index number of the option value.

Example

> srv dhcp option -e 1 -c¢c 18 -v /path
> srv dhcp option -1

% state idx interface opt type data

% enable 1 ALL LAN 18 ASCI1 /path
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Telnet Command: srv nat dmz

This command allows users to set DMZ host. Before using this command, please set WAN IP
Alias first.

Syntax

Srv nat dmz n m [-<command> <parameter> | ... ]

Syntax Description

Parameter Description
n It means to map selected WAN IP to certain host.
1: wanl
2: wan2
m It means the index number (1 ~300) of the DMZ host.

Default setting is “1” (WAN 1). It is only available for Static IP
mode. If you use other mode, you can set 1 ~ 8 in this field. If WAN
IP alias has been configured, then the number of DMZ host can be
added more.

[<command> The available commands with parameters are listed below.
<parameter>]..] [...] means that you can type in several commands in one line.

-e It means to enable/disable such feature.
1:enable
0:disable

- It means to specify the private IP address of the DMZ host.

-r It means to remove DMZ host setting.
-V It means to display current status.
Example

> srv nat dnz 1 1 -i 192.168.1.96
> srv nat dmz -v
% WAN1 DMZ mapping status:
Index Status WAN1 aux IP Private IP

1 Disable 0.0.0.0 192.168.1.96

% WAN2 DMZ mapping status:
Index Status WAN2 aux IP Private IP

1 Disable 0.0.0.0

% WAN3 DMZ mapping status:
Index Status WAN3 aux IP Private IP

1 Disable 118.166.171.215

Telnet Command: srv nat ipsecpass

This command allows users to enable or disable IPSec ESP tunnel passthrough and IKE source
port (500) preservation.
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Syntax

Srv nat ipsecpass <options>

Syntax Description

Parameter Description

<options> The available commands with parameters are listed below.

on It means to enable IPSec ESP tunnel passthrough and IKE source port
(500) preservation.

off It means to disable IPSec ESP tunnel passthrough and IKE source
port (500) preservation.

status It means to display current status for checking.

Example

OFF.

>srv nat ipsecpass status
%% Status: IPsec ESP pass-thru and IKE src_port:500 preservation is

Telnet Command: srv nat openport

This command allows users to set open port settings for NAT server.

Syntax

srv nat openport n m [-<command> <parameter> | ... ]

Syntax Description

Parameter Description

n It means the index number for the profiles. The range is from 1 to
260.

m It means to specify the sub-item number for this profile. The range
is from 1 to 10.

[<command> The available commands with parameters are listed below.

<parameter>]|...]

[...] means that you can type in several commands in one line.

-a <enable>

It means to enable or disable the open port rule profile.
0: disable
1l:enable

-c <comment>

It means to type the description (less than 23 characters) for the
defined network service.

-l <source ip idx>

It means to set source IP object.

1 to 192: for IP object

1 to 32: for IP group

0: Any

For example: srv nat openport 11-11-g0

-g <source ip type>

It means to set IP type.

0: IP object

1: IP group

For example: srv nat openport11-11-g0

-i <local ip>

It means to set the IP address for local computer.
Local ip: Type an IP address in this field.

-w <widx><ipidx>

widx: Specify the public IP.
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1: WAN1 Default,
2: WAN2,
...and so on.
ipidx: Specify the index number of an alias IP (1 to 32).

-p <protocol> Specify the transport layer protocol.
Available values are TCP, UDP and ALL.

-s <start port> It means to specify the starting port number of the service offered
by the local host. The range is from 0 to 65535.

-e <end port> It means to specify the ending port number of the service offered by
the local host.

The range is from 0 to 65535.

-V It means to display current settings.

-r <idx> It means to delete the specified open port setting.
idx: Enter the index number of the profile.

- <idx> It means to return to factory settings for all the open ports profiles.

Example

> srv nat openport 1 1 -a 1 -c games -i 192.168.1.55 -w 1 1 -p TCP -s 56 -e
83

Set WAN Port ok!!

> srv nat openport 1 1 -v

%% Status: Enable

%% Comment: games

%% WAN Interface: WAN1

%% Private IP address: 192.168.1.55

Index Protocal Start Port End Port
1. TCP 56 83

>

>

Telnet Command: srv nat portmap

This command allows users to set port redirection table for NAT server.

Syntax

srv nat portmap add <idx> <serv name> <proto> <pub port> <src ip type> <src ip idx> <pri ip>
<pri port> <wan idx> <alias IP>

srv nat portmap del <idx>

srv nat portmap disable <idx>

srv nat portmap enable <idx> <proto>
srv nat portmap flush

srv nat portmap table

srv nat portmap view

Syntax Description

Parameter Description

add <idx> It means to add a new port redirection table with an index number.
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Available index number is from 1 to 260.

serv name It means to type one name as service hame.

proto It means to specify TCP or UDP as the protocol.

pub port It means to specify which port (0~65535) can be redirected to the
specified Private IP and Port of the internal host.

src ip type It means to specify the IP type (object or group).
ip type: 0 means IP object; 1 means IP group.

src ip idx It means to specify the index number of the object profile.
ip idx: 1 to 192 for IP object profile; 1 to 32 for IP group profile. 0
means any object or group.

priip It means to specify the private IP address of the internal host
providing the service.

pri port It means to specify the private port number (1~65535) of the service
offered by the internal host.

wan idx It means to specify WAN interface for the port redirection.
ldx: wanl to wan12, all

alias ip It means to specify an alias IP by entering the index number (1 to
32).
ip: 1 to 32.

del <idx> It means to remove the selected port redirection setting.

disable <idx> It means to inactivate the selected port redirection setting.

enable <idx> <proto>

It means to activate the selected port redirection setting.

flush

It means to clear all the port mapping settings.

table

It means to display Port Redirection Configuration Table.

Example

> srv nat portmap add 1 name tcp 100 O O 192.168.1.10 200 wanl 1
> srv nat portmap table

NAT Port Redirection Configuration Table:

Index Service Name

1 name

0 -1

2 ACS https
3 -2

ifno: 0 = all, 3

Protocol PublicPort Private IP Private Port ifno
TCP 100 192.168.1.10 20
TCP 20022 192.168.100.10 844

wanl, 4 = wan2
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Telnet Command: srv nat trigger

This command allows users to configure port triggering settings for NAT.

Syntax

srv nat trigger setdefault

srv nat trigger view

srv nat trigger n [-<command> <parameter> | ... ]

Syntax Description

Parameter

Description

setdefault

Set to factory default settings.

view

Dispaly all of the port triggering settings.

n

<command><parameter>]...]

“n” means the rule number.
The available commands with parameters are listed below.

[...] means that you can type in several commands in one line.

-C <XXX>

Type a comment for such rule if required.

-e <0/1>

Enable (1) or disable (0) a rule (specified with rule number).

-9<0/1>

Set the source IP type.
0 - IP object
1-1P group

-p <1/2/3>

Specify the protocol for such trigger rule.
1-TCP

2 - UDP

3-All

-t

Specify the port number (0~65535) for trigger.

Specify the incoming protocol for such trigger rule.
1-TCP

2 - UDP

3-All

Specify the port number (0~65535) for incoming protocol.

Delete the selected trigger rule.

Display the port trigger settings for specified rule.

Example

Srv
Srv
Srv
Srv
Srv
Srv
Srv

V V.V V V VYV

nat
nat
nat
nat
nat
nat
nat

trigger
trigger
trigger
trigger
trigger
trigger
trigger

Port Trigger Rule

Status:Enable
Comment:after_dinner2000

P R RRRERBR

-c after_dinner
-e 1l

-p 1

-t 2000

-1 3000

Index:1
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Triggering Protocol:TCP
Triggering Port:2000
Incoming Protocol :UDP
Incoming Port:3000

Telnet Command: srv nat status

This command allows users to view NAT Port Redirection Running Table.

Example
> srv nat status
NAT Port Redirection Running Table:
Index Protocol Public Port Private IP Private Port
1 6 80 192.168.1.11 100
2 0] 0 0.0.0.0 0
3 0 0 0.0.0.0 0
4 0] 0 0.0.0.0 0
5 0] 0 0.0.0.0 0
6 0 0 0.0.0.0 0
7 0 0 0.0.0.0 0
8 0] 0 0.0.0.0 0]
9 0] 0 0.0.0.0 0
10 0] 0 0.0.0.0 0
11 0 0 0.0.0.0 0
12 0 0 0.0.0.0 0
13 0 0 0.0.0.0 0
14 0 0 0.0.0.0 0
15 0] 0 0.0.0.0 0
16 0 0 0.0.0.0 0
17 0 0 0.0.0.0 0
18 0 0 0.0.0.0 0
19 0] 0 0.0.0.0 0
20 0 0 0.0.0.0 0
--— MORE --- ["q": Quit, "Enter”: New Lines, "Space Bar": Next Page]

Telnet Command: srv nat showall

This command allows users to view a summary of NAT port redirection setting, open port and
DMZ settings.

Example
> srv nat showall ?
Index Proto WAN IP:Port Private IP:Port Act
RO1 TCP 0.0.0.0:25600 192.168.1.10:51200 Y
RO2 TCP -- ALL --:13902 192.168.100.10:64288 Y
001 -—- 0.0.0.0:800~900 192.168.1.100:800~900 Y
001 -—= 0.0.0.0:0~0 192.168.1.100:0~0 Y
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001 -—= 0.0.0.0:0~0 192.168.1.100:0~0 Y
001 -— 0.0.0.0:0~0 192.168.1.100:0~0 Y
o001 -— 0.0.0.0:0~0 192.168.1.100:0~0 Y
001 - 0.0.0.0:0~0 192.168.1.100:0~0 Y
001 -—= 0.0.0.0:0~0 192.168.1.100:0~0 Y
001 -— 0.0.0.0:0~0 192.168.1.100:0~0 Y
001 -— 0.0.0.0:0~0 192.168.1.100:0~0 Y
001 - 0.0.0.0:0~0 192.168.1.100:0~0 Y
DO1 All 0.0.0.0 192.168.1.96 Y
R:Port Redirection, 0:Open Ports, D:DMZ

Telnet Command: srv nat pseudoctl

This command allows users to check the pseudo port number to prevent from port conflict.

Syntax
srv nat pseudoctl session <value>

srv nat pseudoctl function <0-3>

Syntax Description

Parameter Description

session <value> Set the threshold of the session.
<value>: o to 2147483647.

function <0-3> 0: It means "Auto”. Check the created pseudo port number
automatically when the session number is over the
threshold.

1: It means "Not". Create a pseudo port number based on
subnet setting. No verification.

2: It means "Must". Check the created pseudo port number
if it is used by other client.

3: Create a pseudo port number. No verification.

Example

> srv nat pseudoctl function 2

pesudo port: get hash pseudo port + subnet.
pseudo port search: check pseudo port(Must).
>

Telnet Command: srv nat RSTTimeout

This command is used for forwarding RST out via TCP after a period of time.

Syntax

srv nat RSTTimeout <value>

Syntax Description

Parameter Description

<value> Set the timeout value.
<value>: 0 to 10 (one unit is 10msec).
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Example

> srv nat RSTTimeout 2

Set timeout 2 unit

>srv nat RSTTimeout ?

%% srv RSTtimeout <value> (unit is 10msec). (0O<=value<=10)

now timeout set 2 unit

Telnet Command: switch -i

This command is used to obtain the TX (transmitted) or RX (received) data for each connected
switch.

Syntax

switch -i <switch idx_no><option>

Syntax Description

Parameter Description

<switch idx_no> It means the index number of the switch profile.

option The available commands with parameters are listed below.
cmd
acc

traffic [on/off/status/tx/rx]

cmd It means to send command to the client.
acc It means to set the client authentication account and password.
traffic It means to turn on/off or display the data transmission from the
<on/off/status/tx/rx> client.

Example

> switch -i 1 traffic on
External Device NO. 1 traffic statistic function is enable

Telnet Command: switch status

This command is used to display current switch status.

Example

> switch status ?

External Device auto discovery status : Enable
No Respond to External Device : Enable

Display External Device syslog : Enable

>

Telnet Command: switch not_respond

This command is used to detect the external device automatically and display on this page.

Syntax
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switch not_respond 0

switch not_respond 1

Syntax Description

Parameter Description
0 Disable the option of "No Respond to External Device
packets".
1 Enable the option of "No Respond to External Device
packets".
Example

> switch not_respond 1
slave not respond!
>

Telnet Command: switch on

This command is used to turn on the auto discovery for external devices.

Example

> switch on
Enable Extrnal Device auto discovery!

Telnet Command: switch off

This command is used to turn off the auto discovery for external devices.

Example

> switch off
Disable External Device auto discovery!

Telnet Command: switch list

This command is used to display the connection status of the switch.

Example

> switch list?

No. Mac 1P status Dur Time CWMP ACS_CTL Model_Name firmware_version

[1] 00-1d-aa-0Oc-cd-08 192.168.1.11 On-Line 01:07:45 -1 -1 G2282x

Telnet Command: switch clear

This command is used to reset the switch table and reboot the router.

Syntax

switch clear <idx>

Syntax Description

Parameter Description

<idx> It means the index number of each item shown on the table.
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The range is from 1 to 8.

-f

It means to clear all of the data.

Example

> switch clear 1

> switch clear -f

Switch Data clear successful

Switch Data clear successful

Telnet Command: switch query

This command is used to enable or disable the switch query.

Example

> switch query on
Extern Device status
> switch query off
Extern Device status

query is Enable

query 1is Disable

Telnet Command: switch syslog

This command is used to save the switch log onto Syslog.

Example

> switch syslog on

External Device syslog is Enable

Telnet Command: sys admin

This command is used for RD engineer to access into test mode of Vigor router.

Telnet Command: sys adminuser

This command is used to create user account and specify LDAP server. The server will
authenticate the local user who wants to access into the web user interface of Vigor router.

Syntax

sys adminuser <option>

Syntax Description

Parameter

Description

option

Available options includes:

Local <0-1>
LDAP <0-1>
TACACS+ <0-1>
fallback <0-1 >
edit <INDEX>
delete <INDEX>
view <INDEX>

Local<0-1>

0 - Disable the local user.
1 - Enable the local user.

LDAP <0-1>

0 - Disable the LDAP.

720

Vigor3912 Series User’s Guide



1 - Enable the LDAP.

TACACS+ <0-1> 0 - Disable the TACACS+ service.
1 - Enable the TACACS+ service.

Fallback <0-1> 0 - Disable the function of fallback to local.
1 - Enable the function of fallback to local.

edit <INDEX> username Edit an existed user account or create a new local user account.

password <INDEX>: 1 ~8. There are eight profiles to be added / edited.
Username: Enter a new name for local user.
Password: Enter a password for local user.

delete <INDEX> Delete a local user account.
view <INDEX> Show the user account/password detail information.
Example

> sys adminuser Local 1

Local User has enabled!

> sys adminuser LDAP 1

LDAP has enabled!

> sys adminuser edit 1 carrie testl23
Updated!

> sys adminuser view 1

Index:1
User Name:carrie
User Password:testl123

Telnet Command: sys board

This command is used to disable/enable and configure the panel control.

Syntax

sys board button def <on/off>

sys board button wlan <on/off>

sys board led control <on/off>

sys board led sleepMode <on/off>

sys board led sleepMode time <minute>

sys board usb <pl1/p2> <on/off>

Syntax Description

Parameter Description

button def <on/off> The default reset button will be invalid if turn it off.
On - The button is valid.
Off - The button is invalid.

button wlan <on/off> The wireless button will be invalid if turn it off.
On - The button is valid.
Off - The button is invalid.

led control <on/off> All LEDs on the front panel will be invalid if turn it off.
On - The LEDs are valid.
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Off - The LEDs are invalid.

led sleepMode <on/off> All LEDs on the front panel will be set in sleep mode.
On - The sleep mode is on.
Off - The sleep mode is off.

If the sleep mode is on, push the "wireless button" and the
"factory reset button" to turn the LED on (even the buttons
are disabled).

led sleepMode time After enableing the sleep mode for all LEDs, they will sleep
[minutes] after the minutes configured here.

Minutes: Enter the number of the time.

usb p1/p2 <on/off> The USB port will be invalid if turn it off.
On - The port is valid.
Off - The port is invalid.

Example

> sys board led sleepMode on

LEDs Sleep Mode is on now.

> sys board led sleepMode time 10

Sleep Countdown Time set as 10 minute(s).
Reset the led sleep timer success..

Telnet Command: sys bonjour

This command is used to disable/enable and configure the Bonjour service.

Syntax

sys bonjour [-<command> <parameter> | ... ]

Syntax Description

Parameter Description

[<command> The available commands with parameters are listed below.

<parameter>]..] [...] means that you can type in several commands in one line.

-e <enable> It is used to disable/enable bonjour service (0: disable, 1: enable).

-h <enable> It is used to disable/enable http (web) service (0: disable, 1:

enable).

-t <enable> It is used to disable/enable telnet service (0: disable, 1: enable).

-f <enable> It is used to disable/enable FTP service (0: disable, 1: enable).

-s <enable> It is used to disable/enable SSH service (0: disable, 1: enable).

-p <enable> It is used to disable/enable printer service (0: disable, 1: enable).

-6 <enable> It is used to disable/enable IPv6 (0: disable, 1: enable).
Example

>sys bonjour -s 1
>
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Telnet Command: sys cfg

This command reset the router with factory default settings. When a user types this command,
all the configuration will be reset to default setting.

Syntax
sys cfg default

sys cfg status

Syntax Description

Parameter Description

default It means to reset current settings with default values.

status It means to display current profile version and status.
Example

> sys cfg status

Profile version: 4.0.7 Status: 1 (0x491e5e6¢)
> sys cfg default
>

Telnet Command: sys cmdlog

This command displays the history of the commands that you have typed.

Example

> sys cmdlog
% Commands Log: (The lowest index is the newest !11)
[1] sys cmdlog
[2] sys cmdlog ?
[3] sys ?
[4] sys cfg status
[5] sys cfg ?

Telnet Command: sys ftpd

This command displays current status of FTP server.

Syntax
sys ftpd on
sys ftpd off

Syntax Description

Parameter Description

on It means to turn on the FTP server of the system.

off It means to turn off the FTP server of the system.
Example

> sys ftpd on
% sys ftpd turn on 11
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Telnet Command: sys domainname

This command can set and remove the domain name of the system when DHCP mode is
selected for WAN.

Syntax
sys domainname <wanl/wan2> <Domain Name Suffix>

sys domainname <wanl/wan2> clear

Syntax Description

Parameter Description
wanl/wan2 It means to specify WAN interface for assigning a name for it.
Domain Name Suffix It means the name for the domain of the system. The maximum
number of characters that you can set is 39.
clear It means to remove the domain name of the system.
Example

> sys domainname wanl clever

> sys domainname wan2 intellegent

> sys domainname ?

% sys domainname <wanl/wan2> <Domain Name Suffix (max. 39 characters)>
% sys domainname <wanl/wan2> clear

% Now: wanl == clever, wan2 ==intelligent
>

Telnet Command: sys iface

This command displays the current interface connection status (UP or Down) with IP address,

MAC address and Netmask for the router.

Example

> gys iface
Interface 0 Ethernet:

Status: UP
IP Address: 192.168.1.1 Netmask: OxFFFFFFOO (Private)
IP Address: 0.0.0.0 Netmask: OxFFFFFFFF

MAC: 00-50-7F-00-00-00

Interface 4 Ethernet:

Status: DOWN

IP Address: 0.0.0.0 Netmask: 0x00000000
MAC: 00-50-7F-00-00-02

Interface 5 Ethernet:

Status: DOWN

IP Address: 0.0.0.0 Netmask: 0x00000000
MAC: 00-50-7F-00-00-03

Interface 6 Ethernet:

Status: DOWN

IP Address: 0.0.0.0 Netmask: 0x00000000

MAC: 00-50-7F-00-00-04
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Interface 7 Ethernet:

Status: DOWN

IP Address: 0.0.0.0 Netmask: 0x00000000
MAC: 00-50-7F-00-00-05

Interface 8 Ethernet:

Status: DOWN

IP Address: 0.0.0.0 Netmask: 0x00000000
MAC: 00-50-7F-00-00-06

Interface 9 Ethernet:
Status: DOWN

IP Address: 0.0.0.0 Netmask: 0x00000000

MAC: 00-50-7F-00-00-07

--—- MORE --- ["q": Quit, "Enter”: New Lines, "Space Bar”: Next Page]
>

Telnet Command: sys name

This command can set and remove the name for the router when DHCP mode is selected for
WAN.

Syntax
sys hame <wanl/wan2> <ASCII string>

sys hame <wanl/wan2> clear

Syntax Description

Parameter Description
wanl/wan2 It means to specify WAN interface for assigning a name for it.
ASCII string It means the name for router. The maximum character that you can
set is 39.
Example

> sys name wanl drayrouter

> sys name ?

% sys name <wanl/wan2> <ASCIIl string (max. 20 characters)>
% sys name <wanl/wan2> clear

% Now: wanl == drayrouter, wan2 ==

Note: Such name can be used to recognize router’s identification in SysLog dialog.

Telnet Command: sys passwd

This command allows users to set password for the administrator.

Syntax

sys passwd <old password> <new password>

Syntax Description

Parameter Description

<old password> <new It means the password for administrator. The maximum character
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password> that you can set is 83.

Example

> sys passwd adminl23
>

Telnet Command: sys reboot

This command allows users to restart the router immediately.

Example

> sys reboot
>

Telnet Command: sys autoreboot

This command allows users to restart the router automatically within a certain time.

Syntax

sys autoreboot <on/off/hour(s)>

Syntax Description

Parameter Description

on/off On - It means to enable the function of auto-reboot.
Off - It means to disable the function of auto-reboot.

hours It means to set the time schedule for router reboot.

For example, if you type “2” in this field, the router will reboot
with an interval of two hours.

Example

> sys autoreboot on
autoreboot is ON

> sys autoreboot 2
autoreboot is ON

autoreboot time is 2 hour(s)

Telnet Command: sys commit

This command allows users to save current settings to FLASH. Usually, current settings will be
saved in SRAM. Yet, this command will save the file to FLASH.

Example

> sys commit
>

Telnet Command: sys tftpd

This command can turn on TFTP server for upgrading the firmware.

Example
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> sys tftpd
% TFTP server enabled !1!!

Telnet Command: sys cc

This command can display current country code and wireless region of this device.

Example

> sys cc

Country Code : Ox 0 [International]
Wireless Region Code: 0x30

>

Telnet Command: sys version

This command can display current version for the system.

Example

> sys version

Router Model: Vigor3912S Version: 4.3.5 zh_TW zh_CN
Profile version: 4.0.7 Status: 1 (0x14bc0da9)
Router IP: 192.168.1.1 Netmask: 255.255.255.0
Firmware Build Date/Time: Nov 13 2023 16:38:20

Router Name: DrayTek

Revision: 3682_4564 a39c288 V400_RD3

>

Telnet Command: sys grybuf

This command can display the system memory status and leakage list.

Example

> sys qrybuf
System Memory Status and Leakage List

Buf sk buff ( 200B), used#: 1647, cached#: 30
Buf KMC4088 (4088B), used#: 0, cached#: 8
Buf KMC2552 (2552B), used#: 1641, cached#: 42
Buf KMC1016 (1016B), used#: 7, cached#: 1
Buf KMC504 ( 504B), used#: 8, cached#: 8
Buf KMC248 ( 248B), used#: 26, cached#: 22
Buf KMC120 ( 120B), used#: 67, cached#: 61
Buf KMC56 ( 56B), used#: 20, cached#: 44
Buf KMC24 ( 24B), used#: 58, cached#: 70

cache.

FLOWTRACK Memory Status
# of free = 300000

# of maximum = O

# of flowstate = 300000

Dynamic memory: 13107200B; 4573168B used; 190480B/0B in level 1/2
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# of lost by siganture = 0
# of lost by list = 0

Telnet Command: sys pollbuf

This command can turn on or turn off polling buffer for the router.

Syntax
sys pollbuf on
sys pollbuf off

Syntax Description

Parameter Description

on It means to turn on pulling buffer.

off It means to turn off pulling buffer.
Example

> sys pollbuf on
% Buffer polling is on!

> sys pollbuf off
% Buffer polling is off!

Telnet Command: sys tr069

This command can set CPE settings for applying in VigorACS.

Syntax

sys tr069 get <parm> <option>
sys tr069 set <parm> <value>

sys tr069 getnoti <parm>

sys tr069 setnoti <parm> <value>
sys tr069 log

sys tr069 debug <on/off>

sys trO69 save

sys trO69 clear

sys tr069 inform <event code>
sys trO69 port <port num>

sys tr069 cert_auth <on/off>
sys tr069 only_standard_parm <on/off>
sys tr069 notify -S

sys tr069 notify -n <on/off>

sys tr069 notify -1 <on/off>

sys tr069 notify -c <on/off>

sys tr069 notify -h <on/off>

sys tr069 notify -b <on/off>
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sys tr069 notify -B "<WAN number> <Medium threthold> <High threthold> <TX Speed>Mb <RX

Speed>Mb"

Syntax Description

Parameter

Description

get [parm] [option]

It means to get parameters for tr-069.
option=<nextlevel>: only gets nextlevel for GetParameterNames.

set [parm] [value]

It means to set parameters for tr-069.

getnoti [parm]

It means to get parameter notification value.

setnoti [parm] [value]

It means to set parameter notification value.

log

It means to display the TR-069 log.

debug [on/off]

on: turn on the function of sending debug message to syslog.
off: turn off the function of sending debug message to syslog.

save

It means to save the parameters to the flash memory of the router.

clear

It means to clear all tr069 parameters in the flash memory of the
router.

Inform [event code]

It means to inform parameters for tr069 with different event codes.
[event code] includes:

0-"0 BOOTSTRAP",

1-"1 BOOT",

2-"2 PERIODIC",

3-"3 SCHEDULED",

4-"4 VALUE CHANGE",

5-"5 KICKED",

6-"6 CONNECTION REQUEST",
7-"7 TRANSFER COMPLETE",
8-"8 DIAGNOSTICS COMPLETE",
9-"M Reboot"

port [port num]

It means to change tr069 listen port number.

cert_auth [on/off]

on: turn on certificate-based authentication.
off: turn off certificate-based authentication.

only_standard_parm
<on/off>

It means to turn on or off to exclude all the Vendor-Specific ("X_")
parameters, and only send out standard parameters.

notify -n <on/off>

It means to set CPE notification settings.

It means to / not to record the CPE notify log on the Syslog.
on: Record on the Syslog.

off: Not record on the Syslog.

notify -1 <on/off>

It means to / not to record the web login log on the Syslog.
on: Record on the Syslog.
off: Not record on the Syslog.

notify -c <on/off>

It means to / not to record the web changed log on the Syslog.
on: Record on the Syslog.
off: Not record on the Syslog.

notify -h <on/off>

It means to / not to record the high availability log on the Syslog.
on: Record on the Syslog.
off: Not record on the Syslog.

notify -b [on/off]

It means to / not to record the bandwidth utilization log on the
Syslog.
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on: Record on the Syslog.
off: Not record on the Syslog.

notify -B "<WAN number> It means to set bandwidth utilization setting.

<Medium threthold> <High | «wAN number>: Enter the index number of WAN interface(s).
threthold> <TX Speed>Mb <Medium thretholds: Ent |

<RX Speed>Mb" edium threthold>: Enter a value.

<High threthold>: Enter a value.
<TX Speed>Mb: Enter a value.
<RX Speed>Mb: Enter a value.

-S Show the CPE notification settings.

Example

> sys tr069 get InternetGatewayDevice.ManagementServer.
Total number of parameter is 98
Total content length of parameter is 6473

InternetGatewayDevice.ManagementServer _URL= http://192.168.100.10:8080/ACSServer
/services/ACSServlet

InternetGatewayDevice.ManagementServer .Username= fae

InternetGatewayDevice .ManagementServer .Password=
InternetGatewayDevice.ManagementServer _PeriodiclnformEnable= 0
InternetGatewayDevice.ManagementServer .Periodiclnforminterval= 900
InternetGatewayDevice.ManagementServer .PeriodiclnformTime= 1970-01-01T00:00:00
InternetGatewayDevice.ManagementServer .ParameterKey=
InternetGatewayDevice.ManagementServer .ConnectionRequestURL= http://192.168.100.
1:8069/cwm/CRN.html

InternetGatewayDevice.ManagementServer .ConnectionRequestUsername= vigor
InternetGatewayDevice.ManagementServer .ConnectionRequestPassword=
InternetGatewayDevice.ManagementServer .UpgradesManaged= 0
InternetGatewayDevice.ManagementServer .UDPConnectionRequestAddress= 111.251.214.
196:38518

InternetGatewayDevice.ManagementServer .UDPConnectionRequestAddressNotification-L
imit= 0

InternetGatewayDevice.ManagementServer .STUNEnable= 0O
InternetGatewayDevice.ManagementServer.STUNServerAddress=
InternetGatewayDevice .ManagementServer .STUNServerPort= 3478
InternetGatewayDevice.ManagementServer .STUNUsername=
InternetGatewayDevice.ManagementServer .STUNPassword=
InternetGatewayDevice.ManagementServer .STUNMaximumKeepAlivePeriod= -1
InternetGatewayDevice.ManagementServer .STUNMinimumKeepAlivePeriod= 60
InternetGatewayDevice .ManagementServer .NATDetected= O
InternetGatewayDevice.ManagementServer _ManageableDeviceNumberOfEntries= 0
InternetGatewayDevice.ManagementServer .CPEEnable= 1
InternetGatewayDevice.ManagementServer.ApplyApEnable= 0
InternetGatewayDevice.ManagementServer .ApplyApPassword=
InternetGatewayDevice.ManagementServer .BWUNEnable= 1
InternetGatewayDevice.ManagementServer .BWUNPeriodic= 3
InternetGatewayDevice.ManagementServer .BWUNWANNumberOfEntries= 12
InternetGatewayDevice .ManagementServer .BWUNWAN.1_Enable= 0O
InternetGatewayDevice.ManagementServer .BWUNWAN.1_Medium= O
InternetGatewayDevice.ManagementServer .BWUNWAN.1_High= 0
InternetGatewayDevice.ManagementServer .BWUNWAN.1.TX= 0

InternetGatewayDevice .ManagementServer .BWUNWAN.1_.RX= 0O
InternetGatewayDevice.ManagementServer .BWUNWAN.2_Enable= 0O
InternetGatewayDevice.ManagementServer .BWUNWAN.2 _Medium= O
InternetGatewayDevice.ManagementServer .BWUNWAN.2_High= 0

InternetGatewayDevice .ManagementServer .BWUNWAN.2_.TX= 0O
InternetGatewayDevice.ManagementServer .BWUNWAN.2_RX= 0
InternetGatewayDevice.ManagementServer .BWUNWAN.3_Enable= O
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InternetGatewayDevice.ManagementServer .BWUNWAN.3 _Medium= O
InternetGatewayDevice.ManagementServer .BWUNWAN.3_.High= 0
InternetGatewayDevice .ManagementServer .BWUNWAN.3.TX= 0
InternetGatewayDevice.ManagementServer .BWUNWAN.3_.RX= 0
InternetGatewayDevice.ManagementServer .BWUNWAN .4 _Enable=
InternetGatewayDevice.ManagementServer .BWUNWAN.4 _Medium= 0O
InternetGatewayDevice .ManagementServer .BWUNWAN .4 _High= 0
InternetGatewayDevice.ManagementServer .BWUNWAN.4_.TX= 0
InternetGatewayDevice.ManagementServer .BWUNWAN.4_RX= 0O
InternetGatewayDevice.ManagementServer .BWUNWAN.5_Enable=
InternetGatewayDevice .ManagementServer .BWUNWAN .5 _Medium= O
InternetGatewayDevice.ManagementServer .BWUNWAN.5_High= 0
InternetGatewayDevice.ManagementServer .BWUNWAN.5.TX= 0
InternetGatewayDevice.ManagementServer .BWUNWAN.5_.RX= 0O
InternetGatewayDevice.ManagementServer .BWUNWAN.6.Enable=
InternetGatewayDevice .ManagementServer .BWUNWAN .6 .Medium= O
InternetGatewayDevice.ManagementServer .BWUNWAN.6_High= 0O
InternetGatewayDevice.ManagementServer .BWUNWAN.6.TX= 0O
InternetGatewayDevice.ManagementServer .BWUNWAN.6.RX= 0

o

o

o

InternetGatewayDevice .ManagementServer .BWUNWAN.7 _.Enable= 0O
InternetGatewayDevice.ManagementServer .BWUNWAN.7 _Medium= O
InternetGatewayDevice.ManagementServer .BWUNWAN.7 _High= 0O
InternetGatewayDevice.ManagementServer .BWUNWAN.7.TX= 0
InternetGatewayDevice .ManagementServer .BWUNWAN.7 _.RX= 0O
InternetGatewayDevice.ManagementServer .BWUNWAN.8_Enable= 0O

InternetGatewayDevice.ManagementServer .BWUNWAN.8 _Medium= O
InternetGatewayDevice.ManagementServer .BWUNWAN.8_.High= 0
InternetGatewayDevice .ManagementServer .BWUNWAN.8.TX= 0
InternetGatewayDevice.ManagementServer .BWUNWAN.8_.RX= 0
InternetGatewayDevice.ManagementServer .BWUNWAN.9_Enable=
InternetGatewayDevice.ManagementServer .BWUNWAN.9 _Medium= 0O
InternetGatewayDevice .ManagementServer .BWUNWAN.9 _High= 0O
InternetGatewayDevice.ManagementServer .BWUNWAN.9.TX= 0
InternetGatewayDevice.ManagementServer .BWUNWAN.9_.RX= 0O
InternetGatewayDevice.ManagementServer .BWUNWAN.10.Enable=
InternetGatewayDevice .ManagementServer .BWUNWAN.10 .Medium= O
InternetGatewayDevice.ManagementServer .BWUNWAN.10.High= 0
InternetGatewayDevice.ManagementServer .BWUNWAN.10.TX= O
InternetGatewayDevice.ManagementServer .BWUNWAN.10.RX= O
InternetGatewayDevice.ManagementServer .BWUNWAN.11_Enable=
InternetGatewayDevice .ManagementServer .BWUNWAN.11 _Medium= O
InternetGatewayDevice.ManagementServer .BWUNWAN.11_High= 0O
InternetGatewayDevice.ManagementServer .BWUNWAN.11.TX= O
InternetGatewayDevice.ManagementServer .BWUNWAN.11.RX= 0O
InternetGatewayDevice .ManagementServer .BWUNWAN .12 _Enable=
InternetGatewayDevice.ManagementServer .BWUNWAN.12 _Medium=
InternetGatewayDevice.ManagementServer .BWUNWAN.12_High= 0
InternetGatewayDevice.ManagementServer .BWUNWAN.12_.TX= 0
InternetGatewayDevice .ManagementServer .BWUNWAN.12 _RX= O
InternetGatewayDevice.ManagementServer _HttpsTriggerEnable= 0
InternetGatewayDevice.ManagementServer .ApplyApSTUNEnable= 0O
InternetGatewayDevice.ManagementServer .ApSTUNEnable= 0O
InternetGatewayDevice.ManagementServer .ApSTUNServerAddress=
InternetGatewayDevice.ManagementServer .ApSTUNServerPort= 3478
InternetGatewayDevice.ManagementServer .ApSTUNMaximumKeepAlivePeriod= -1
InternetGatewayDevice.ManagementServer .ApSTUNMinimumKeepAlivePeriod= 60
InternetGatewayDevice .ManagementServer .AcquireURLEnable= 0O
InternetGatewayDevice.ManagementServer .CPEPort= 8069
InternetGatewayDevice.ManagementServer .CPEClear=

o

o

o

o O
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Telnet Command: sys health

This command can turn on/off SIP ALG (Application Layer Gateway) for traversal.

Syntax

sys health cpu_usage
sys health mem_usage
sys health arp_status
sys health dos_status
sys health sess_usage
sys health view

sys health vpn_status

sys health voip_status

Syntax Description

Parameter Description

<command><parameter> The available commands with parameters are listed below.
cpu_usage -E <1/0> : Enable/disable this health parameter settings-CPU
<command><parameter> usage.

-w <threshold> : Sets the warning threshold, 0-100 percent.

-e <threshold> : Sets the emergency threshold, 0-100 percent.

-r <interval> : Sets the warning report interval, 1-1440 min.

-m <interval> : Sets the emergency report interval, 1-1440 min.
mem_usage - E <1/0> : Enable/disable this health parameter settings-memory
<command><parameter> usage.

-w <threshold> : Sets the warning threshold, 0-100 percent.

-e <threshold> : Sets the emergency threshold, 0-100 percent.

-r <interval> : Sets the warning report interval, 1-1440 min.

-m <interval> : Sets the emergency report interval, 1-1440 min.
arp_status -E <1/0> : Enable/disable this health parameter settings-ARP
<command><parameter> status.

-w <threshold> : Warning threshold, 0-100 percent.

-e <threshold> : Emergency threshold, 0-100 percent.

-r <interval>: Warning report interval, 1-1440 min.

-m <interval>: Emergency report interval, 1-1440 min.
dos_status -E <1/0>: Enable / disable this health parameter settings-DoS
<command><parameter> status.

-r <interval>: Warning report interval, 1-1440 min.

-m <interval>: Emergency report interval, 1-1440 min.
sess_usage -E <1/0>: Enable/disable this health parameter setting-session
<command><parameter> usage.

-w <threshold> : Warning threshold, 0-100 percent.

-e <threshold> : Emergency threshold, 0-100 percent.

-r <interval>: Warning report interval, 1-1440 min.

-m <interval>: Emergency report interval, 1-1440 min.

View Displays current settings for health parameters.
vpn_status -E <1/0>: Enable/disable this health parameter setting-VPN status.
<command><parameter> -w <threshold> : Warning threshold, 0-100 percent.

-e <threshold> : Emergency threshold, 0-100 percent.
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-r <interval>: Warning report interval, 1-1440 min.
-m <interval>: Emergency report interval, 1-1440 min

voip_status -E <1/0> : Enable/disable this health parameter setting-VolP status.
<command><parameter> -w <threshold> : Warning threshold, 0-100 percent.

-e <threshold> : Emergency threshold, 0-100 percent.

-r <interval> : Warning report interval, 1-1440 min.

-m <interval> : Emergency report interval, 1-1440 min.

Example

> sys health vpn_status -m 30

% Set emergency interval to 30 min.

> sys health view

% Warning Emergency
O —— e
% [ ] CPU Status Threshold: 90 95

% Report Interval: 5 2

) —— e
% [ 1 Memory Status Threshold: 88 95

% Report Interval: 5 2

) —— e
% [ 1 ARP Status Threshold: 60 80

% Report Interval: 15 5

) —— e
% [ ] Session Usage Threshold: 60 80

% Report Interval: 15 5

O —— e -
% [ ] DDoS Status Report Interval: 5 1

O — -
% [ ] VPN Status Report Interval: 0 30

0 — e -
% [ ] VolP R-Factor Threshold: 60 40

% Report Interval: 1 1

Telnet Command: sys alg

This command can enable /disable the ALG (Application Layer Gateway) function.

Syntax
sys alg -e <0/1>

Example

> sys alg -e 1
Enable ALG
>

Telnet Command: sys sip_alg

This command can turn on/off SIP ALG (Application Layer Gateway) for traversal.

Syntax

sys sip_alg <command> <parameter>

Syntax Description
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Parameter Description

Parameter Description

[<command> The available commands with parameters are listed below.

<parameter>]... . .
P I [...] means that you can type in several commands in one

line.

-e <0/1> 0: Disable the function of SIP ALG.
1: Enable the function of SIP ALG.

-p <parameter> It means to set the listening port for SIP ALG.

<parameter> : Ranges from 1 to 65535.

-u <0/1> It means to enable or disable the listen along UDP path
setting.

0: Disable
1: Enable

-t <0/1> It means to enable or disable the listen along TCP path
setting.

0: Disable
1: Enable

Example

> sys sip_alg -e 1

Auto enable ALG Master Switch

Enable SIP ALG

>sys sip_alg -p 65535

Current listening port: 65535

> sys sip_alg ?

Usage: sys sip_alg <command> <parameter>

-e: enable SIP ALG (O:disable, l:enable)

-p: set your listening port for SIP ALG

-u: enable listen along UDP path (O:disable, 1l:enable)
-t: enable listen along TCP path (O:disable, 1l:enable)

Current SIP ALG status

-ALG Master Switch: Enabled
-SIP ALG: Enabled

-Listen along UDP path: Yes
-Listen along TCP path: Yes
-Listening Port: 65535

-Max sipalg session num: 512
-Remain sipalg session num: 512
>
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Telnet Command: sys rtsp_alg

This command can turn on/off RTSP (Real Time Streaming Protocol) ALG (Application Layer

Gateway) for traversal.

Syntax

sys rtsp_alg <command> <parameter>

Syntax Description

Parameter

Description

<command> <parameter>

-e <1/0>: Enable or disable (0:disable, 1:enable) the
function of RTSP ALG.

-p <1 to 65535>: set your listening port for RTSP ALG.

-u <1/0>: Enable or disable (0:disable, 1:enable) the listen
along UDP path.

-t <1/0>: Enable or disable (0:disable, 1:enable) the listen
along TCP path .

-v: show RTP and RTCP portmap information of RTSP ALG.

-e <0/1>

0: Disable the function of RTSP ALG.
1: Enable the function of RTSP ALG.

-p <parameter>

It means to set the listening port for RTSP ALG.

<parameter> : Ranges from 1 to 65535.

-u <0/1>

It means to enable or disable the listen along UDP path
setting.

0: Disable
1: Enable

-t <0/1>

It means to enable or disable the listen along TCP path
setting.

0: Disable
1: Enable

It displays RTP and RTCP portmap information of RTSP ALG.

Example

> sys rtsp_alg -v

> sys rtsp_alg -p 333
Current listening RTSP Port: 333

Current Open PortMap Number of RTSP ALG: O

Telnet Command: sys license

This command can process the system license.

Syntax
sys license reset_regser

sys license licera
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sys license licifno <AUTO/WAN#>
sys license licalias <index>
sys license lic_trigger

sys license liclog

Syntax Description

Parameter Description

reset_regser It means the license register server setting.

licera It means to erase license setting.

Licifno <AUTO/WAN#> It means to license and signature download (authenticatet with
MyVigor) interface setting.

licalias <index> It means to license and signature download WAN Alias IP setting(also
affect WCF).

lic_trigger It means to automatically trigger the license to update on boot
time.

liclog Displays authentication log.

Example

> sys license licifno

License and Signhature download interface setting:
liciftno [AUTO/WAN#]

Ex: licifno wanl

Download interface is "auto-selected" now.

Telnet Command: sys fr_log

This command is used for displaying log information related to web syslog.

Syntax
sys fr_log

Example

> sys fr_log ?

Note: This command shows the same log information with
Diagnostics>>Syslog Explorer. If you don"t see any log information,
go to the Web Interface and make sure Diagnostics>>Syslog Explorer is
enabled.

Telnet Command: sys arp_AutoReq

This command is used to enable / disable the function that Vigor router sends ARP request to
the connected device(s) periodically.

Syntax
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sys arp_AutoReq -d <value>

Syntax Description

Parameter Description
-d <value> Disable the function of ARP auto request.
0 - Enable
1 - Disable
Example

> sys arp_AutoReq -d O

Arp auto-request enable.

Telnet Command: sys daylightsave

This command is used to configure daylight save setting.

Syntax

sys daylightsave [-<command> <parameter> | ... ]

Syntax Description

Parameter

Description

[<command><parameter>|...

The available commands with parameters are listed below.

1 [...] means that you can type in several commands in one line.
-V Display the daylight saving settings.

-r Set to factory default setting.

-e <1/0> Enable (1) / disable (0) daylight saving.

-t <0/1/2> Specify the saving type for daylight setting.

0 - Default
1 - Time range
2 - Yearly

-s <year> <month> <day>
<hour>

Set the detailed settings of the starting day for time range type.
year - must be the year after 2013.

month - 1 ~ 12
day-1-~31
hour - 0 ~ 23

e.g., sys daylightsave -s 2014 3 10 12

-d <year> <month> <day>
<hour>

Set the detailed settings of the ending day for time range type.
year - After 2013.

month - 1 ~ 12
day-1~31
hour - 0 ~ 23

e.g., sys daylightsave -d 2014 9 10 12

-y <month> <th weekday>
<day in week> <hour>

Set the detailed settings of the starting day for yearly type.
month - 1 ~ 12

th weekday - 1 ~ 5, 9: last week

day in week - 0:Sun, 1:Mon, 2:Tue, 3:Wed, 4:Thu, 5: Fri, 6:Sat
hour - 0 ~ 23

e.g, sys daylightsave -y 910 14
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-z <month> <th weekday>
<day in week> <hour>

Set the detailed settings of the ending day for yearly type.
month - 1 ~ 12

th weekday - 1 ~ 5, 9: last week

day in week - 0:Sun, 1:Mon, 2:Tue, 3:Wed, 4:Thu, 5: Fri, 6:Sat
hour - 0 ~ 23

e.g, sys daylightsave -z 316 14

Example

> sys daylightsave -y 9 1 0 14
% Start: Yearly on Sep 1th Sun 14:00

Telnet Command: sys dnsCacheTbl

This command is used to configure TTL settings which will be displayed in DNS Cache table.

Syntax

sys dnsCacheTbl [<command><parameter>]...]

Syntax Description

Parameter

Description

[<command><parameter>]...

The available commands with parameters are listed below.
[...] means that you can type in several commands in one line.

Display DNS IPv4 entry in the DNS cache table.

Display DNS IPv6 entry in the DNS cache table.

Display the TTL limit value in the DNS cache table.

Set the TTL limit value in the DNS cache table.
0 - No limit
N - Greater than or equal to 5.

Clear the DNS cache table.

Example

> sys dnsCacheTbl -1
%DNS Cache Table List

>

swm.draytek.com 192.168.18.18 601454 Black List
relay-20c8ac21.net.anydesk.com 84.17.34.77 11530 Black List
auth.draytek.com 35.189.201.134 602322 Black List
www.draytek.com 104.25.10.249 601712 Black List
ms.draytek.com 172.16.2.8 601448 Black List

Telnet Command: sys syslog

This command is used to configure

Syntax

sys syslog -a <enable> [-<command> <parameter> | ... ]
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Syntax Description

Parameter Description
[<ccommand><parameter>]... | The available commands with parameters are listed below.
1 [...] means that you can type in several commands in one line.
-a<1/0> Enable (1) or disable (0) Syslog Access Setup.
-s <1/0> Enable (1) or disable (0) Syslog Save to Syslog Server.
-i <IP address> Define the IP address of the Syslog server.
-d <port number> Define the port number (1 ~ 65535) as the destination port.
-l <IP address> Define the IP address for the Secondary Server.
-D <port number> Define the Destination Port (1 ~ 65535) for the Secondary Server.
-u <1/0> Enable (1) or disable (0) Syslog Save to USB Disk.
-m <1/0> Enable (1) or disable (0) Mail Syslog.
-f <1/0> Enable (1) or disable (0) Filewall Log.
-v <1/0> Enable (1) or disable (0) VPN Log.
-e <1/0> Enable (1) or disable (0) User Access Log.
-c <1/0> Enable (1) or disable (0) Call Log.
-w <1/0> Enable (1) or disable (0) WAN Log.
-1 <1/0> Enable (1) or disable (0) WLAN Log
-r <1/0> Enable (1) or disable (0) Router/DSL Information.
-P Update the server IP address.
-W <1/0> Set the write syslog mode.
1 - Stop logging.
0 - Overwrite the oldest logs.
-U <1/0> Set the unit for saving the Syslog to the USB disk.
1- MB.
0 - GB.
-S <capacity> Set the folder capacity for the Syslog in the USB disk.
1-16GB or 1-1024MB

Example

> gsys syslog -a 1l -s 1 -i 192.168.1.25 -d 514

>

Telnet Command: sys mailalert

This command is used to configure settings for syslog mail alert.

Syntax

sys mailalert [-<command> <parameter>]

Syntax Description

Parameter Description
[<command><parameter>] The available commands with parameters are listed below.
-e <0/1> Enable/disable Mail Alert.
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0 - Disable. 1 - Enable.

-w <0/1/72/...>

Set an interface (physically).

<0/1/2/...> - 0 means Any; 1 means WAN1; 2 means WAN2; and so

no.

-Xx <WAN [P Alias index>

Set the WAN [P Alias. In which, index #1 is reserved and must be set

with an interface first.

-i <MTP Server IP>

Set IP Address for SMTP server.

-0 <SMTP Server Port>

Set port number for SMTP server..

-a <Mail Address>

Set E-maiil address for alert mail reciver.

-r <Mail Address>

Set E-mail Address for mail return.

-5 <0/1/2/3>

Set the connection security for SSL.
0 : Plaintext.

1: SSL.

2: StartTLS.

3: Force StartTLS.

-h<0/1>

Enable/disable SMTP Authentication.
0 - Disable. 1 - Enable.

-u <Username>

Set username for SMTP Authentication.

-p <Password>

Set password for SMTP Authentication.

-l <type><0/1>

Enable / disable mail alert for different types. Number 0 ~ 6
represent different types.

"0 <0/1>" : Enable/Disable Mail Alert of the DoS Attack.

"1 <0/1>" : Enable/Disable Mail Alert of the APPE.

"2 <0/1>" : nable/Disable Mail Alert of the VPN Log.

"6 <0/1>" : Enable/Disable Mail Alert of the Reboot Debug Log.
In which,

0 - Disable. 1 - Enable.

-f

Reset Mail Alert setting to factory default.

-V

Show current Mail Alert setting.

-R <0/1>

Set Mail Alert Reboot debug log mode.
0: Limited Mode
1: Unlimited Mode.

Example

> sys mailalert -e 1
Set Enable Mail Alert.
> sys mailalert -v

—————— Current setting for Mail Alert --———-

Mail Alert: Enable

SMTP Server IP Address: 255.255.255.255

SMTP Server Port: 25

Alert Mail Reciver E-maiil Address:
Mail Return E-mail Address:

Use SSL: Disable

SMTP Authentication: Disable

Username for SMTP Authentication:

Password for SMTP Authentication:

Mail Alert for DoS Attack: Enable.

Mail Alert for APPE: Enable.

Mail Alert for VPN Log: Enable.

Mail Alert for Reboot Debug Log: Disable, Mode: Limited.
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Telnet Command: sys time

This command is used to configure system time and date.

Syntax

sys time server <domain>
sys time inquire

sys time show

sys time wan <option>
sys time zone <index>

sys time pseudo

Syntax Description

Parameter Description

server <domain> Enter the domain name of the time server.
<domain> - The maximum length is 39 characters.

inquire Get the time based on the timer server settting.

show Displays current server setting.

wan <option> 0 - Auto

1- WAN1
2 - WAN2
3 - WAN3
4 - WAN4
5 - WAN5S
6 - WANG

12 - WAN12
If you want to select WAN Alias IP, the value of Send NTP Request
Through shouldn't be Auto.

zone <index> Different number means different time zone.
1- GMT-12:00 Eniwetok, Kwajalein

2 - GMT-11:00 Midway Island, Samoa

3 - GMT-10:00 Hawaii

4 - GMT-09:00 Alaska

5- GMT-08:00 Pacific Time (US & Canada)
6 - GMT-08:00 Tijuana

7 - GMT-07:00 Mountain Time (US & Canada)
8 - GMT-07:00 Arizona

9 - GMT-06:00 Central Time (US & Canada)
10 - GMT-06:00 Saskatchewan

11 - GMT-06:00 Mexico City, Tegucigalpa

12 - GMT-05:00 Eastern Time (US & Canada)
13 - GMT-05:00 Indiana (East)

14 - GMT-05:00 Bogota, Lima, Quito

15 - GMT-04:00 Atlantic Time (Canada)

16 - GMT-04:00 Caracas, La Paz

17 - GMT-04:00 Santiago

18 - GMT-03:30 Newfoundland

19 - GMT-03:00 Brasilia

20 - GMT-03:00 Buenos Aires, Georgetown
21 - GMT-02:00 Mid-Atlantic

22 - GMT-01:00 Azores, Cape Verde Is.

23 - GMT Greenwich Mean Time : Dublin
24 - GMT Edinburgh, Lisbon, London
25 - GMT Casablanca, Monrovia
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26 - GMT+01:00 Belgrade, Bratislava

27 - GMT+01:00 Budapest, Ljubljana, Prague
28 - GMT+01:00 Sarajevo, Skopje, Sofija
29 - GMT+01:00 Warsaw, Zagreb

30 - GMT+01:00 Brussels, Copenhagen

31 - GMT+01:00 Madrid, Paris, Vilnius

32 - GMT+01:00 Amsterdam, Berlin, Bern
33 - GMT+01:00 Rome, Stockholm, Vienna
34 - GMT+02:00 Bucharest

35 - GMT+02:00 Cairo

36 - GMT+02:00 Helsinki, Riga, Tallinn

37 - GMT+02:00 Athens, Istanbul, Minsk
38 - GMT+02:00 Jerusalem

39 - GMT+02:00 Harare, Pretoria

40 - GMT+03:00 Volgograd

41 - GMT+03:00 Baghdad, Kuwait, Riyadh
42 - GMT+03:00 Nairobi

43 - GMT+03:00 Moscow, St. Petersburg
44 - GMT+03:30 Tehran

45 - GMT+04:00 Abu Dhabi, Muscat

46 - GMT+04:00 Baku, Thilisi

47 - GMT+04:30 Kabul

48 - GMT+05:00 Ekaterinburg

49 - GMT+05:00 Islamabad, Karachi, Tashkent
50 - GMT+05:30 Bombay, Calcutta

51 - GMT+05:30 Madras, New Delhi

52 - GMT+06:00 Astana, Almaty, Dhaka

53 - GMT+06:00 Colombo

54 - GMT+07:00 Bangkok, Hanoi, Jakarta
55 - GMT+08:00 Beijing, Chongging

56 - GMT+08:00 Hong Kong, Urumaqi

57 - GMT+08:00 Singapore

58 - GMT+08:00 Taipei

59 - GMT+08:00 Perth

60 - GMT+09:00 Seoul

61 - GMT+09:00 Osaka, Sapporo, Tokyo

62 - GMT+09:00 Yakutsk

63 - GMT+09:30 Darwin

64 - GMT+09:30 Adelaide

65 - GMT+10:00 Canberra, Melbourne, Sydney
66 - GMT+10:00 Brisbane

67 - GMT+10:00 Hobart

68 - GMT+10:00 Vladivostok

69 - GMT+10:00 Guam, Port Moresby

70 - GMT+11:00 Magadan, Solomon Is.

71 - GMT+11:00 New Caledonia

72 - GMT+12:00 Fiji, Kamchatka, Marshall Is.
73 - GMT+12:00 Auckland, Wellington

pseudo -E <1/0> Enable (1) or disable (0) the pseudo system time.
pseudo -T <year> <month> Set the pseudo time value.
<day> <hour> <minute> <year> - Enter four digits.

<month> - Enter 1 t0 12.

<day> - Enter the day in a month.

<hour> - Enter the number of the hour (1 to 23).
<minute> - Enter the number of the minute (1 to 59).

pseudo -S Displays pseudo system time.

Example

> sys time zone 8
Set Time Zone OK

> sys time show

System Time
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Current System Time: [2000 Jan 01 Sat 02:09:29]
Time Server: [pool.ntp.org]
Time Zone Index: [8]. GMT-07:00

Telnet Command: sys eap_tls
This command is used to disable or enable EAP-TLS.

You might have to enable EAP-TLS compatibility to avoid compatibility issues with some
operating systems. But, please note that enabling EAP-TLS compatibility will lower down the
connection security level.

Syntax
sys eap_tls set <0/1>

Syntax Description

Parameter Description

0 Disable EAP-TLS compatibility!

1 Enable EAP-TLS compatibility!
Example

> sys eap_tls set 1

Enable EAP_TLS compatibility!

Telnet Command: sys dashboard

This command is used to display / hide items (such as System Information, Interface...) on
dashboard.

Syntax
sys dashboard [-<command> <value> | ... ]

sys dashboard show

Syntax Description

Parameter Description
[<command> The available commands with parameters are listed below.
<value>|..] [...] means that you can type in several parameters in one line.

<command> “0 ~ 9” and “a” represent different sections to be
displayed on the dashboard.

0 : Front Panel

1 : System Information
2 : IPv4 LAN Information
3 : IPv4 Internet Access

4 : IPv6 Internet Access

5 : Interface

6 : Security

7 : System Resource

8 : LTE Status

9 : Quick Access

a: \VolP

1

<value> : Enable
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0 : Disable

show Display current status (enabled /disabled) for each item.

Example

> sys dashboard -0 1
Front Panel enabled

> sys dashboard show
Front Panel enabled
System Information enabled
1Pv4 LAN Information enabled
IPv4 Internet Access enabled
IPv6 Internet Access enabled
Interface enabled
Security enabled
System Resource enabled
LTE Status enabled
Quick Access enabled
VolP enabled

Telnet Command: sys max_session

This command is used to set the maximum sessions.

Syntax
sys max_session <300K/500K/1000K>

Syntax Description

Parameter Description
<300K/500K/1000K> At present, there are four values avaiable for selection.
Example

> sys max_session 300K
Please reboot to apply settings of MAX sessions : 300K

Telnet Command: sys webhook
This command is ued to send a report (webhook message) including WAN up, down, CPU usage,
memory usage and etc. to a monitoring server periodically.
Syntax
sys webhook enable <val>
sys webhook send
sys webhook status
sys webhook url <server_url>

sys webhook period <val>

Syntax Description

Parameter Description
send Triggers the webhook report immediately.
status Displays the webhook current setting.
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enable <val> Enable or disable the function of webhook.
<val>
1: Enable
0 : Disable
url <server_url> Set the URL of the webhook server.
period <val> Set the report period (1 to 1440 minutes).

Example

> sys webhook status
webhook is off
Monitoring Server URL:
Report Period: 3

Telnet Command: testmail

This command is used to display current settings for sending test mail.

Example

> testmail
Send out test mail

Mail Alert:[Enable]

Interface :Any

WAN_Alias index:[O0]
SMTP_Server:[255.255.255_255]
SMTP_Port:[25]

Mail to:[]

Return-Path:[]

Connection Security:[Plaintext]

Telnet Command: upnp off

This command can close UPnP function.

Example

>upnp off
UPNP say bye-bye

Telnet Command: upnp on

This command can enable UPnP function.

Example

>upnp on
UPNP start.
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Telnet Command: upnp nat
This command can display IGD NAT status.

Example

> upnp nat ?
“““““““ IGD NAT Status *******

)
InternalClient >>192.168.1.10<<, RemoteHost >>0.0.0.0<<

InternalPort >>21<<, ExternalPort >>21<<
PortMapProtocol >>TCP<<

The tmpvirtual server index >>0<<
PortMapLeaseDuration >>0<<, PortMapEnabled >>0<<
Ftp Example [MICROSOFT]

(E3))

InternalClient >>0.0.0.0<<, RemoteHost >>0.0.0.0<<
InternalPort >>0<<, ExternalPort >>0<<
PortMapProtocol >><NULL><<

The tmpvirtual server index >>0<<
PortMapLeaseDuration >>0<<, PortMapEnabled >>0<<
PortMapProtocol >><NULL><<

The tmpvirtual server index >>0<<
PortMapLeaseDuration >>0<<, PortMapEnabled >>0<<
0<<

-—— MORE --- ["q": Quit, "Enter”: New Lines, "Space Bar": Next Page] ---

Telnet Command: upnp service

This command can display the information of the UPnP service. UPnP service must be enabled
first.

Example

> upnp on
UPNP start.

> upnp service

>>>>> SERVICE TABLEl <<<<<
serviceType urn:schemas-microsoft-com:service:0SInfo:1
serviceld urn:microsoft-com:serviceld:0SInfol
SCPDURL /upnp/0Sinfo.xml
controlURL /0SInfol
eventURL /0SInfoEventl
UDN uuid:774e9bbe-7386-4128-b627-001daa843464

>>>>> SERVICE TABLE2 <<<<<

serviceType
urn:schemas-upnp-org:service:WANCommonInterfaceConfig:1

serviceld urn:upnp-org:serviceld:WANCommonlFC1
SCPDURL /Jupnp/WComlFCX.xml

controlURL Zupnp?control=WANCommonlIFC1

eventURL /upnp?event=WANCommonlIFC1

UDN uuid:2608d902-03e2-46a5-9968-4a54ca499148
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Telnet Command: upnp subscribe

This command can show all UPnP services subscribed.

Example

> upnp on

UPNP start.

> upnp subscribe

>>>> (1) serviceType urn:schemas-microsoft-com:service:0SInfo:1l

sid = 7a2bbdd0-0047-4fc8-b870-4597b34da7fb
eventKey =1, ToSendEventKey = 1

expireTime =6926

active =1

DeliveryURLs
=<http://192.168.1.113:2869/upnp/eventing/twtnpnsiun>

>>>> (2) serviceType
urn:schemas-upnp-org:service:WANCommonlInterfaceConfig:1

sid = d9cd47a5-d9c9-4d3d-8043-d03a82F27983

eventKey =1, ToSendEventKey = 1

Telnet Command: upnp tmpvs

This command can display current status of temp Virtual Server of your router.

Example

> upnp tmpvs
xxxxxxxxx Temp \V i rtua I server Status EACRAE R R R R R R R X

()]
real_addr >>192.168.1.10<<, pseudo_addr >>172.16.3.229<<

real_port >>0<<, pseudo_port >>0<<
hit_portmap_index >>0<<

The protocol >>TCP<<

time >>0<<
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(€3))

real_addr >>0.0.0.0<<, pseudo_addr >>0.0.0.0<<

real_port >>0<<, pseudo_port >>0<<

hit_portmap_index >>0<<

The protocol >>0<<

time >>0<<

--—- MORE --- ["q": Quit, "Enter”: New Lines, "Space Bar”: Next Page]

Telnet Command: upnp wan
This command is used to specify WAN interface to apply UPnP.

Syntax

upnp wan <n>

Syntax Description

Parameter Description
n It means to specify WAN interface (0 to 12) to apply UPnP.
n=0, it means to auto-select WAN interface.
n=1, WAN1
n=2, WAN2 ..........
Example

> upnp wan 1
use wanl now.

Telnet Command: usb devstat

This command is use to display if there is nay USB devices connecting to Vigor router.

Example

> usb devstat ?
USB Portl: No device

USB Port2: No device
>

Telnet Command: usb user

This command is used to set profiles for FTP/SMB users.

Syntax Description

usb user add <Index> <Username> <Password> <Permission> <Home path>
usb user rm <Index>

usb user enable <Index>

usb user disable <Index>

usb user list

Syntax Description
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Parameter Description

add <Index> <Username> | Add a new user profile.

<Password> <Permission> | <|ndex> - It means the index number of the user profile.
<Home path> There are 16 profiles allowed to be configured. So the range
of such option is 1 ~ 16.

<Username> - Type a text (maximum 131 characters) as the
username for the user profile.

<Password> - Type a text (maximum 131 characters) as the
password for the user profile.

<Permission> - Specify the action (RWDLCR) permitted. If
one of the actions is not allowed, simple type “-” instead.

R - Read File.

W - Write File.

D - Delete File.

L - List directory.

C - Create directory.

R - Remove selected directory.

<Home path> - Set the path (maximum 159 characters) for
the USB user profile.

rm <Index> Delete an existed user profile.

<Index> - It means the index number of the user profile.
There are 16 profiles allowed to be configured. So the range
of such option is 1 ~ 16.

enable <Index> Enable a user profile.

<Index> - It means the index number of the user profile.
There are 16 profiles allowed to be configured. So the range
of such option is 1 ~ 16.

disable <Index> Disable a user profile.

<Index> - It means the index number of the user profile.
There are 16 profiles allowed to be configured. So the range
of such option is 1 ~ 16.

list Display all of the user profile.

Example

> usb user add 1 root 1234 R-DLCR /usr
>

Telnet Command: usb temp

This command is to configure USB temperature.

Syntax Description
usb temp set <c|-f]-a]-b]-m]-u]-I]-r>
usb temp show

usb temp all_data

Syntax Description

Parameter Description

set -Cc Set the temperature unit (Celsius).
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set -f Set the temperature unit (Fahrenheit).

set -a Set the temperature sensor by using a probe or the built-in sensor
automatically.

The probe will be detected and used first, and fall back to the
built-in sensor if the probe is not detected.

set -b Set to use the built-in sensor.

set -m <0/1> Enable or disable the Alarm Setting.
1: Enable
0: Disable

set -u <value> Set the upper temperature limit.

<value>: Enter a value, e.g., 30.35.

set -l <value> Set the lower temperature limit.
<value>: Enter a value, e.g., 10.35.

set -r Shows the setting of temperature unit and sensor type.
show Displays current temperature.
all_data Displays all temperature data.

Example

> usb temp set -r
Show setting:temp set -r

Alarm Settings: 1 (O:Disable, 1: Enable.)
upper temperature limit: 30.0 C

lower temperature limit: 18.0 C

unit: 0 (O:Celsius, 1: Fahrenheit.)
sensor: 1 (O:Auto select, 1: built-in.)

Telnet Command: vigbrg set

This command is to configure specified WAN as bridge mode.

Syntax Description
vigbrg set -v <IP version> -w <WAN_idx> -l <LAN_idx> -e <0/1> -f <0/1>

Syntax Description

Parameter Description

-v <IP version> Indicate the IP version for the IP address.
4 - 1Pv4.
6 - IPv6.

-w <WAN_idx> WAN_idx - Indicate the WAN interface.
1- WAN1
2 - WAN2
3 - WAN3
4 - WAN4
5 - WAN5

10 - WAN10

-1 <LAN_idx> LAN_idx - Indicate the LAN interface.
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1-LAN1
2 - LAN2
3 - LAN3
4 - LAN4
5 - LANS
6 - LANG

100 - LAN100

e <0/1> Enable (1) or disable (0) the Vigor Bridge for WAN or/and LAN.
f <0/1> Enable (1) or disable (0) the firewall functions.

Example

> vigbrg set -v 4 -w 10 -1 100 -e 1
[WAN1O] IPv4 bridge is enable. Set subnet[LAN100]

Telnet Command: vigbrg closeall

This command can disable vigor bridge function.

Example

>vigbrg closeall
Close all bridge and bridge firewall

[WAN1O] IPv4 firewall is disable.

Telnet Command: vigbrg status

This command can show whether the Vigor Bridge Function is enabled or disabled.

Example

> vigbrg status

%Vigor Bridge Function is enable!

%Wanl management is disable!

Telnet Command: vigbrg cfgip

This command allows users to transfer a bridge modem into ADSL router by accessing into and
adjusting specified IP address. Users can access into Web Ul of the router to manage the
router through the IP address configured here.

Syntax
vigbrg cfgip <IP Address>

Syntax Description

Parameter Description

<IP Address> It means to type an IP address for users to manage the router.
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Example

> vigbrg cfgip 192.168.1.15
vigbrg cfgip ?
Vigor Bridge Config IP,

Now: 192.168.1.15

>
%
%

Telnet Command: vigbrg wanstatus

This command can display the existed WAN connection status for the modem (change from
ADSL router into bridge modem), including index number, MAC address, Stamp Time, PVC,
VLAN port for Vigor Bridge Function.

Example

> vigbrg wanstatus
Vigor Bridge: Stop
WAN mac table:

Index MAC Address PVC

Stamp Time VLan Port

>

Telnet Command: vigbrg wlanstatus

This command can display the existed WLAN connection status for the modem (change from
router into bridge modem), including index number, MAC address, Stamp Time, PVC, VLAN
port for Vigor Bridge Function.

Example

> vigbrg wlanstatus
Vigor Bridge: Running
WAN mac table:

Index MAC Address

>

Stamp Time PVC VLan Port

Telnet Command: vlan group

This command allows you to set VLAN group. You can set four VLAN groups. Please run vlan
restart command after you change any settings.

Syntax
vlan group id <add/add_ex/set/set_ex/show> < p2/p4/p9/pl0/pll/pl2>

Syntax Description

752

Parameter Description
id It means the group 0 to 99 for VLAN.
add/set It means to join the LAN port(s) to a VLAN group.

Each port can join more than one VLAN group.

add_ex/ set_ex

It indicates each port can join one VLAN group at one time.

p2/p4/p9/pl0/pll/pl2

It indicates LAN port 2 to LAN port 12. To group LAN2, LAN4,
LAN9, LAN10, LAN11 and/or LAN12 under one VLAN group,
please type the port number(s) you want.
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Example

> vlan group 3 set pl p4

OK.

Use cmd "vlan status®™ if you want to check result.

> vlan status

VLAN is Disable :

VLAN Enable VID Pri pl p2 p3 p4 p5 p6 p7 p8 p9 pl0 pll pl2 subnet
0 OFF 0O O 1:LAN1
1 OFF 0O O 1:LAN1
2 OFF 0O O 1:LAN1
3 OFF 0O O v \Y 1:LAN1
4 OFF 0O O 1:LAN1
5 OFF 0O O 1:LAN1
6 OFF 0O O 1:LAN1
7 OFF 0O O 1:LAN1
8 OFF 0O O 1:LAN1
9 OFF 0O O 1:LAN1
10 OFF 0O o 1:LAN1
11 OFF 0O O 1:LAN1
12 OFF 0O O 1:LAN1
13 OFF 0O o 1:LAN1
14 OFF 0O o 1:LAN1
15 OFF 0O o 1:LAN1
16 OFF 0O o 1:LAN1
17 OFF 0O O 1:LAN1
18 OFF 0O o 1:LAN1
19 OFF 0O O 1:LAN1
-—— MORE --- ["q": Quit, "Enter”": New Lines, "Space Bar": Next Page]

Telnet Command: vlan off

This command allows you to disable VLAN function.

Syntax

vlan off

Example

> vlan off
VLAN is Disable!
>
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Telnet Command: vlan on

This command allows you to enable VLAN function.

Syntax

vlan on

Example

> vlan on
VLAN is Enable!
>

Telnet Command: vlan pri

This command is used to define the priority for each VLAN profile setting.

Syntax

vlan pri n pri_no

Syntax Description

Parameter Description

n It means VLAN ID number.
n=VLAN ID number (from O to 7).

pri_no It means the priority of VLAN profile.
pri_no=0 ~7 (from none to highest priority).

Example

> vlan pri 1 2
VLAN1: Priority=2
>

Telnet Command: vlan restart

This command can make VLAN settings restarted with newest configuration.

Syntax

vlan restart

Example

> vlan restart ?

VLAN restarts!!!
>

Telnet Command: vlan status

This command display current status for VLAN.

Syntax

vlan status

Example
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> vlan status

VLAN 1is Enable :

VLAN Enable VID Pri pl p2 p3 p4 p5 p6 p7 p8 p9 pl0 pll pl2 subnet

0 OFF 0O O 1:LAN1
1 OFF 0O O 1:LAN1
2 OFF 0O O 1:LAN1
3 OFF 0O O v \Y 1:LAN1
4 OFF 0O O 1:LAN1
5 OFF 0O O 1:LAN1
6 OFF 0O O 1:LAN1
7 OFF 0O O 1:LAN1
8 OFF 0O O 1:LAN1
9 OFF 0O O 1:LAN1
10 OFF 0O o 1:LAN1
11 OFF 0O O 1:LAN1
12 OFF 0O o 1:LAN1
13 OFF 0O o 1:LAN1
14 OFF 0O O 1:LAN1
15 OFF 0O O 1:LAN1
16 OFF 0O O 1:LAN1
17 OFF 0O O 1:LAN1
18 OFF 0O o 1:LAN1
19 OFF 0O O 1:LAN1

-—— MORE --- ["q": Quit, "Enter": New Lines, "Space Bar": Next Page]
>

Telnet Command: vlan subnet
This command is used to configure the LAN interface used by the VLAN group.

Syntax

vlan subnet group_id
<1/2/3/4/5/6/7/8/9/10/11/12/13/14/15/16/17/18/19/20/21/22/23/24/25/26/27/28/29/
30/31/32/33/34/35/36/37/38/39/40/41/42/43/44/45/46/47/48/49/50/51/52/53/54/55/5
6/57/58/59/60/61/62/63/64/65/66/67/68/69/70/71/72/73/74/75/76/77/78/79/80/81/82
/83/84/85/86/87/88/89/90/91/92/93/94/95/96/97/98/99/100>

Syntax Description

Parameter Description

<1/2/3/4/5/6/7/8/9/10/ | It means interfaces, LAN1 ~ LAN100.
11/12/13/14/15/16/17/1
8/19/20/21/22/23/24/25
/26/27/28/29/30/31/32/
33/34/35/36/37/38/39/4
0/41/42/43/44/45/46/47
/48/49/50/51/52/53/54/
55/56/57/58/59/60/61/6
2/63/64/65/66/67/68/69
/70/71/72/73/74/75/76/
77/78/79/80/81/82/83/8
4/85/86/87/88/89/90/91
/92/93/94/95/96/97/98/
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99/100>

Example

% VIan Group-0 using

> vlan subnet group_id 2

This setting will take effect after rebooting.
Please use ''sys reboot" command to reboot the router.

LAN2 !

Telnet Command: vlan submode

This command changes the VLAN encapsulation mechanisms in the LAN driver.

Syntax

vlan submode <on]off|status>

Syntax Description

Parameter Description
on It means to enable the promiscuous mode.
off It means to enable the normal mode.
status It means to display if submode is normal mode or
promiscuous mode.
Example

>vlan submode status
% vlan subnet mode :
>

normal mode

Telnet Command: vlan tagged

This command is used to enable or disable the incoming of untagged packets.

Syntax

vlan tagged <n> <on/off>

vlan tagged <unlimited> <on/off>

vlan tagged <pl_untag> <on/off>

Syntax Description

Parameter Description
n It means VLAN channel.
The ranage is from 0 to 99.
on/off It means to enable/disable the tagged VLAN.

<unlimited> <on/off>

unlimited on: It allows the incoming of untagged packets
even all VLAN are tagged.

unlimited off: It does not allows the incoming of untagged
packets.

<pl_untag> <on/off>

P1 untag on: It allows the incoming of untagged packets
form LAN port 1.
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P1 untag off: It does not allow the incoming of untagged
packets from LAN port 1.

Example

>vlan tagged unlimited on
Unlimited mode is ON
>

Telnet Command: vlan vid

This command is used to configure VID number for each VLAN channel.

Syntax

vlan vid n vid_no

Syntax Description

Parameter Description

n It means VLAN channel.
The range is from 0 to 7.

vid_no It means the value of VLAN ID. Enter the value as the VLAN ID
number. The range is form 0 to 4095.

Example

>vlan vid 1 4095
VLAN1, vid=4095
>

Telnet Command: vlan sysvid

This command is used to modify and show the scope (reserved 268) of the VLAN IDs used
internally by the system.

Syntax

vlan sysvid <show | n>

Syntax Description

Parameter Description
show It means to show the scope of VLAN ID used internally.
n It means the value to be set as VLAN ID.

The range is from 0 to 3828.

Example

>vlan sysvid 100
You have set system VLAN ID to range: 100 ~ 367,

We recommend that you reboot the system now.
>
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Telnet Command: vpn I2lset

This command allows users to set advanced parameters for LAN to LAN function.

Syntax

vpn 12lset <list index> peerid <peerid>

vpn 12lset <list index> localid <localid>

vpn 12lset <list index> main <auto/proposal index>

vpn 12lset <list index> aggressive <desgl/desg2/aesgl/aesg2/aesg5/aesgla>

vpn I12lset <list index> pfs <on/off>

vpn [2Iset <list index> phasel<lifetime>

vpn 12Iset <list index> phase2<lifetime>

vpn 12lset <list index> x509localid <0/1>

vpn [2Iset <list index> compress <0/1/2/3>

Syntax Description

Parameter

Description

<list index> peerid <peerid>

It means to set the L2L (LAN to LAN) profile with peer identity for
aggressive mode.

<list index> - Enter the index number of L2L (LAN to LAN) profile.
<peerid> - Enter the peer identity string for aggressive mode.

<list index> localid <localid>

It means to set L2L (LAN to LAN) profile with local identity for
aggressive mode.

<list index> - Enter the index number of L2L (LAN to LAN) profile.
<localid> - Enter the ocal identity for aggressive mode.

<list index> main
<auto/proposal index>

It means to choose proposal for main mode.
<list index> - Enter the index number of L2L (LAN to LAN) profile.

<auto/proposal index> - Select auto (choose default proposal),
proposal (choose specified proposal.), or index number.

<list index> aggressive
<desgl/desg2/aesgl/aesg2/
aesg5/aesgl4>

It means the chosen DH group for aggressive mode.
<list index> - Enter the index number of L2L (LAN to LAN) profile.
<desgl/desg2/aesgl/aesg2/aesg5/aesgla> - Select one of them.

<list index> pfs <on/off>

It means “perfect forward secrete”.
<list index> - Enter the index number of L2L (LAN to LAN) profile.
<on/off>: Turn on or off the PFS function.

<list index> phasel
<lifetime> /

phase?2 <lifetime>

It means phase 1 or 2 of IKE.
<list index> - Enter the index number of L2L (LAN to LAN) profile.

<lifetime>: Set the lifetime value (in second) for phase 1 and phase
2.

<list index> x509localid
<0/1>

It means to enable (1) or disable (0) the X509 local ID.
<list index> - Enter the index number of L2L (LAN to LAN) profile.

compress <0/1/2/3>

Select a method to compress the packets to reduce the bandwidth
usage while transferring the compressed packets.

<0/1/2/3> - Available values are:

0 : Disable the function of compression.

1 : No . Use the Adaptive method for packet compression.
2 : LZA. Use the algorithm of LZ4 for packet compression.
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| 3 : LZO. For future use.

Example

> VPN I12Iset 1 peerid 10226

Telnet Command: vpn I2IDrop

This command allows users to terminate current LAN to LAN VPN connection.

Syntax

vpn 12IDrop I12Iname <name>
vpn 12IDrop 12lidx <idx>

vpn 12IDrop h2Ilname <name>
vpn 12IDrop h2lidx <idx>

vpn 12IDrop <ifno>

vpn 12IDrop

Syntax Description

Parameter Description

I2Iname <name> It means to drop VPN connection by specifying the name of
the LAN to LAN profile.

12lidx <idx> It means to drop VPN connection by specifying the index
number of LAN to LAN profile (1 to 500).

h2lname <name> It means to drop VPN connection by specifying the name of
the remote dial-in user profile.

h2lidx <idx> It means to drop VPN connection by specifying the index
number of the remote dial-in user profile(1 to 500).

<ifno> It means to drop VPN connection by using VPN ifno. This is for
debug only.

Example

> vpn 121Drop
% Drop all VPN

Telnet Command: vpn I2IDialout

This command allows users to terminate current LAN to LAN VPN connection (dial-out).

Syntax

vpn I2IDialout <idx>

Syntax Description

Parameter Description

12IDialout <idx> It means to build VPN connection by specifying the index number of
dial-out LAN to LAN profile.

<idx>: Enter an index number (1 to 500).
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list

It means to display LAN to LAN profiles (enabled).

Example

> vpn 12IDialout list

List LAN to LAN profiles of the status as Enable

Index Profile Active Status

Telnet Command: vpn dinset

This command allows users to configure setting for remote dial-in VPN profile.

Syntax

vpn dinset <list index>

vpn dinset <list index> <on/off>

vpn dinset <list index> username <USERNAME>

vpn dinset <list index> password <PASSWORD>

vpn dinset <list index> motp

<on/off>

vpn dinset <list index> pin_secret <pin> <secret>

vpn dinset <list index> timeout <0~9999>

vpn dinset <list index> dintype <Type> <on/off>

vpn dinset <list index> subnet <0~8>

vpn dinset <list index> assignip <on/off>

vpn dinset <list index> srnode <on/off>

vpn dinset <list index> remoteip <Remote_Client_IP_Address>

vpn dinset <list index> peer <Peer_ID>

vpn dinset <list index> naming <pass/block>

vpn dinset <list index> multicastvpn <pass/block>

vpn dinset <list index> prekey <on/off>

vpn dinset <list index> assignkey <Pre_Shared_Key>

vpn dinset <list index> digsig <on/off>

vpn dinset <list index> ipsec

<Method> <on/off>

vpn dinset <list index> localid <Local_ID>

Syntax Description

Parameter

Description

<list index>

It means the index number of the profile.

<list index> <on/off>

It means to enable or disable the profile.
<list index> - Enter the index number of the VPN profile.
<on/off> - on: Enable; off: Disable.

<list index> motp
<on/off>

It means to enable or disable the authentication with mOTP
function.

<list index> - Enter the index number of the VPN profile.
<on/off> - on: Enable; off: Disable.
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<list index>
pin_secret<pin> <secret>

It means to set PIN code with secret.
<list index> - Enter the index number of the VPN profile.
<pin> - Type the code for authentication (e.g., 1234).

<secret> - Use the 32 digit-secret number generated by
mOTP in the mobile phone (e.g., €759bb6f0e94c7ab4feb)

<list index> timeout
<0~9999>

It means to set idle timeout. The default is 300 (seconds).
<list index> - Enter the index number of the VPN profile.
<0~9999> - Enter a value.

<list index> dintype
<Type> <on/off>

It means to enable/disable the allowed dial-in type.
<list index> - Enter the index number of the VPN profile.
<Type> - 0 to 3. In which,

0 means PPTP;

1 means IPsec Tunnel;

2 means L2TP with IPsec Policy;

3 means SSL Tunnel.

<on/off> - on: Enable; off: Disable.

vpn dinset <list index>
subnet <0~8>

It means to set the LAN subnet for the selected VPN profile.
<list index> - Enter the index number of the VPN profile.

<0~100> - Enter a number to specify the LAN subnet. In
which,

0 means LAN1
1 means LAN2
2 means LAN3
3 means LAN4

100 means LAN100

vpn dinset <list index>
assignip <on/off>

It means to enable or disable the function of assigning the
static IP address.

<list index> - Enter the index number of the VPN profile.
<on/off> - on: Enable; off: Disable.

vpn dinset <list index>
srnode <on/off>

It means to enable or disable the function of specifying the
remote node.

<list index> - Enter the index number of the VPN profile.
<on/off> - on: Enable; off: Disable.

vpn dinset <list index>
remoteip
<Remote_Client_IP_Addr
ess>

It means to enable or disable the function of assigning
remote client IP.

<list index> - Enter the index number of the VPN profile.

<Remote_Client_IP_Address> - Set the IP address of the
remote client.

vpn dinset <list index>
peer <Peer_ID>

It means to assign the peer ID.
<list index> - Enter the index number of the VPN profile.
<Peer_ID> - Enter the string of the peer ID.

vpn dinset <list index>
naming <pass/block>

It means to set the Netbiod Naming Packet for the VPN
profile.

<list index> - Enter the index number of the VPN profile.
<pass/block> - Let the packet pass or block the packet.

vpn dinset <list index>
multicastvpn

It means to set the multicast via VPN for IGMP, IP-CAM, DHCP
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<pass/block> relay, and etc.
<list index> - Enter the index number of the VPN profile.
<pass/block> - Let the packet pass or block the packet.

vpn dinset <list index> It means to enable/disable the Pre-Shared Key setting for IKE
prekey <on/off> Authentication Method.

<list index> - Enter the index number of the VPN profile.
<on/off> - on: Enable; off: Disable.

vpn dinset <list index> It means to set the Pre-Shared Key for IKE Authentication
assignkey Method.
<Pre_Shared_Key> <list index> - Enter the index number of the VPN profile.

<Pre_Shared_Key> - Enter a string as PSK.

vpn dinset <list index> It means to enable/disable the digital signature (X.509) for
digsig <on/off> IKE Authentication Method.

<list index> - Enter the index number of the VPN profile.
<on/off> - on: Enable; off: Disable.

vpn dinset <list index> It means to enable / disable and set the protocol for IPsec
ipsec <Method> <on/off> | security method.

<list index> - Enter the index number of the VPN profile.
<Method> - Enter a number (0 to 3) to specify the protocol.
0 means Medium(AH) High(ESP),

1 means DES

2 means 3DES

3 means AES

<on/off> - on: Enable; off: Disable.

vpn dinset <list index> It means to set local ID (optional) for IPsec Security Method.
localid <Local_ID> <list index> - Enter the index number of the VPN profile.
<local_ID> - Enter the string of local ID.

Example

> vpn dinset 1

Dial-in profile index 1
Profile Name: ???

Status: Deactive

Mobile OTP: Disabled
Password:

Idle Timeout: 300 sec

> vpn dinset 1 on

% set profile active

> vpn dinset 1 motp on

% Enable Mobile OTP mode!>

> vpn dinset 1 pin_secret 1234 e759bb6f0e94c7ab4fe6
> vpn dinset 1

Dial-in profile index 1
Profile Name: ?7?7?

Status: Active

Mobile OTP: Enabled

PIN: 1234

Secret: e759bb6f0e94c7ab4fe6
Idle Timeout: 300 sec
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Telnet Command: vpn subnet

This command allows users to specify a subnet selection for the specified remote dial-in VPN
profile.

Syntax
vpn subnet <index> <1/2/3/.../100>

Syntax Description

Parameter Description
<index> It means the index number of the VPN profile.
<1/2/3/.../100> 1 - it means LAN1

2 - it means LAN2.
3 - it means LAN3

100 - it means LAN100.

Example

> vpn subnet 1 2
>

Telnet Command: vpn setup

This command allows users to setup VPN for different types.

Syntax
Command of PPTP Dial-Out

vpn setup <index> <name> pptp_out <ip> <usr> <pwd> <nip> <nmask>
Command of IPSec Dial-Out

vpn setup <index> <name> ipsec_out <ip> <key> <nip> <nmask>
Command of L2Tp Dial-Out

vpn setup <index> <name> 12tp_out <ip> <usr> <pwd> <nip> <nmask>
Command of Dial-In

vpn setup <index> <name> dialin <ip> <usr> <pwd> <key> <nip> <nmask>

Syntax Description

Parameter Description

For PPTP Dial-Out

<index> It means the index number of the profile.

<name> It means the name of the profile.

<ip> It means the IP address to dial to.

<usr> <pwd> It means the user and the password required for the PPTP
connection.

<nip> <nmask> It means the remote network IP and the mask.
e.g.,

vpn setup 1 namel pptp_out 1.2.3.4 vigor 1234 192.168.1.0
255.255.255.0

For IPsec Dial-Out
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<index> It means the index number of the profile.
<name> It means the name of the profile.

<ip> It means the IP address to dial to.

<key> It means the value of IPsec Pre-Shared Key.

<nip> <nmask>

It means the remote network IP and the mask.

e.g.,
vpn setup 1 namel ipsec_out 1.2.3.4 1234 192.168.1.0
255.255.255.0

For L2TP Dial-Out

<index> It means the index number of the profile.
<name> It means the name of the profile.
<ip> It means the IP address to dial to.

<usr> <pwd>

It means the user and the password required for the L2TP
connection.

<nip> <nmask>

It means the remote network IP and the mask.

e.g.,,
vpn setup 1 namel 12tp_out 1.2.3.4 vigor 1234 192.168.1.0
255.255.255.0

For Dial-In

<index> It means the index number of the profile.
<name> It means the name of the profile.

<ip> It means the IP address allowed to dial in.

<usr> <pwd>

It means the user and the password required for the PPTP/L2TP
connection.

<key>

It means the value of IPsec Pre-Shared Key.

<nip> <nmask>

It means the remote network IP and the mask.
e.g.,

vpn setup 1 namel dialin 1.2.3.4 vigor 1234 abc 192.168.1.0
255.255.255.0

Example

> vpn setup 1 namel dialin 1.2.3.4 vigor 1234 abc 192.168.1.0

255.255.255.0
% Profile Change Log

% Profile Index : 1

% Profile Name : namel
% Username : vigor

% Password : 1234

% Pre-share Key : abc

% Call Direction : Dial-In
% Type of Server : [1SDN PPTP

% Dial from : 1.2.3.4
% Remote NEtwork IP

% Remote NEtwork Mask :

>

IPSec L2TP

192.168.1.0
255.255.255.0
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Telnet Command: vpn option

This command allows users to configure settings for LAN to LAN profile.

Syntax

vpn option <index> <cmdl1>=<paraml> [<cmd2>=<para2> | ... ]

Syntax Description

Parameter

Description

<index>

It means the index number of the profile.
Available index numbers:
1~500

For Common Settings

<index>

It means the index number of the profile.

pname

It means the name of the profile.

ena

It means to enable or disable the profile.
on - Enable
off - Disable

thr

It means the way that VPN connection passes through. Available
settings are wif, wlo, w2f, w20, wloB and w20B.

w1f - WAN1 First.
wlo - WAN1 Only.
w2f - WAN2 First.
w20 - WAN2 Only.
w1oB - WAN1 Only (Only establish VPN if WAN2 down)
w20B - WAN2 Only (Only establish VPN if WAN1 down)

thr_ai

It means connection through WAN [P alias.
0 - do not use alias.
1/2/.../299 - Use the allias IP (index number 1 to 299).

nnpkt

It means the NetBios Naming Packet.
on - Enable the function to pass the packet.
off - Disable the function to block the packet.

dir

It means the call direction. Available settings are b, o and i.
b - Both

o - Dial-Out

i - Dial-In.

idle=[value]

It means Always on and Idle Time out.
Available values include:

-1 - it means always on for dial-out.

0 - it means always on for dial-in.

Other numbers (e.g., idle=200, idle=300, idle=500) mean the router
will be idle after the interval (seconds) configured here.

palive

It means to enable PING to keep alive.
-1 - disable the function.
1,2,3,4 - Enable the function and PING IP 1.2.3.4 to keep alive.

monitor

It means to enable Quality Monitoring.
On - Turn on Quality Monitoring.
Off - Turn off Quality Monitoring.

For Dial-Out Settings
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ctype

It means “Type of Server | am calling”.

ctype=t means PPTP.

ctype=s means IPSec.

ctype= | means L2TP(IPSec Policy None).

ctype= 11 means L2TP(IPSec Policy Nice to Have).
ctype= 12 means L2TP(IPSec Policy Must).

ctype= ¢ means SSL Tunnel

ctype=0 [0/1/2/3/4/5] [0/1/2/3] means Openvpn TCP
Tunnel[AES128/AES256/NONE/AES128 GCM/AES192_GCM/AES256
GCM] [SHA1/SHA256/NONE/SHA512]

ctype=u[0/1/2/3/4/5][0/1/2/3] means Openvpn UDP
Tunnel[AES128/AES256/NONE/AES128 GCM/AES192_GCM/AES256_
GCM][SHA1/SHA256/NONE/SHA512]

dialto

It means Server IP/Host Name for VPN. (such as draytek.com or
123.45.67.89).

Itype

It means Link Type.
“Itype=0"" means “Disable”.
“Itype=1"" means “64kbps”.
“Itype=2"" means “128kbps”.
“Itype=3" means “BOD”.

oname

It means Dial-Out Username.
“oname=admin” means to set Username = admin.

opwd

It means Dial-Out Password
“opwd=1234" means to set Password = 1234.

pauth

It means PPP Authentication.
“pauth=pc” means to set PPP Authentication = PAP&CHAP.
“pauth=p” means to set PPP Authentication = PAP Only

ovj

It means VJ Compression.
“ovj=on/off” means to enable/disable VJ Compression.

okey

It means IKE Pre-Shared Key.
“okey=abcd” means to set IKE Pre-Shared Key = abcd.

ometh

It means IPSec Security Method.
“ometh=ah/”” means AH.

“ometh=espd/espda [a/m/s/S]”” means ESP DES without/with
Authentication (Auto, MD5, SHA1 or SHA2).

“ometh=esp3/esp3a [a/m/s/S]” means ESP 3DES without/with
Authentication (Auto, MD5, SHAL or SHA2).

“ometh=espa [1/9/2']/espaa [a/m/s/S] [1/9/2']” means ESP AES

(128, 192, or 256) without/with Authentication (Auto, MD5, SHAL or

SHA2) (128, 192, or 256).

tls_auth

It means to Turn off/on tls-auth option.

tls_auth_key

It means to set OpenVPN tls-auth option key.
tls-auth_key=<1/2/3> Enter the number to select the PSK.

tls_key show

It means to show the selected PSK.

sch It means Index(1-15) in Schedule Setup.
sch=1,3,5,7 Set schedule 1->3->5->7

ikemode It means to set IKE phase 1 mode.
"ikemode=m/a" means the IKE phase 1 mode whill be set as Main
Mode / Aggressive Mode.

ikeid It means IKE Local ID.
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“ikeid=vigor”” means Set Local ID = vigor.

oport

It means OpenVPN Dial-Out Port.
oport=1194. Set OpenVPN Dial-Out Port = 1194

For Dial-In Settings

itype

It means Allowed Dial-In Type. Available settings include:
“itype=t” means PPTP.

“itype=s” means IPSec.

“itype=L"means L2TP (None).

“itype=I1" means L2TP(Nice to Have).

“itype=12"" means L2TP(Must).

“itype=c” means SSL Tunnel

“itype=i means Openvpn UDP/TCP
“itype=i[0/1/2][0/1/2]" means
Tunnel[AES128/AES256/NONE][SHA1/SHA256/NONE]/

“itype=0[0/1/2][0/1/2]” means Openvpn TCP
Tunnel[AES128/AES256/NONE][SHA1/SHA256/NONE]/

“itype=u[0/1/2][0/1/2]” means Openvpn UDP
Tunnel[AES128/AES256/NONE][SHA1/SHA256/NONE]

peer

It means specify Peer VPN Server IP for Remote VPN Gateway.

Type “203.12.23.48” means to allow VPN dial-in with IP address of
203.12.23.48.

Type “off” means any remote IP is allowed to dial in.

peerid

It means the peer ID for Remote VPN Gateway.
Type “draytek” means the word is used as local ID.

iname

It means Dial-in Username.
“iname=admin” means to set username as “admin”.

ipwd

It means Dial-in Password.
“ipwd=1234" means to set password as “1234”.

ivj

It means VJ Compression.
“ivj=on/off” means to enable /disable VJ Compression.

ikey

It means IKE Pre-Shared Key.
“ikey=abcd” means to set IKE Pre-Shared Key = abcd.

imeth

It means IPSec Security Method
“imeth=h" means “Allow AH”.
“imeth=d” means “Allow DES”.
“imeth=3" means “Allow 3DES”.
“imeth=a” means “Allow AES.

For TCP/IP Settings

mywip It means My WAN IP.
“mywip=1.2.3.4” means to set My WAN IP as “1.2.3.4”.
rgip It means Remote Gateway IP.
“rgip=1.2.3.4” means to set Remote Gateway IP as “1.2.3.4”.
rip It means Remote Network IP.
“rnip=1.2.3.0” means to set Remote Network IP as “1.2.3.0”.
rnmask It means Remote Network Mask.
“rnmask=255.255.255.0" means to set Remote Network Mask as
*255.255.255.0”.
Inip It means the local network IP.

"Inip=1.2.3.0" means to set the local network IP as "1.2.3.0".
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Inmask It means the local Network Mask.

“rnmask=255.255.255.0"” means to set the local Network Mask as
““255.255.255.0”.

rip It means RIP Direction.

“rip=d” means to set RIP Direction as “Disable”.
“rip=t” means to set RIP Direction as “TX”.
“rip=r” means to set RIP Direction as “RX”.
“rip=b” means to set RIP Direction as “Both”.

mode It means the option of “From first subnet to remote network, you
have to do”.

“mode=r" means to set Route mode.
“mode=n" means to set NAT mode.

droute It means to Change default route to this VPN tunnel ( Only single
WAN supports this).

droute=on/off means to enable/disable the function.

Example

> vpn option 1 idle=250
% Change Log..

% ldle Timeout = 250
> vpn option 33 pname=carrietest
% Change Log..

% Prifile Name = carrietest

Telnet Command: vpn mroute
This command allows users to list, add or delete static routes for a certain LAN to LAN VPN
profile.
Syntax
vpn mroute <index> list
vpn mroute <index> add <network ip>/<mask>
vpn mroute <index> del <network ip>/<mask>
vpn mroute <index> addmsa <local network ip>/<mask> <remote network ip>/<mask>

vpn mroute <index> delmsa <local network ip>/<mask> <remote network ip>/<mask>

Syntax Description

Parameter Description
list It means to display all of the route settings.
add It means to add a new route.
del It means to delete specified route.
addmsa It means to add an IPsec multiple SA in a route profile.
delmsa It means to delete IPsec multiple SA in a route profile.
<index> It means the index number of the profile.
Available index numbers:
1~500
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<network ip>/<mask> Enter the IP address with the network mask address.

<local network ip>/<mask> Enter the local IP address with the network mask address.

<remote network Enter the remote IP address with the network mask address.
ip>/<mask>

Example

> vpn mroute 1 add 192.168.5.0/24
% 192.168.5.0/24
% Add new route 192.168.5.0/24 to profile 1

Telnet Command: vpn list

This command allows users to view LAN to LAN VPN profiles.

Syntax

vpn list <index> all
vpn list <index> com
vpn list<index> out
vpn list <index> in

vpn list<index> net

Syntax Description

Parameter Description
all It means to list configuration of the specified profile.
com It means to list common settings of the specified profile.
out It means to list dial-out settings of the specified profile.
in It means to list dial-in settings of the specified profile.
net It means to list Network Settings of the specified profile.
<index> It means the index number of the profile.
Available index numbers:
1 ~500
Example
> vpn list 32 all
% Common Settings
% Profile Name :???
% Profile Status : Disable
% Netbios Naming Packet : Pass
% Call Direction : Both
% Idle Timeout = 300
% PING to keep alive : off
% Dial-out Settings
% Type of Server : PPTP
% Link Type: > 64k bps
% Username D ??7?
% Password
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% IKE Local 1D

% Dial-In Settings

-—— MORE ---
> vpn list 1 com
% Common Settings

>

% PPP Authentication : PAP/CHAP
% VJ Compression :on

% Pre-Shared Key :

% IPSec Security Method : AH

% Schedule : 0,0,0,0
% Remote Callback : off

% Provide ISDN Number : off

% IKE phase 1 mode : Main mode

[Fg®": Quit, "Enter": New Lines,

% Profile Name 2?77

% Profile Status : Disable
% Netbios Naming Packet : Pass

% Call Direction : Both

% Idle Timeout - 300

% PING to keep alive : off

"Space Bar®": Next Page] ---

Telnet Command: vpn remote

This command allows users to enable or disable PPTP/1PSec/L2TP/SSL VPN/
OpenVPN/WireGuard VPN service.

Syntax

vpn remote <PPTP/IPsec/L2TP/SSLVPN/OpenVPN/WireGuard><on/off>
vpn remote <PPTP/IPsec/L2TP/SSLVPN/OpenVPN/WireGuard> <wanl/wan2/...> <on/off>

Syntax Description

Parameter

Description

<PPTP/IPsec/L2TP/SSLVPN/
OpenVPN/WireGuard>

There are several types to be selected.

<on/off> on - enable VPN remote setting.

off - disable VPN remote setting.

<wanl/wan2/...> Specify WAN interface for the service.

Example

> vpn remote PPTP on
Set PPTP VPN Service : On

Please restart the router!!

Telnet Command: vpn trunk

This command allows users to configure VPN Backup, VPN load balance, GRE over IPsec, and
Binding tunnel policy.
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vpn trunk show_usable

vpn trunk backup <add/del> <name> <Member#1> <Member#2>
vpn trunk backup more_syslog <ON/OFF>

vpn trunk backup ERD <name> <Normal/Recover/Resume><second>
vpn trunk Ib <add/del> <name> <Member#1> <Member#2>

vpn trunk Ib more_syslog <ON/OFF>

vpn trunk Ib algorithm <name><RR/W-RR/ Fastest>

vpn trunk bind usage <Bindindex>

vpn trunk bind show <LoadBalanceName>

vpn trunk bind reset_default

vpn trunk bind more_syslog <ON/OFF>

vpn trunk bind set <BindIindex> <ACT> <TrunkName> <Member> <Srclp:A~B> <Dstl p:A~B>
<DstPort:A~B> <Proto> <Frag>

vpn trunk bind insert <After_BindIindex> <ACT> <TrunkName> <Member> <Srclp:A~B>
<Dstlp:A~B> <DstPort:A~B> <Proto> <Frag>

vpn trunk SetGre show <Dialout_Index>

vpn trunk SetGre

<Active/In-active><Dialout_Index><GRE_MyIP><GRE_PeerlIP><Logical Traffic>
vpn trunk An_Gre GrelPsecAnalyze <ON/OFF>

Syntax Description

Parameter

Description

show_usable

Display a list of LAN to LAN dial out profiles.

backup <add/del> <name>
<Member#1> <Member#2>

Set multiple VPN tunnels (LAN to LAN profiles) as backup tunnel.
add/del - Add or delete a profile for used in VPN Trunk.

name - Specify the name of the VPN trunk.

Member#1 - Indicate the first LAN to LAN profile.

Member#2 - Indicate the second LAN to LAN profile.

backup more_syslog
<ON/OFF>

Ib more_syslog <ON/OFF>
bind more_syslog <ON/OFF>

These commands are used for RD debug.

backup ERD <name>
<Normal/Recover/Resume><
second>

ERD means Environment Recovers Detection.
name - Specify the name of the VPN trunk.

Normal - Indicate the Normal mode. All dial-out VPN TRUNK backup
profiles will be activated alternatively.

Recover - Indicate the duration of VPN backup operation.

Resume - When VPN connection breaks down or disconnects,
Member 1 will be the top priority for the system to do VPN
connection.

Second - “0” means to dial each six seconds automatically. “60 ~
2147483647 means to early handle for less than 30 seconds within
designated time.

Ib <add/del> <name>
<Member#1> <Member#2>

It means to create VPN trunk with load balance.
add/del - Add or delete a profile for used in VPN Trunk.
name - Specify the name of the VPN trunk.

Member#1 - Indicate the first LAN to LAN profile.
Member#2 - Indicate the second LAN to LAN profile.

Ib more_syslog <ON/OFF>

It means to enable (ON) or disable (OFF) the syslog records.

Ib algorithm <name>
<RR/W-RR/Fastest>

Set multiple VPN tunnels for using as traffic load balance tunnel.
Such command is to configure the algorithm (with round robin
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mode) of Load Balance.
name - Specify the name of the VPN trunk.

RR - It means round robin mode. All of the dial-out profiles will be
taken turns equally.

Fastest - Configure the algorithm (with fastest mode) of Load
Balance.

Ib algorithm
<name><W-RR><Auto>
<AccordingRatio>
<Memberl:Member2>

Such command is to configure the algorithm (with round robin
mode) of Load Balance.

name - Specify the name of the VPN trunk.

W-RR - It means weighted round robin mod based on speed ratio.
° Auto - the speed must be based on Lay2.

® AccordingRatio - the speed must be based on given ratio.
Member#1 - Inidcate the first LAN to LAN profile.

Member#2 - Indicate the second LAN to LAN proifle.

Ib algorithm
<name><Fastest>

Such command is to configure the algorithm (with fastest mode) of
Load Balance. Most of traffics will be led to the channel with the
fastest connection.

name - Specify the name of the VPN trunk.

bind usage <BindIindex>

Display detailed information for VPN Load Balance Tunnel Bind.
BindIndex - Indicate the index number of the tunnle bind.

bind show
<LoadBalanceName>

Display the bind information for VPN Load Balance profile.
LoadBalanceName - type the name of VPN Load Balance profile

bind reset_default

Reset the bind tunnel for VPN load balance to factory reset settings.

bind more_syslog <ON/OFF>

It means to enable (ON) or disable (OFF) the syslog records.

bind set <BindIndex> <ACT>
<TrunkName> <Member>
<Srclp:A~B> <Dstl p:A~B>
<DstPort:A~B> <Proto>
<Frag>

Set the binding tunnel policy.

BindIndex - Indicate the index number (1 ~ 64) for the tunnel to be
bound.

vpn trunk bind set 1 y vpnlb 1
192.168.10.1~192.168.10.2
192.168.99.1~192.168.99.254 1~65535 0 OFF

ACT - Specify the action. “y” means active; “n” means inactive or
delete.

TrunkName - TrunkName - Specify the name of the VPN trunk
created by using “vpn trunk Ib” command.

Member - Specify the index nhumber of the LAN to LAN (dial-out)
profile to be bound.

Srclp:A~B - Specify the source IP range (e.g.,
192.168.10.0~192.168.10.255.

Dstl p:A~B - Specify the destination IP range (e.g.,
192.168.1.0~192.168.1.255.

DstPort:A~B - Specify the destination port range (1~65535).
Proto - Specify the protocol.

0 - any

1-ICMP

2 - IGMP

6-TCP

17 - UDP

255 - TCP/UDP

Frag - “ON” means to bind the fragmented packet; “OFF” means
not to care. It is the default setting.

bind insert
<After_Bindindex> <ACT>
<TrunkName> <Member>
<Srclp:A~B> <DstIp:A~B>
<DstPort:A~B> <Proto>

It is used to insert additional load balance policy into an existing
policy.

After_BindIndex - Specify an index number that new additional
policy should be inserted before. See the following example:
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<Frag> vpn trunk bind insert 1 y vpnlb 2

192.168.10.3~192.168.10.200
192.168.99.200~192.168.99.200 80~80 TCP OFF

ACT - Specify the action. “y” means active; “n” means inactive or
delete.

TrunkName - Specify the name of the VPN trunk.

Member - Specify the index number of the LAN to LAN (dial-out)
profile to be bound.

Srclp:A~B - Specify the source IP range (e.g.,
192.168.10.0~192.168.10.255.

Dstl p:A~B - Specify the destination IP range (e.g.,
192.168.1.0~192.168.1.255.

DstPort:A~B - Specify the destination port range (1~65535).
Proto - Specify the protocol.

0 -any

1-ICMP

2 - IGMP

6-TCP

17 - UDP

255 - TCP/UDP

Frag - “ON” means to bind the fragmented packet; “OFF” means
not to care. It is the default setting.

SetGre show Display the GRE over IPSec settings in specified LAN to LAN profile.
<Dialout_Index> Dialout_Index - Index number of the LAN to LAN (dial-out) profile.
SetGre Active/In-active - Specify the action. “y” means active; “n” means
<Active/In-active><Dialout_| | inactive.

ndex><GRE_MyIP><GRE_Pee | pjalout_Index - Index number of the LAN to LAN (dial-out) profile.

riP><Logical_Traffic>

GRE_MyIP -Enter the virtual IP for router itself for verified by peer.
GRE_PeerlP -Enter the virtual IP of peer host for verified by router.

Logical_Traffic - Specify the action for RFC2890. “y” means active;
“n” means inactive.

An_Gre GrelPsecAnalyze These commands are used for RD debug.

<ON/OFF>

Example

>
%

%
%
%
%
%
%
%
%
%
>
%

%
%
%
%
%
%
%
%
%

vpn setup 1 namel pptp_out 1.2.3.4 vigor 1234 192.168.1.0 255.255.255.0
Profile Change Log ...

Profile Index : 1
Profile Name : namelj
Username : vigor
Password : 1234
Call Direction
Type of Server
Dial to : 1.2.3.4

Remote NEtwork IP : 192.168.1.0

Remote NEtwork Mask : 255.255.255.0

vpn setup 2 market pptp_out 5.6.7.8 vigor 5678 192.168.1.31 255.255.255.0
Profile Change Log ...

Dial-0Out
PPTP

Profile Index : 2
Profile Name : market
Username : vigor
Password : 5678
Call Direction
Type of Server
Dial to : 5.6.7.8

Remote NEtwork IP : 192.168.1.31
Remote NEtwork Mask : 255.255.255.0

Dial-0Out
PPTP
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> vpn trunk Ib add comp 1 2
%% Combination VPN Load Balance profile list :

<Index> < Name > < Memberl(Active)Type > <
Member2(Act
ive)Type >
1 comp 1(YES)PPTP 2(YES)P
PTP

%% Note: <Active: NO> The LAN-to-LAN Profile is disable or under Dial-In(Call
Di
rection) at present.

% Setting OK.

> vpn trunk bind set 1 y comp 2 192.168.10.1~192.168.10.2
192.168.99.1~192.168.99.254 1~65535 0 OFF
% VPN Load Balance Tunnel Bind Table Index[1] detail:

Action = ACTIVE
Trunk Profile(000) Name= comp
Binding Dial Out Index = 2
Binding Src IP
Binding Dest IP
Binding Dest Port
Binding Fragmented
Binding Protocol
>

192.168.10.1 ~ 192.168.10.2
192.168.99.1 ~ 192.168.99.254
1 ~ 65535

NO

ANY Protocol

Telnet Command: vpn NetBios

This command allows users to enable or disable NetBios for Remote Access User Accounts or
LAN-to-LAN Profile.

Syntax

vpn NetBios set <H2I/L21> <index> <Block/Pass>

Syntax Description

Parameter Description

<H2I/L21> H2l means Remote Access User Accounts.

L2l means LAN-to-LAN Profile.

Specify which one will be applied by NetBios.
<index> The index number (1 to 500) of the profile.
<Block/Pass>

Pass - Have an inquiry for data transmission between the hosts
located on both sides of VPN Tunnel while connecting.

Block - When there is conflict occurred between the hosts on both
sides of VPN Tunnel in connecting, set it block data transmission of
Netbios Naming Packet inside the tunnel.

Example

> vpn NetBios set H2l 1 Pass
% Remote Dial In Profile Index [1]
% NetBios Block/Pass: [PASS]

Telnet Command: vpn mss
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This command allows users to configure the maximum segment size (MSS) for different TCP

types.

Syntax
vpn mss show

vpn mss default

vpn mss set <connection type> <TCP maximum segment size range>

Syntax Description

Parameter Description

show It means to display current setting status.

default TCP maximum segment size for all the VPN connection will be set as
1360 bytes.

set Use it to specify the connection type and value of MSS.

<connection type>

1~7 represent various type.
1-PPTP

2-L2TP

3 - IPSec

4 - L2TP over IPSec

5 - GRE over IPsec

6 - SSL Tunnel

7 - WireGuard

<TCP maximum segment size
range>

Each type has different segment size range.
PPTP - 512~ 1412

L2TP - 512 ~ 1408

IPSec - 512 ~ 1381

L2TP over IPsec - 512 ~ 1361

GRE over IPsec - 512 ~ 1365

SSL Tunnel - 512 ~ 1360

WireGuard VPN - 512 ~1380

Example

>vpn mss set 1 1400
PPTP = 1400
L2TP = 1360
IPSec = 1360

GRE over IPsec =

>vpn mss show

PPTP = 1400
L2TP = 1360
IPSec = 1360

% VPN TCP maximum segment size (MSS) :

1360
1360

L2TP over 1PSec =

SSL Tunnel = 1260
WireGuard VPN = 1372

VPN TCP maximum segment size (MSS) :

L2TP over I1PSec = 1360
GRE over IPsec =
SSL Tunnel = 1260

1360
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‘ WireGuard VPN = 1372

Telnet Command: vpn ike

This command is used to display IKE memory status and leakage list.

Syntax
vpn ike -q

vpn ike -s

Example

> vpn ike -q
IKE Memory Status and Leakage List

# of free L-Buffer=95, minimum=94, leak=1
# of free M-Buffer=529, minimum=529 leak=3
# of free S-Buffer=1199, minimum=1198, leak=1
# of free Msgid-Buffer=1024, minimum=1024

Telnet Command: vpn Multicast

This command allows users to pass or block the multi-cast packet via VPN.

Syntax

vpn Multicast set <H21/L2l> <index> <Block/Pass>

Syntax Description

Parameter Description

<H2I/L21> H2l means Host to LAN (Remote Access User Accounts).
L2l means LAN-to-LAN Profile.

<index> The index number (1 to 500) of the profile.

<Block/Pass> Set Block/Pass the Multicast Packets.
The default is Block.

Example

> vpn Multicast set L21 1 Pass
% Lan to Lan Profile Index [1]
% Status Block/Pass: [PASS]

Telnet Command: vpn pass2nd

This command allows users to determine if the packets coming from the second subnet
passing through current used VPN tunnel.

Syntax
vpn pass2nd on

vpn pass2nd off

Syntax Description
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Parameter Description

on/off on - the packets can pass through NAT.
off - the packets cannot pass through NAT.

Example

> vpn pass2nd on
% 2nd subnet is allowed to pass VPN tunnel!

Telnet Command: vpn pass2nat

This command allows users to determine if the packets passing through by NAT or not when
the VPN tunnel disconnects.

Syntax
vpn pass2nat on

vpn pass2nat off

Syntax Description

Parameter Description

on/off on - the packets can pass through NAT.
off - the packets cannot pass through NAT.

Example

> vpn passZnat on
% Packets would go through by NAT when VPN disconnect!!

Telnet Command: vpn sameSubnet

This command allows users to build VPN between clients via virtual subnet.

Syntax

vpn sameSubnet -i <index> -e <subnet> -I <Virtual Subnet> -0 <add/del>
vpn sameSubnet -i <value>

vpn sameSubnet -i <value> -E <0/1>

vpn sameSubnet -i <value> -e <value>

vpn sameSubnet -I <Virtual Subnet>

vpn sameSubnet -0 <add/del>

vpn sameSubnet -v

vpn sameSubnet -m <value>

Syntax Description

Parameter Description
-i <value> Specify the index number of VPN profile.
-i <value> -E <0/1> Enable or disable the IPsec with the same subnet.
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1 - enable.
0 - disable.
-i <value> -e <value> Translate specified LAN to virtual subnet.
1-LAN1
2 - LAN2
3-LANS ..
-i <value> -1 <Virtual Set the virtual subnet (e.g., 172.16.3.250).
Subnet>
-i <value> -o <add/del> Set the operation (add or delete) for the VPN profile.
-V Display current status of virtual subnet.
-m <value> Set the translated type.
<value> - 1 means Whole Subnet; 2 means Specific IP.
Example

Add entry Succcess!!
> vpn sameSubnet -v
IPsec with the same subnet:

VPN profile 201 enable,
Whole Subnet:

IPsec with the same subnet:

VPN profile 203 enable,
Whole Subnet:

> vpn sameSubnet -i 1 -e 1 -1 10.10.10.0 -0 add

Telnet Command: vpn ovpn

This command allows users to configure general settings for OpenVPN.

Syntax

vpn ovpn mode <0/1>

vpn ovpn show

vpn ovpn udp_mode <0/1>
vpn ovpn tcp_mode <0/1>
vpn ovpn udp_port <1-65535>
vpn ovpn tcp_port <1-65535>
vpn ovpn cert <0/1>

vpn ovpn replay <0/1>

vpn ovpn certmode <0/1/2>
vpn openvpn hmacmode <0/1/2>

vpn ovpn ca <0/1/2/3>
vpn ovpn tlsauth_del <1/2/3>

Syntax Description

Parameter Description
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mode <0/1>

Enable (1) or disable (0) the OpenVPN function.

show

Display the OpenVPN setting status.

udp_mode <0/1>

Enable (1) or disable (0) the UDP mode.

tcp_mode <0/1>

Enable (1) or disable (0) the TCP mode.

udp_port <1-65535>

Set the UDP port number.

tcp_port <1-65535>

Set the TCP port number.

cert <0/1>

Enable (1) or disable (0) the certificate authentication.

replay <0/1>

Enable (1) or disable (0) the replay option.

certmode <0/1/2>

Set the Cipher Algorithm Mode.
0 - AES128

1 - AES256

2 - None

hmacmode <0/1/2>

Set the Cipher HMAC mode.
0 - SHA1

1 - SHA256

2 - None

ca<0/1/2/3>

Set the Trust CA certificate.

tlsauth_del <1/2/3>

Delete the first, second or the third TLS-auth key.

Example

> vpn ovpn mode 1
Enable openvpn
> vpn ovpn show

Openvpn: Enable

support UDP: Enable
UDP port: 1194
support TCP: Enable
TCP port: 1194

replay option: Enable
Cipher Algorithm: AES256
HMAC Algorithm: SHA256
Certificate uid: 65535
Trust CA uid: 13

>

Use certificate authentication:

Enable

Telnet Command: vpn dial_out

This command allows users to terminate the VPN connection.

Syntax

vpn dial_out dial <index>

Syntax Description

Parameter

Description

<index>

It means to terminate specified vpn profile.
index - It means 1, 2, 3, 4.....
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Example

> vpn dial_out dial 1
Dialup L2L success
>

Telnet Command: vpn mirror

This command allows users to

Syntax

vpn mirror <I21/h21> <index>

Syntax Description

Parameter Description

<I21/h21> 121 - LAN to LAN
h2l - Host to LAN

<index> It means to mirror specified vpn profile.
index - It means 1, 2, 3, 4.....

Example

> vpn mirror 121 1
>

Telnet Command: vpn fromlan

This command allows a client access a private LAN for getting the required resources.

Syntax
vpn fromlan status
vpn fromlan enable/disable

vpn fromlan add/remove <lanx>

Syntax Description

Parameter Description
status It means to display current status of VPN from LAN.
enable/disable It means to enable or disable the function of VPN from LAN.
add/remove lanx It means to add or remove specified LAN interface.

lanx - x means 2, 3, 4.....

Example

> vpn fromlan enable

vpn fromlan status : enable
from lan :

>

Telnet Command: vpn isolate

This command let the VPN not communicate with each other.
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Syntax

vpn isolate <on/off>

Example

> vpn isolate on
>

Telnet Command: vpn mfa

This command allows VPN users to bypass 2FA for a certain period of time if they have
previously passed the 2FA authentication from the same IP address.

Syntax
vpn mfa bypass 10H

Syntax Description

Parameter Description

bypass 10H 10H stands for 10 Hours, while 2D stands for 2 Days.
Time Range: OH ~ 31D (OH for Disabled)

Example

>vpn mfa bypass 10H
VPN 2FA will valid in 10 Hour(s).

Telnet Command: wan ppp_mru

This command allows users to adjust the size of PPP LCP MRU. It is used for specific network.

Syntax

wan ppp_mru <WAN interface number> <MRU size>

Syntax Description

Parameter Description

<WAN interface number> Type a number to represent the physical interface. For Vigor130,
the number is 1 (which means WAN1).

<MRU size> It means the number of PPP LCP MRU. The available range is from
1400 to 1600.

Example

>wan ppp_mru 1 ?
% Now: 1492

> wan ppp_mru 1 1490
>

> wan ppp_mru 1 ?

% Now: 1490

> wan ppp_mru 1 1492
> wan ppp_mru 1 ?
% Now: 1492
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Telnet Command: wan mtu / mtu2

This command allows users to adjust the size of MTU for WAN.

Syntax
wan mtu <value>

wan mtu2 <value>

Syntax Description

Parameter Description

value It means the number of MTU for PPP. The available range is from
1000 to 1500.

For Static IP/DHCP, the maximum number will be 1500.
For PPPoE, the maximum number will be 1492.
For PPTP/L2TP, the maximum number will be 1460.

Example

> wan mtu 1100

> wan mtu ?

Static IP/DHCP (Max MSS: 1500)
PPPOE(Max MSS: 1492)

PPTP/L2TP(Max MSS: 1460)

% wan ppp_mss <MSS size: 1000 ~ 1500>
% Now: 1100

Telnet Command: wan dns

This command allows users to configure primary and / or secondary DNS server.

Syntax

wan dns <wan_no><dns_select><ipv4_addr>

Syntax Description

Parameter Description

wan_no Select WAN interface (1 to 10).
1:WAN1
2:WAN2
3:WANS3
4:WAN4
5:WAN5
6:WANG
7:WAN7
8:WANS
9:WAN9
10:WAN10

dns_select Specify primary and / or secondary DNS server.
pri - It means primary DNS server.
sec - It means secondary DNS server.

ipv4_addr Enter the IP address of DNS server.
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Example

> wan dns 1 pri 168.95.1.1
% Set WAN1 primary DNS done.
% Now: 168.95.1.1

Telnet Command: wan DF _check

This command allows you to enable or disable the function of DF (Don’t fragment)

Syntax

wan DF_check <on/off>

Syntax Description

Parameter Description
on/off It means to enable or disable DF.
Example

> wan DF_check on
%DF bit check enable!

Telnet Command: wan disable

This command allows you to disable WAN connection.

Example

> wan disable WAN
%WAN disabled.

Telnet Command: wan enable

This command allows you to disable wan connection.

Example

> wan enable WAN
%WAN1 enabled.

Telnet Command: wan forward

This command allows you to enable or disable the function of WAN forwarding. The packets
are allowed to be transmitted between different WANSs.

Syntax

wan forward <on/off>

Syntax Description

Parameter Description
<on/off> It means to enable or disable WAN forward.
Example
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>wan forward ?
%WAN forwarding is Disable!

> wan forward on
%WAN forwarding is enable!

Telnet Command: wan status

This command allows you to display the status of WAN connection, including connection mode,
TX/RX packets, DNS settings and IP address.

Example

> wan status
BWAN1: Offline, stall=N

Mode: DHCP Client, Up Time=00:00:00

IP=———, GW IP=---

TX Packets=0, TX Rate(bps)=0, RX Packets=0, RX Rate(bps)=0
Primary DNS=0.0.0.0, Secondary DNS=0.0.0.0

BWAN2: Offline, stall=N

Mode: ---, Up Time=00:00:00

IP=———, GW IP=---

TX Packets=0, TX Rate(bps)=0, RX Packets=0, RX Rate(bps)=0
Primary DNS=0.0.0.0, Secondary DNS=0.0.0.0

BWAN3: Offline, stall=Y

Mode: PPPoE, Up Time=00:00:00

IP=——, GW IP=---

TX Packets=72581, TX Rate(bps)=0, RX Packets=112651, RX Rate(bps)=0
Primary DNS=0.0.0.0, Secondary DNS=0.0.0.0

BWAN4: Offline, stall=N

Mode: ---, Up Time=00:00:00

IP=——, GW IP=---

TX Packets=0, TX Rate(bps)=0, RX Packets=0, RX Rate(bps)=0
Primary DNS=0.0.0.0, Secondary DNS=0.0.0.0

BWAN5: Online, stall=N

Telnet Command: wan detect

This command allows you to Ping a specified IP to detect the WAN connection (static IP or
PPPOE mode).

Syntax

wan detect <wanl/wan2/...> <on/off/strict/always_on>
wan detect <wanl> <off> -t <time>

wan detect <wanl> <off> -i <Interval>

wan detect <wanl/wan2/...> target <ip addr>

wan detect <wanl/wan2/...> target2 <ip addr>

wan detect <wanl/wan2/...> target_gw <1/0>
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wan detect <wanl/wan2/...> ttl <value>
wan detect <wanl1/wan2/...> interval <interval>

wan detect <wanl/wan2/...> retry <retry>

wan detect status

Syntax Description

Parameter

Description

<wanl/wan2/...>
<on/off/strict/always_on>

On - It means to enable ping detection. The IP address of the target
shall be set.

Off - It means to enable ARP detection (default).
strict - Enable Strict ARP detection.

always_on - disable link detect, always connected(only support
static IP)

<wanl> <off> -t <time>

Set the time (0 to 256).

<wanl> <off> -i <Interval>

Set the time interval (0 to time value).

<wanl/wan2/...> target
<ip addr>

Set the ping target.

<ip addr> : It means the IP address used for detection. Type an IP
address in this field.

<wanl/wan2/...> target2 Set the secondary ping target.
<ip addr> <ip addr>: It means the IP address used for detection. Type an IP
address in this field.
<wanl/wan2/...> target_gw | Set whether to use gateway as ping target. (1: yes 0: no)
<1/0>
<wanl/wan2/...> ttl It means to set the ping TTL value (work as trace route)
<value> If you do not set any value for ttl here or just type 0 here, the
system will use default setting (255) as the ttl value.
<wanl/wan2/...> interval Set the interval between each ping operation. Available setting is
<interval> between 1 and 3600. The unit is second.
<interval>: Type a value.
<wanl/wan2/...>retry Set how many ping operations are retried before the Router judges
<retry> that the WAN connection is disconnected. Available setting is
between 1 and 255. The unit is times.
<retry> : Type a number.
status It means to show the current status.
Example
> wan detect status
WAN1: arp detect, send time=30, Interval =5
WAN2: arp detect, send time=30, Interval = 5
WAN3: arp detect, send time=30, Interval =5
WAN4: arp detect, send time=30, Interval =5
WAN5: arp detect, send time=30, Interval =5
WAN6: arp detect, send time=30, Interval = 5
WAN7: arp detect, send time=30, Interval = 5
WAN8: arp detect, send time=30, Interval =5
WAN9: always on
WAN23: arp detect, send time=30, Interval = 5
WAN52: arp detect, send time=30, Interval = 5
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> wan detect wanl target 192.168.1.78
Set OK

> wan detect wanl on
Set OK

> wan detect status
WAN1: on, Target=192.168.1.78, TTL=255

WAN2: off
WAN3: off
WAN4: off
WAN5: off

Telnet Command: wan Ib

This command allows you to Enable/Disable for each WAN to join auto load balance member.

Syntax

wan Ib <wanl/wan2/...> on
wan |b <wanl/wan2/...> off
wan b <ip/session>

wan |b status

Syntax Description

Parameter Description
wanl/wan2/.... Specify which WAN will be applied with load balance.
on Make WAN interface as the member of load balance.
off Cancel WAN interface as the member of load balance.
<ip/session> Set the load balance mode to IP(default) or session based.
status Show the current status.

Example

> wan Ib ip 192.168.2.25
Set OK

> wan Ib status

WAN1: on
WAN2: on
WAN3: on
WAN4: on
WANS: on
WANG6: on
WAN7: on

Telnet Command: wan lbel

This command allows you to define protocol, port and name for the traffic not to be applied
with load balance.
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Syntax

wan Ibel <idx> <enable> <protocol> <ip type> <obj_grp idx> <port> <port_end> <comment>

wan lbel status <idx>

Syntax Description

Parameter Description

ldx Enter the index number (1 to 32) for the exception list.

enable Enter 1 (enable) or 0 (disable) the selected profile.

protocol <protocol>: Enter TCP, UDP, all. "All" means "TCP+UDP".

ip type Set the IP type (0, 1 or 2) for the selected profile.
0: Any
1: IP object
2: IP group

obj_grp idx Enter the index number (1 to 32 for IP group; 1 to 500 for IP object).
If it is set with "0", then the IP type will be set as "Any".

port Enter a number (0 to 65535) as starting port.
It it is set with "0", then the port range (1 to 65535) will not be
applied with load balance.

port_end Enter a number (0 to 65535) as ending port (must be greater than
starting port).

comment Enter a string (less than 11 characters) as a comment.

Example

> wan lbel
> wan lbel
list[1l] s

list[2] s
list[3] s
list[4] s
list[5] s

list[6] s
port:0-~0,
list[7] s
port:0-0,
list[8] s
port:0-0,
list[9] s
port:0-~0,
list[10]
port:0-~0,
list[11]
port:0-~0,
list[12]
port:0-~0,
list[13]

port:0~300, comment:testforload
port:19302~19302, comment:Google STUN
port:5060~5060, comment:SIP
port:80~80, comment:HTTP

port:443~443, comment:SSL

11 tcp O 1 0 300 testforload
status 1
tatus:enable, protocol:tcp, IP type:any, IP idx:O0,

tatus:enable, protocol:udp, IP type:any, IP idx:O0,
tatus:enable, protocol:tcp+udp, IP type:any, IP idx:0,
tatus:disable, protocol:tcp, IP type:any, IP idx:0,
tatus:disable, protocol:tcp, IP type:any, IP idx:0,

tatus:disable, protocol:tcp+udp, IP type:any, IP idx:O0,
comment:

tatus:disable, protocol:tcp+udp, IP type:any, IP idx:0,
comment:

tatus:disable, protocol:tcp+udp, IP type:any, IP idx:O0,
comment:

tatus:disable, protocol:tcp+udp, IP type:any, IP idx:0,
comment:

status:disable, protocol:tcp+udp, IP type:any, IP idx:0,
comment:

status:disable, protocol:tcp+udp, IP type:any, IP idx:0,
comment:

status:disable, protocol:tcp+udp, IP type:any, IP idx:0,
comment:

status:disable, protocol:tcp+udp, IP type:any, IP idx:0,

Vigor3912 Series User’s Guid

e 787



788

port:0-~0,
list[14]
port:0-~0,
list[15]
port:0-0,
list[16]
port:0-0,
list[17]
port:0-~0,
list[18]
port:0-~0,
list[19]
port:0-~0,
list[20]
port:0-~0,
list[21]
port:0-~0,
list[22]
port:0-~0,
list[23]
port:0-~0,

list[24]
port:0-~0,

>

--— MORE --- ["q": Quit, "Enter”: New Lines, "Space Bar": Next Page]

comment:

status:disable, protocol:tcp+udp, IP type:any, IP idx:0,
comment:

status:disable, protocol:tcp+udp, IP type:any, IP idx:0,
comment:

status:disable, protocol:tcp+udp, IP type:any, IP idx:0,
comment:

status:disable, protocol:tcp+udp, IP type:any, IP idx:0,
comment:

status:disable, protocol:tcp+udp, IP type:any, IP idx:0,
comment:

status:disable, protocol:tcp+udp, IP type:any, IP idx:0,
comment:

status:disable, protocol:tcp+udp, IP type:any, IP idx:0,
comment:

status:disable, protocol:tcp+udp, IP type:any, IP idx:0,
comment:

status:disable, protocol:tcp+udp, IP type:any, IP idx:0,
comment:

status:disable, protocol:tcp+udp, IP type:any, IP idx:0,
comment:

status:disable, protocol:tcp+udp, IP type:any, IP idx:0,
comment:

Telnet Command: wan mvlan

This command allows you to configure multi-VLAN for WAN and LAN. It supports pure bridge
mode (modem mode) between Ethernet WAN and LAN port 2~4.

Syntax

wan mvlan <pvc_no/status/save/enable/disable> <on/off/clear/tag tag_no> <service
type/vlan priority> <px ... >

Syntax Description

Parameter Description
pvc_no It means index number of PVC. There are 8 PVC, 0(Channel-1) to
7(Channel-7) allowed to be configured.
However, only 2 to 7 are available for configuration.
status It means to display the whole Bridge status.
save It means to save the configuration into flash of Vigor router.
enable/disable It means to enable/disable the Multi-VLAN function.
on/off It means to turn on/off bridge mode for the specific channel.
clear It means to turn off/clear the port
tag tag_no It means to tag a number for the VLAN.
-1: No need to add tag number.
1-4095: Available setting numbers used as tagged number.
service type It means to specify the service type for VLAN.
0: Normal.
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1: IGMP.
vlan priority It means to specify the priority for the VALN setting.
Range is from 0 to 7.
pXx It means LAN port. Available setting number is from 2 to 4. Port
number 1 is locked for NAT usage.
Example

PVC 7 will map to LAN port 2/3/4 in bridge mode; service type is Normal. No tag added.

> wan mvlan 7 on p2 p3 p4
PVC Bridge pl p2 p3 p4d p5 p6 p7 p8 p9 pl0 pll pl2 Se
rvice Type Tag Priority

7 ON 0 0 1 1 0 0 0 0 0 0 0 0 N
ormal 0(OFF) 0
>

Telnet Command: wan multifno

This command allows you to specify a channel (in Multi-PVC/VLAN) to make bridge connection

to a specified WAN interface.

Syntax

wan multifno <channel #><WAN interface #>

wan multifno status

Syntax Description

Parameter Description
<channel #><WAN interface <channel #> - There are several channels including VLAN and PVC.
#> Available settings are:
13=Channel 13
14=Channel 14
52=Channel 52
WAN interface # - Enter a number to indicate the WAN interface.
1=WAN1, 2=WAN2
status It means to display current bridge status.
Example
> wan multifno 13 1

%
>
%
%
%
%
%

Configured channel

wan multifno status
Channel 13 uplink i
Channel 14 uplink i
Channel 15 uplink i
Channel 16 uplink i
Channel 17 uplink i

13 uplink to WAN1

fno:
fno:
fno:
fno:
fno:

W wwww
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Telnet Command: wan vlan

This command allows you to tag packets on WAN VLAN with specified number.

Syntax

wan vlan wan <#> tag <value>

wan vlan wan <#> <enable/disable>

wan vlan wan <#> pri <value>

wan vlan stat

Syntax Description

Parameter Description
wan <#> Specify which WAN interface will be tagged.
tag <value> Type a number for tagging on WAN interface.

enable/disable

Enable: Specified WAN interface will be tagged.
Disable: Disable the function of tagging on WAN interface.

pri <value> Set the priority of the WAN interface.
<value>: 0to 7
stat Display current VLAN status.
Example

% Interface

Pri

> wan vlan wan 1 pri 6
> Set priority to 6 for WAN1
> wan vlan stat

Tag Enabled

% WAN1
% WAN2
% WAN3
% WAN4
% WANS

6
0
0
0
0

0O o oo

Vigor3912 Series User’s Guide



Telnet Command: wan budget

This command allows you determine the data traffic volume for each WAN interface
respectively to prevent from overcharges for data transmission by the ISP.

Syntax

wan budget wan <#> rdate <day><hour>

wan budget wan <#> <enable|disable>

wan budget wan <#> thres <budget limit (MB)>

wan budget wan <#> gthres <budget limit (GB)>

wan budget wan <#> mode <monthly|periodic|none>
wan budget wan <#> psday <th day in periodic>

wan budget wan <#> custom_mode <0/1>

wan budget wan <#> custom_mode_reset_hour <hour>
wan budget wan <#> action <action bitmap>

wan budget status

Syntax Description

Parameter Description

wan <#> rdate <day><hour> | wan <#>: Specify the WAN interface (1 to 12).

rdate <day><hour>: Specify the WAN budget refresh time.
day - Available settings are from 1 to 30.

hour - Available settings are from 1 to 23.

E.g., wan budget wan 1 rdate 5 10

If monthy mode is selected: WAN budget will be refreshed on 5th
day at 10:00 in each month.

If periodic mode is selected: WAN budget will be refreshed every 5
days and 10 hours.

<enable|disable> enable - Enable the function of wan budget.

disable - Disable the function of wan budget.

thres <budget limit (MB)> Specify the maximum value for WAN budget limit. (Unit: MB)
budget limit - Type a humber.

gthres <budget limit (GB)> Specify the maximum value of wan budget limit. (Unit: GB)
budget limit - Type a number.

mode Specify the calculation mode (monthly, periodically, or none) for
<monthly|periodic|none> WAN budget.

psday <th day in periodic> It is used only when mode is set with “periodic”. Specify the order
of “today” in the cycle.

E.g., wan budget wan 5 psday - It means “today” is the 5" day
in the billing cycle.

custom_mode <0/1> Set the custom mode ( cycle in hours or in days).
0: cycle_in_hours
1: cycle_in_days

custom_mode_reset_hour Set the reset hour value.

<hour> hour: Enter 1 to 23.

action <action bitmap> Determine the action to be performed when it reaches the WAN
budget limit.

action bitmap - Type a total number of actions to be executed.
Different numbers represent different actions.

1: shotdown wan

2: send mail alert

4: send sms alert
For example, if you type “5” (5=1+4), the system will send SMS alert
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when WAN shotdown is detected.
status Display current configuration status of WAN budget.

Example

> wan budget wan 1 action 5

% WAN 1 budget action set to 5

> wan budget wan 1 gthres 10

% WAN 1 budget limit set to 10 GB

Telnet Command: wan detect_mtu

This command allows you to run a WAN MTU Discovery. The user can specify an IPv4 target to
ping and find the suitable MTU size of the WAN interface.

Syntax

wan detect_mtu -i <Host/IP address> -s <mtu_size> -d <decrease size> -w <1: WAN1 ,2:
WAN2, ...>-c <count>

Syntax Description

Parameter Description

-i <Host/IP address> Specify the IPv4 target to detect. If can be an IPv4 address or
domain name.

Host/IP address: Enter the IP address/domain name of the target.

-s <mtu_size> Set the MTU size base for Discovery.
mtu_size: Available setting is 1000 ~ 1500.
-d <decrease size> Set the MTU size to decrease between detections.
decrease size: Available setting is 1 ~ 100.
-w <number> Specify the WAN interface.
number: Enter the number of WAN interface.
1: WAN1
2: WAN2....and etc.
-c <count> Set the maximum times of ping failure during a Discovery.

count: Available settings are 1 ~ 10. Default value is 3.

Example

> wan detect_ mtu -w 1 -i 8.8.8.8 -s 1500 -d 30 -c 10
detecting mtu size:1500!1!!

mtu size:1470!1!1

Telnet Command: wan detect_mtu6

This command allows you to run a WAN MTU Discovery. The user can specify an IPv6 target to
ping and find the suitable MTU size of the WAN interface.

Syntax

wan detect_mtu6 -i <Host/IP address> -s <mtu_size> -w <number>

Syntax Description

Parameter Description

-i <Host/IP address> Specify the IPv6 target to detect. If can be an IPv6 address or
domain name.
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Host/IP address: Enter the IP address/domain name of the target.

-S <mtu_size> Specify the size of MTU.
mtu_size: Available setting is 1280 ~ 1500.
-w <number> Specify the WAN interface
number: Enter the number of WAN interface.
1: WAN1

2: WAN2....and etc.

Example

> wan detect mtu6 -w 2 -i 2404:6800:4008:c06::5e -s 1500
>

Telnet Command: wan failover

This command is used to configure failover WAN.

Syntax

wan failover off <index>

wan failover on <1><2><3><4><5><6>
wan failover show <index>

wan failover newlb <index><arg>

Syntax Description

Parameter Description
failover off <index> Set specified WAN interface to always on.
index - Ranges from 1 to 12.
failover on There are six fields which represent different options.
<1><2><3><4><5><6>

Field 1 - Specify WAN interface as failover WAN by typing 1 to 7.

Field 2 - Enable / disable the action for the failover WAN. Such
action is “Active When selected WAN [disconnect/reached traffic
threshold]”.

0 - Disable
1 - Enable

Field 3 - Enable / disable the action for the failover WAN. Such
action is “Active When [any/all] of selected WAN disconnect or
reached traffic threshold”.

0 - Disable
1 - Enable

Field 4 - Specify main WAN by typing 1 to 7. The main WAN will be
set to always on.

Field 5 - Specify traffic threshold [Download threshold(Kbps)].
Field 6 - Specify traffic threshold [Upload threshold (Kbps)].

For example, WAN 2 will be set as failover, and will be active when
any of selected WANs has reached traffic threshold. WAN 4 is the

selected WAN. Download threshold : 50 Kbpsl; Upload threshold : 20
Kbps. You can type as follows:

wan failover on 21 04 50 20

show <index> Display parameters settings for WAN interface.
index - Ranges from 1 to 12.

newlb <index><arg> Set the latency, jitter, packet loss threshold of the WAN interface.
index - 1 to 12
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arg - lists as follows:

-afall] :O=any meet, 1=all meet.

-u [check] : 0=n/a, 1=check upload.

-d [check] : 0=n/a, 1=check download.
-l [check] : 0=n/a, 1=check latency.

-J [check] : 0=n/a, 1=check jitter.
-p[check] : 0=n/a, 1=check packet loss.
-m[value] : upload threshold value.

-n [value] : download threshold value.
-X [value] : latency threshold value.

-y [value] : jitter threshold value.

-z [value] : packet loss threshold value.

Example

> wan failover on 2 1 0 4 50 20
> wan failover show 2
wan2 Active Mode : Failover

Active when - Any of the selected WANs reached the Traffic
Threshold, any followed meet:

>

Telnet Command: hsportal setup
This command is used to configure a profile (Hotspot Web Portal) with specified URL for
accessing into or display a message when a wireless/LAN user connects to Internet through
this router.
Syntax
hsportal setup -p <profile> <-I <lan>> <-s <ssid>> ...

hsportal setup -p <profile> -c

Syntax Description

Parameter Description

-p Indicate available profile to be configured.
Number of profile: 1 /2 /3 / 4.

-1 Apply to LAN interfaces. E.g., apply LAN1 and LAN2:
-11, 2.

-m Select login mode.
0:skip

1:click

2:social

3:pin

4:social or pin

-f<0/1> Configure facebook login.
0: disable.
1: enable.

-g<0/1> Configure google login.
0: disable.
1: enable.

-h<0/1> Enable HTTPS redirection.
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0: disable.

1: enable.

-v<0/1> Enable portal detection.
0: disable.
1: enable.

-i<string> Configure APP ID.

For example, to configure facebook APP id, you can type:
>hsportal -p 1 -f -i this_is_app_id
Profile 1 set facebook login disabled ... [OK]

-k<string> Configure app key.

For example, to configure google APP key, you can type:
> hsportal -p 1 -g -i this_is_app_key

Profile 1 set google login disabled ... [OK]

-r<0/1/2> Configure landing page mode.

0: fixed URL.

1: user request.

2: bulletin.

e.g.

> hsportal -p 1 -r 0

Profile 1 set landing page mode O ... [OK]

-e Enable the specified profile.

-d Disable the specified profile.

-c<1/2/3/4> Reset the specified profile.
Number of profile: 1 /2 /3 / 4.

-0 Clear profiles for all clients.

Example

> hsportal setup -p 1 -c

Reset profile 1 ... [OK]

> hsportal setup -p 1 -r 0

Profile 1 set landing page mode O ... [OK]

> hsportal setup -p 2 -g 1 -k app_key google

Profile 2 set google login enabled ... [OK]

Profile 2 set APl KEY ... [OK]

>

Telnet Command: hsportal info
This command is used to enable /disable database, notification, specify object profile for
information related to hotspot web portal users.
Syntax
hsportal info -e <0/1>
hsportal info -c
hsportal info -n <0/1>
hsportal info -a <0/1>
hsportal info -m <1~10>

hsportal info -s <1~10>
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Syntax Description

Parameter Description

-e <0/1> Enable database to record information.
0 - disable
1 - enable

-C Clear user information database.

-n <0/1> Enable notification for user information.
0 - disable
1 - enable

-a <0/1> Enable auto backup and start a new record for user information.
0 - disable
1 - enable

-m <1~10> Set email notigication object.
1~10- Index number of object profile.

-5 <1~10> Set SMS notigication object.
1~10- Index number of object profile.

Example

> hsportal info -e 1

> hsportal info -a 1

[OK]

>

Enabled database to record information ... [OK]

Enabled auto backup and start a new record for user information ...

Telnet Command: hsportal level

This command allows the user to configure bandwidth and sessions quota which is only
applicable to the web portal clients.

Syntax

hsportal level -p <index> [-e <enable>] [-t <mins>] ...

Syntax Description

Parameter Description
-p <index> It means to specify (add) a quota policy profile.
<index>: Enter the index number (1 to 20) of the quota policy
profile.
-e <0/1> It means to enable or disable the quota policy profile.
0: disable.
1: enable.
-t <value> It means to set expired time for quota policy.

<value>: Enter a number (unit:minutes).

-i <0/1> -0 <value>

It means to enable or disable the function of idle timeout
0: disable.
1: enable.
If enabled,

-0 <value>: Set the idle timeout (unit:minutes) if idle timeout is
enabled.
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For example: hsportal level -p 1 -e 1 -i 1 -0 300

-d <value> It means to set the maximum number of devices that can be
connected to the network using the same account.
<value>: Enter a number (0 to 100). "0" means unlimited.
For example: hsportal level -p1-e1-d0
-b <0/1> It means to enable or disable the function of bandwidth limit.
0: disable.
1: enable.
-ru <0/1> It means to specify the bandwidth limit download unit.
0: kbps
1: mbps
-tu <0/1> It means to specify the bandwidth limit upload unit.
0: kbps.
1: mbps.
-5 <0/1> It means to enable or disable the session limit.
O:disable.
1l:enable.
-n <value> It means to set a maximum session limit.

<value>: Enter a value (0 to 6000).
For example: hsportal level -p 1 -s 1 -n

-U <kbps/mbps>

It means to specify the bandwidth upload limit.

kbps
mbps

-D <kbps/mbps> It means to specify the bandwidth download limit.
kbps
mbps

-C <index> It means to delete a quota policy profile.
<index>: Enter the index number (1 to 20) of the quota policy
profile.

-r <0/1> It means to enable or disable the function of reconnection time
restriction.
O:disable.
1:enable.

-f <value> It means to set a period of time to block the same user reconnecting
to the network.
<value>: Enter a number (1 to 1439 minutes).
For example: hsportal level -p 1 -e 1 -r 1 -f 300

-g <value> It means to set a reconnection time to block the same user from
reconnecting before the set time.
<value>: Enter the hour (01 to 23) and the minutes (0~59) (unit:
minutes).
For example: hsportal level -p 1 -e 1 -r 1 -f 23:15 (The same user
can reconnect after 23:15 every day)

Example

> hsportal level -p 1 -e 1 -r 1 -f 30000

>
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Telnet Command: hsportal pin_gen

This command is for future use.

Telnet Command: radius internal

This command allows you to configure detailed settings for internal RADIUS server and client.

Syntax

radius enable <0/1>

radius authport <port number>

radius set_auth_method <method idx>

radius client add <idx> -i <address> -m <mask> -p <prefix> -1 <length> -s <secret>
radius client del <idx>

radius show

radius enable_dotlx <0/1>

radius set_dotlx_method -e <method_idx>

radius set_dotlx_method -d <method_idx>

Syntax Description

Parameter Description
enable <0/1> Enable (1) or disable (0) the RADIUS server.
authport <port number> Configure the port number for authentication.

Port number: Available range is from 0 to 65535.
Default value is “1812”.

set_auth_method <method Specify which method will be used for authentication.
idx> Method idx: 0 and 1

0: Only PAP

1: PAP/CHAP/MS-CHAP/MS-CHAPV2

client add <idx> -i <address> | Specify a client to be authenticated by RADIUS server by typing
-m <mask> -p <prefix> -I required information as follows:

<length> -s <secret> -i <address>: client IPv4 address(domain)

-m <mask>: client IPv4 mask

-p <prefix>: client IPv6 prefix

-l <length>: client IPv6 prefix length

-s <secret>: shared secret

ex: radius client add 1 -i 192.168.1.1 -m 255.255.255.0 -s 123

client del <idx> del - Delete related settings for selected client.
Idx - Specify the index number of client profiles.

show Display the status of RADIUS server.

enable_dotlx <0/1> Enable (1) or disable (0) the 802.1X Authentication function of
RADIUS Server. Default is disabled.

set_dotlx _method -e Set a method for 802.1X authentication of RADIUS server.

<method_idx> Method idx: 1 to 4.

1: EAP_PEAP/MSCHAPV2
2: EAP_TTLS/PAP

3: EAP_TTLS/MSCHAP

4: EAP_TTLS/MSCHAPv2

set_dotlx_method -d Delete the method for 802.1X authentication of RADIUS server.
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<method_idx> Method idx: 1 to 4.

1: EAP_PEAP/MSCHAPvV2
2: EAP_TTLS/PAP

3: EAP_TTLS/MSCHAP
4: EAP_TTLS/MSCHAPv2

Example

>radius client add 1 -1 192.168.1.1 -m 255.255.255.0 -s 123
Set radius server client OK
>

Telnet Command: radius external

This command allows you to configure detailed settings for external RADIUS server.

Syntax

radius external <options>...

Syntax Description

Parameter Description

<options>... The available commands with parameters are listed below.
[...] means that you can type in several parameters in one line.

-V Show current setting.

-v <index> Show current setting for certain RADIUS profile.

<index>: Enter the index number of the profile.

-l <index> Show the server status log.
<index>: Enter the index number of the profile.

-c "<index> <comment>" Set the comment for certain RADIUS profile.
<index>: Enter the index number of the profile.
<comment>: Enter a string.

-f <index> Set the selected profile as the default external RADIUS profile.

<index>: Enter the index number of the profile.

-e "<index> <param>" Enable or disable the external RADIUS profile.
<index>: Enter the index number of the profile.
<param>: 0 or 1. O is disable; 1 is enable.

ex: -e "2 1" to enable the profile 2

-i "<index> <index2> Set the hostname or IP address for the selected RADIUS server
<hostname/IP>" profile.

<index>: Enter the index number of the profile.

<index2>: 0 or 1. 0 means the primary server; 1 means the
secondary server.

ex: -i"10192.168.1.1" or -i "2 1 www.google.com"

-p "<index> <index2> Set the destination port for the selected RADIUS server.
<port_number>" <index>: Enter the index number of the profile.

<index2>: 0 or 1. 0 means the primary server; 1 means the
secondary server.

<port_number>: 1 ~ 65535.

ex:-p"l111812"

-s "<index> <index2> Set the shared secret for the selected RADIUS server.
<secret>" <index>: Enter the index number of the profile.
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<index2>: 0 or 1. 0 means the primary server; 1 means the
secondary server.

<secret>: 1 ~ 65535.

ex :-s"30 123"
-r "<index> <index2> Set the retry number for the selected RADIUS server.
<retry>" <index>: Enter the index number of the profile.

<index2>: 0 or 1. 0 means the primary server; 1 means the
secondary server.

<retry>: 1to 3.
ex:-s"302"

-a "<index> <param> Enable or disable the accounting port for the selected RADIUS

server.
<index>: Enter the index number of the profile.
<param>: 0 or 1. O is disable; 1 is enable.

-b "<index> <index2> Set the accounting port for the selected RADIUS server.
<port_number>" <index>: Enter the index number of the profile.

<index2>: 0 or 1. 0 means the primary server; 1 means the
secondary server.

<port_number>: 1 ~ 65535.
ex :-b"101813"

-d "<index> <index2> Disconnect the message port for the selected RADIUS server.
<port_number>" <index>: Enter the index number of the profile.

<index2>: 0 or 1. 0 means the primary server; 1 means the
secondary server.

<port_number>: 1 ~ 65535.
ex:-d"l13799"

-u "<index> <index2> Set the accounting interim interval for the selected RADIUS server.
<update interval>" <index>: Enter the index number of the profile.

<index2>: 0 or 1. 0 means the primary server; 1 means the
secondary server.

<port_number>: 10 ~ 1440 (minutes)
ex:-u"10 10"

Example

> radius external -1 "1 0 192.168.1.1"

This setting will take effect after rebooting.

Please use ''sys reboot" command to reboot the router.
> radius external -V

Profile default enable comment

% 1 Y,

% 2
% 3
% 4

Telnet Command: local_8021x
The command is used to configure general settings for Local 802.1X server built in Vigor
router.
Syntax
local_8021x enable <0/1>
local_8021x set_localdotlx method -e <method_idx>

local_8021x set_localdotlx_method -d <method_idx>
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local_8021x show

Syntax Description

Parameter

Description

enable

Enable or disable the configuration.
0: disable.
1: enable.

-e <method_idx>

Set the authentication method.

<method_idx>: 1 to 4,

1: EAP_PEAP/MSCHAPV2

2: EAP_TTLS/PAP

3: EAP_TTLS/MSCHAP

4: EAP_TTLS/MSCHAPv2

e.g., local _8021x set_localdotlx_method-e 1

-d <method_idx>

Delete the authentication method.
<method_idx>: 1 to 4,

1: EAP_PEAP/MSCHAPV2

2: EAP_TTLS/PAP

3: EAP_TTLS/MSCHAP

4: EAP_TTLS/MSCHAPV2

e.g., local_8021x set_localdotlx_method-d 3

show

Display current settings of local 802.1x server.

Example

>

> local _8021x set localdotlx _method -e 1

This setting will take effect after rebooting.

Please use ''sys reboot" command to reboot the router.
> local _8021x show

% Local 802.1X enable: disable

Telnet Command: wol

This command allows Administrator to set the white list of WAN IP addresses/Subnets, that
the magic packet from these IP addresses/Subnets will be eligible to pass through NAT and
wake up the LAN client. You also need to set NAT rule for LAN client.

Syntax

wol up <MAC Address>

wol fromWan <on/off/any>

wol fromWan_Setting <idx> <ip address> <mask>

Syntax Description

Parameter Description
<MAC Address> It means the MAC address of the host.
<on/off/any> It means to enable or disable the function of WOL from WAN.

on: enable
off: disable
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any: It means any source IP address can pass through NAT and wake
up the LAN client.

This command will allow the user to choose whether WoL packets
can be passed from the Internet to the LAN network from a specific
WAN interface.

<idx> <ip address> <mask> It means the index number (from 1 to 4).

These commands will allow the user to configure the LAN clients
that the user may wake up from the Internet through the use of the
WoL packet.

ip address - It means the WAN IP address.
mask - It means the mask of the IP address.

Example

> wol fromWan: on

% wol fromWan: on

> wol fromWan_Setting 1 192.168.1.45 255.255.255.0
% wol fromWan_Setting 1 192.168.1.45 255.255.255.0
>

Telnet Command: user

The command is used to create new user account profiles.

Syntax
user set <-a|-b|-c|-d]-e]-l]-o]-q]-r]-s]-u>

user edit <PROFILE_IDX>
<-al-dl-e|-fl-il-ol-m]-nl-pl-ql-r|-s]-tl-ul-v]-w|-x|-Al-H|-T|-P]-1] -L|-D>

user account <USER_NAME><-t|-d]-q|-r]-w>

user setdefault

Syntax Description

Parameter Description

set It means to configure general setup for the user management.
edit It means to modify the selected user profile.

account It means to set time and data quota for specified user account.
setdefault It means to reset to factory default settings.

User Set

-a <Profile idx> <User
name><IP_Address>

It means to pass an IP Address.

Profile idx- type the index number of the selected profile.
User name- type the user name that you want it to pass.
IP_Address- type the IP address that you want it to pass.

-b <user name>
-b ip <ip address>

Block specifies user or IP address.
user name - type the user name that you want to block.
ip address — type the IP address that you want to block.

-C <user name>

Clear the user record.

-c all user name - type the user name that you want to get clear
corresponding record.
all - all of the records will be removed.

-d Enable the User management in Rule-Based mode.

-e Enable the User management in User-Based mode.
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-l all
-1 user

-lip

Show online user.
all - all of the users will be displayed on the screen.

user name - type the user name that you want to view on the
screen.

ip - type the IP address that you want to view on the screen.

It means to show user account information.
e.g.,-0

-q

It means to trigger the alert tool to do authentication.

-r <user name | all>

Remove the user record.
user name - type the name of the user profile.
all - all of the user profile settings will be removed.

It means to set login service.
O:HTTPS

1:HTTP

e.g.,s 1

-u user <user name>
-u ip <ip address>

Unblock specifies user or IP address.
user name - type the user name that you want to unblock.
ip address — type the IP address that you want to unblock.

User edit
PROFILE_IDX Type the index number of the profile that you want to edit.
-a <0/1> Enable(1) or disable(0) the internal RADIUS.
-d Disable User profile function.
-e Enable User profile function.
-f <0/1> Enable(1) or disable(0) the local 802.1x user.
-i <0-255> It means to set idle time (from 0 to 255, 0 means unlimited).
e.g., -i 60
-0 <0-65535> It means to set auto-logout (from 0 to 65535, 0 means unlimited).
-m <0-2000> It means to set the maximum (from 0 to 2000) login user humber.
e.g., -m 200
-n <param> It means to set a user name for a profile.
Param: Enter a string, e.g.,-n fortest.
-p <param> It means to configure user password.
Param: Enter a string, e.g., -p 60fortest.
-g <param> It means to set time quota (0-65535) of the user profile.
Param: Enter a value, e.g., -q 200.
-r <param> It means to set data quota.
Param: Enter a value, e.g., -r 1000.
-S It means to set schedule index. Available settings are”

<sch_idx1,sch_idx2,sch_idx3
, and sch_idx4>

sch_idx1,sch_idx2,sch_idx3, and sch_idx4.

-t <0/1>

It means to enable /disable time quota limitation for user profile
0:Disable
1:Enable

-u <0/1>

It means to enable /disable data quota limitation for user profile
0:Disable
1:Enable

-V

It means to view user profile(s).
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-w <MB/GB> It means to specify the data quota unit (MB/GB).
e.g., -w MB
-X <0-3> It means to set external server authentication
0: None
1: LDAP
2: Radius
3: TACAS
e.g., x2
-l <0-3> It means to set log type.
0:None
1:Login
2:Event
3:All
-P <0/1> It means to enable /disable pop browser tracking window for user
profile
0:Disable
1:Enable
-T <0/1> It means to enable /disable authentication by telnet.
0:Disable
1:Enable
-H <0/1> It means to enable /disable authentication by web page.
0:Disable
1:Enable
-A <0/1> It means to enable /disable authentication by alert tool.
0:Disable
1:Enable
-L <index> It means to set active directory / LDAP profiles.
Index: Specify the index number (profile_idx1 to profile_idx8) of
the profile.
-D It means to list all active directory / LDAP profiles.
-0 <0/1> It means to reset the quota automatically.
0:Disable
1:Enable
-Q <param> It means to set the default time quota.
param: Enter a number (1 to 65535).
-R <param> It means to set the default data quota.
param: Enter a number (1 to 65535).
-M <param> It means to set the default quota type.
0: when login permission schedule expired.
1: at the start time of schedule.
| <param> It means to specify the default quota schedule index to perform the
job at the start time.
-S It means to display the reset default quota type and the schedule
index.
User account
USER_NAME It means to type a name of the user account.
-d <0/1> It means to enable /disable data quota limitation for user account.
0:Disable
1:Enable
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-q It means to set account time quota.
e.g., -q 200
-r It means to set account data quota.
e.g., -r 1000
-t <0/1> It means to enable /disable time quota limitation for user account.
0:Disable
1:Enable
-w <MB/GB> It means to set data quota unit (MB/GB).
user setdefault It means to setup all user profiles to the factory default settings.

Example

> user account admin -d 1
Enable the [admin] data quota limited

Telnet Command: appqgos

The command is used to configure QoS for APP.

Syntax

appqos view

appqos enable <0/1>

appqos traceable <-v | -e AP_INDEX CLASS | -d AP_INDEX>
appgos untraceable <-v | -e AP_INDEX CLASS | -d AP_INDEX>

Syntax Description

Parameter Description

view It means to display current status of APP QosS.

enable <0/1> It means to enable or disable the function of APP QoS.

traceable/ untraceable The APP_s are divided into traceable and untraceable based on their
properties.

-V It means to view the content of all traceable APs.

Use “appqos traceable -v” to display all of the traceable APS with
speficed index number.

Use “appgos untraceable -v”’ to display all of the untraceable APS
with speficed index number.

-e It menas to enable QoS for application(s) and assign QoS class.

AP_INDEX Each index number represents one application.

Index number: 50, 51, 52, 53, 54, 58, 60, 62, 63, 64, 65, 66, 68 are
used for 13 traceabel APPs.

Index number: 0~49, 55~59, 61, 67, 69, and 70~123 are used for 125
untraceable AP.

CLASS Specifies the QoS class of the application, from 1 to 4
1:Class 1, 2:Class 2, 3:Class 3, 4:Other Class
-d It means to disable QoS for application(s).
Example

> appgos enable 1
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APP QoS set to Enable.
> appgos traceable -e 68 2

SSH: ENABLED, QoS Class 2.

Telnet Command: nand bad /nand usage

“NAND usage” is used to display NAND Flash usage; “nand bad” is used to display NAND Flash

bad blocks.

Syntax
nand bad

nand usage

Example

>nand usage

Show NAND Flash Usage:

Partition Total

cfg 4194304
bin_web 33554432
cfg-bak 4194304

bin_web-bak 33554432

> nand bad

Show NAND Flash Bad Blocks:

Block Address

1020 0x07¥80000
1021 0x07€¥a0000
1022 0x07€c0000

1023 0x07Te0000

Used Available Use%
7920 4186384 0%
11869493 21684939 35%
7920 4186384 0%
11869493 21684939 35%

Partition

unused

unused

unused

unused

Telnet Command: apm enable/disable/show/clear/discover/query

The apm command(s) is use to display, remove, discover or query the information of VigorAP

registered to Vigor3912.

Syntax

apm enable
apm disable
apm show
apm clear
apm discover

apm query

Syntax Description

Parameter Description

enable It means to enable APM function.

disable It means to disable APM function.

show It displays current information of APM profile.

clear

It is used to remove all of the APM profile.
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discover It is used to search VigorAP on LAN.
query It is used to query any VigorAP which has been registered to APM
(Central AP Management) in Vigor router. Information related to
the registered AP will be send back to Vigor router for updating the
web page of Central AP Management.
Example

> apm clear
Clear all clients

done

Telnet Command: apm profile

This command allows to configure wireless profiles to be used in Central AP Management.

Syntax

apm profile clone <from index><to index><new name>

apm profile del <index>

apm profile reset

apm profile summary

apm profile show <profile index>

apm profile apply <profile index> <client index1 index2 .. index5>

Syntax Description

Parameter Description

clone It is used to copy the same parameters settings from one profile to
another APM profile.

del It is used to delete a specified APM profile. The default (index #1)
should not be deleted.

reset It is used to reset to factory settings for WLAN profile.

summary It is used to list all of the APM profiles with required information.

show It is used to display specified APM profile.

apply It is used to apply the selected APM profile onto specified VigorAP.

from index Type an index number in this field. It is the original APM profile to
be cloned to other APM profile.

to index Type an index number in this file. It is the target profile which will
clone the parameters settings from an existed APM profile.

new name Type a name for a new APM profile.

profile index Enter the index number of existed profile.

client index1/2/3/4/5

It is useful for applying the selected APM profile to the specified
VigorAP.

Example

(Done)

# Name

> apm profile clone 1 2 forcarrie

> apm profile summary

Security ACL RateCtr1(U/D)
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O Default DrayTek-LAN-A WPA+WPA2/PSK x -/ -
DrayTek-LAN-B WPA+WPA2/PSK x -/ -

1 - - - - -
forcarrie DrayTek Disable X -/ -

N

© 0o ~NO O~ W
I
I
1
1
I

19

Telnet Command: apm cache

This command is used to display or remove the information of registered VigorAP, including
MAC address, name, and authentication. Up to 30 entries of registered information can be
stored and displayed.

Syntax

apm cache show

apm cache clear

Syntax Description

Parameter Description

show It means to display the information related to VigorAP registered
Vigor3912.

clear It means to remove the information related to VigorAP registered
Vigor3912.

Example

> apm cache show

MAC Name Auth

00507FF17EE5 VigorAP903 admin:admin

001DAA04F060 VigorAP1000C admin:admin

00507FF17EE8 VigorAP903 admin:admin

>

Telnet Command: apm lbcfg

This command allows to set parameters related to AP management control.

Syntax
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apm Ibcfg set <value>

apm Ibcfg show

Syntax Description

Parameter Description

set It means to set the load balance configuration file for APM.

Show It shows the configuration value.

<value> You need to type 10 numbers in this field. Each nhumber represents

different setting value.
[1] - The first number means the load balance function. Type
1 - enable load balance,
0 - disable load balance.
[2] - The second number means the station limit function. Type
1 -enable station limit,
0 - disable station limit.
[3] - The third number means the traffic limit function. Type
1 - enable traffic limit,
0 - disable traffic limit.

[4] - The forth number means the limit num of station.
Available range is 3~64.

[5] - The fifth number means the upload limit function. Type
1 - enable upload limit,
0 - disable upload limit.

[6] - The sixth number means the download limit function.
Type
1 - enable download limit,
0 - disable download limit.

[7] - The seventh number means disassociation by idle time.
Type
1 - enable disassociation,
0 - disable disassociation.

[8] - The eighth number means to enable or disable disassociation
by signal strength. Type

1 - enable disassociation,
0 - disable disassociation.

[9] - The ninth number means to determine the unit of traffic limit
(for upload)

1 - Mbps
0 - kbps

[10] - The tenth number means to determine the unit of traffic limit
(for download)

1 - Mbps
0 - kbps
[11] - This number means to set RSSI threshold (-200 to -50 dbm).

Example

> apm lbcfg show

apm LoadBalance Config

1. Enable LoadBalance : 0O
2. Enable station limit : O
3. Enable traffic limit : O
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limit Number : 64

Upload limit : O

Download limit : O

Enable disassociation by idle time :- O

(OOO\ICDU‘I#

Traffic limit unit (upload) : O

10 Traffic limit unit (download) :

11_RSSI1 threshold : O

flag : O

> apm lbcfgset 1113111111 -100
> apm lbcfg show

apm LoadBalance Config :

Enable LoadBalance : 1

Enable station limit : 1

Enable traffic limit : 1

Limit Number : 3

Upload limit : 1

Download limit : 1

Enable disassociation by idle time : 1

kOGJ\lG’U‘I-hOOI\JI—\

Traffic limit unit (upload) : 1
10.Traffic limit unit (download) :
11_RSSI1 threshold : -100

flag : 63

>

Enable disassociation by Signal strength :

Enable disassociation by Signal strength :

0]

Telnet Command: apm apsyslog

This command is used to display the AP syslog data coming form VigorAP.

Syntax

apm apsyslog <AP_Index>

Syntax Description

Parameter Description
AP_Index Specify the index number which represents VigorAP.
Example

> apm apsyslog 1

8d 02:46:09 syslog: [APM] Send Rogue AP Detection data.

8d 02:53:04 syslog: [APM] Run AP Detection / Discovery.

8d 02:56:09 syslog: [APM] Send Rogue AP Detection data.

8d 03:00:42 kernel: 60:fa:cd:55:f5:ea had disassociated.

8d 03:03:12 syslog: [APM] Run AP Detection / Discovery.

8d 03:06:09 syslog: [APM] Send Rogue AP Detection data.

8d 03:13:21 syslog: [APM] Run AP Detection / Discovery.

8d 03:16:10 syslog: [APM] Send Rogue AP Detection data.

8d 03:16:41 Kkernel: 60:fa:cd:55:f5:ea had associated successfully
8d 03:16:55 kernel: 60:fa:cd:55:f5:ea had disassociated.
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Telnet Command: apm syslog

This command is used to display related syslog data from central AP management.

Syntax

apm syslog

Example

> apm syslog

""2021-01-04 04:12:59", "[APM] [VigorAP903 F17EE5] GET temper/traffic
data failed "

"2021-01-04 04:13:21", "[APM] [VigorAP903_F17EE5] has no response "'

"2021-01-04 04:13:21", "[APM] [VigorAP903_F17EE5] GET temper/traffic
data failed "

"2021-01-04 04:13:43", "[APM] [VigorAP903_F17EE5] has no response "'

'"2021-01-04 04:13:43", "[APM] [VigorAP903 F17EE5] GET temper/traffic
data failed "

>

Telnet Command: apm stanum

This command is used to display the total number of the wireless clients, no matter what
mode of wireless connection (2.4G WLAN or 5G WLAN) used by wireless clients to access into
Internet through VigorAP.

Syntax

apm stanum <AP_Index>

Syntax Description

Parameter Description
AP_Index Specify the index number which represents VigorAP.
Example

> apm stanum

% Show the APM AP Station Number data.
% apm stanum AP_Index.

% ex : apm stanum 1

% Idx Nearby(2.4/5G) Conn(2.4/5G)
% 1 2 5 0O O

% 2 2 5 1 O

% 3 2 5 1 O

Telnet Command: ha set

This command can be used to configure HA settings for Vigor routers.

Syntax

ha set [-<command> <parameter>]| ... ]

Syntax Description
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Parameter

Description

[<command> The available commands with parameters are listed below.
<parameter>]...] [...] means that you can type in several parameters in one line.
-e <1/0> 1: Enable the function of High Availability (HA).
0: Disable the function of High Availability (HA).
-1 <1/0> 1: Enable the function of recording the operation record of HA in
Syslog.
0: Disable the function of recording the operation record of HA in
Syslog.
-M <1/0> Specify the Redundancy Method for HA.
1: Active-Standby
0: Hot-Standby
-v <1-255> Specify the group ID (VHID)
1- 255: Setting range.
-R Set HA settings to Factory Default.
-p <1-30> Specify the Priority ID.
1-30: Setting range.
-k <key> Specify the Authentication Key.
Key: Max. 31 Characters.
-u <1/0> Enable or disable the function of Update DDNS.

1: Enable. When a router changes HA status to primary, it will
update DDNS automatically.
0: Disable.

-m <interface>

Specify the management interface.
Interface: LAN1 ~ LAN8, DMZ.

-S

It means to get the newest status of other router (except the local
router).

-y It means sync local config to other router. Primary can executes this
command. Secondary can not execute this commad.
-c <1/0> Enable or disable the function of Config Sync.

1: Enable.
0: Disable.

-C <config type> <1/0>

Exclude the following settings from config sync.
Config type: 1 (WAN setttings)

-1 -[M]H]D] <interval>

Set the Config Sync Interval for HA. Minimum interval is 15 minutes.
-M: Minute. Setting range is 0/15/30/45. (e.g., ha set -l -M 30)

-H: Hour. Setting range is from 0 to 23. (e.g., ha set -I -H 12)

-D: Day. Setting range is from 0 to 30. (e.g., ha set -1 -D 15)

-h <Subnet> [<Virtual IP>]

Enable and set virtual IP to the subnet.
Subnet: LAN1 to LAN8, DMZ.

Virtual IP: The type format shall be “XXX.XXX.XXX.xxx”. (e.g,
192.168.1.0)

For example, to enable a virtual IP to the sunet, simply type:
ha set -h LAN1 192.168.1.5

-d -<4/6><Subnet>

Disable a virtual IP to the subnet.

4: |Pv4; 6: IPV6.

Subnet: LAN1 to LAN100.

For example, to disable a virtual IP to the subnet, just type:
ha set -h LAN1

-0 <1/0> Run DARP protocol on IPv4 or IPv6.
0: IPv4
1: IPv6
Example

‘ > ha set -h -4 LAN1 192.168.1.1
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% Virtual

% Enable IPv4 Virtual 1P on LAN1

IP can not be same as router IP (192.168.1.1)!!!

Telnet Command: ha show

This command can be used to show the settings information about config sync and general
setup.

Syntax

ha show -c

ha show -g

Syntax Description

Parameter Description

-C Show the settings of config sync.

-g Show the settings of general setup.
Example

%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%

>

> ha show -g

High Availability
Redundancy Method
Group 1D

Priority ID

Update DDNS

Protocol

Management Interface
Authentication Key
Syslog

: Disable

: Active-Standby
S

- 10

: Disable

1Pv4

; LAN1
: draytek
: OFF

[ Index | Enable | Virtual 1P ]

LAN1 - 192.
LAN2 - 192.
LAN3 - 192.
LAN4 - 192.
LANS - 192.
LANG - 192.
LAN7 - 192.
LAN8 - 192.
LAN9 - 192.
LAN1O - 192.
LAN11 - 192.

168.
168.
168.
168.
168.
168.
168
168.
168.
168.
168.

4
5
6

7.
8
9
1
1

100.2
200.2
3.

NNNNNNDN

0.2
1.2

Telnet Command: ha status

This command is used to display HA status information.

Syntax

ha status -a <Detail Level>

ha status -m <Detail Level>
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Syntax Description

Parameter Description

-a Show the status for all of the routers in HA group.

-m Show the status of local router only.

Detail Level 0: Basic information.
1: Basic information with more data (e.g., firmware version, model,
HTTPs port. MAC address and etc).
2: Basic information with some HA settings.

Example

% 1P
% Status

% Group 1D

% Protocol

% I OFF
% ON
% ON
% ON
% ON
% ON
% ON
% ON
% ON
% ON
% ON
% ON
% ON
% ON
% ON
% ON
% ON
% ON
% ON
% ON
% ON
% ON
%%

>

> ha status -m 2
% [Local Router] Marketing3912

% High Availability
% Redundancy Method

% Priority ID
% Update DDNS

% Management Interface
% Authentication Key
% Virtual IP: (Max. 51 Virtual

% Virtual 1Pv6: (Max. 51 Virtual

LAN1
LAN2
LAN3
LAN4
LANS
LANG
LAN7
LAN8
LAN9
LAN1O
LAN11
LAN12
LAN13
LAN14
LAN15
LAN16
LAN17
LAN18
LAN19
LAN20
LAN21

: 192.168.100.1 (FE80::21D:AAFF:FE4B:3E80)
1

: 1 Disable

. Active-Standby
o1

- 10

: Disable

> IPV4

: LAN1

: draytek

1Ps)

1PVv6s)

FE80: :200:5EFF:FE00:101
FE80::200:5EFF:FE00:101
FE80::200:5EFF:FEO00:101
FE80: :200:5EFF:FE00:101
FE80::200:5EFF:FE00:101
FE80: :200:5EFF:FE00:101
FE80::200:5EFF:FEO0:101
FE80::200:5EFF:FE00:101
FE80::200:5EFF:FEO00:101
FE80::200:5EFF:FE00:101
FE80::200:5EFF:FE00:101
FE80::200:5EFF:FE00:101
FE80::200:5EFF:FE00:101
FE80: :200:5EFF:FE00:101
FE80::200:5EFF:FE00:101
FE80: :200:5EFF:FE00:101
FE80::200:5EFF:FE00:101
FE80: :200:5EFF:FE00:101
FE80::200:5EFF:FE00:101
FE80: :200:5EFF:FE00:101
FE80::200:5EFF:FE00:101

Telnet Command: swm show

This command is used to display general setting of of VigorSwitch which connecting to Vigor

router in LAN.

Vigor3912 Series User’s Guide




Syntax

swm show <LAN_port>

Syntax Description

Parameter Description
LAN_port Specify the LAN port number (1 to 12).
Example

>swm show 3

** 1T you want to display SWM debug log : "swm show debug log"
** Enable/Disable SWM console debug log : "swm show console log en/dis"
** Enable/Disable SWM syslog debug log : "swm show syslog log en/dis"

** 1f you connected a VigorSwitch but does not display here.
** Please check the LLDP is enabled and VLAN ID is matched on VigorSwitch.

LAN Port Level UP - Link Model UP - MAC UP - Port Model Name MA
C IP Address Down - Port
3 1 Router 8 G2280 0

01DAAOCCDO8 192.168.1.10

Internal VLAN is [Disable]

62280 Level 1 MAC 00:1D:AA:0C:CD:08

VLAN Port Table:

PVID Port Num Egress Frame Type Port Type Ingress FIt
1 1-28 hybric all unaware enabled

VLAN Table:

VID VLAN Name Port Num Forbidden Port Num

1 vianl 1-28 none

(Total 1 Switch)

Telnet Command: swm get

This command is used to get configuration information of VigorSwitch which connecting to
Vigor router in LAN. Before using such command, make sure VigorSwitch has been managed
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under Vigor router (refer to Telnet Command: swm profile for adding a VigorSwitch device
onto Vigor router).

Syntax
swm get <MAC>

Syntax Description

Parameter Description
MAC Enter the MAC address (e.g., 001DAAOCCDO08) of the VigorSwitch.
Example

> swm get 001DAAOCCDO8
Start get cfg from 00l1daaOccd08 external switch

Please wait a few seconds...

Result: [OK].

>

Telnet Command: swm post

This command is used to transfer switch configuration to VigorSwitch which connecting to
Vigor router in LAN.

Syntax

swm post <MAC>

Syntax Description

Parameter Description
MAC Enter the MAC address (e.g., 001DAAOCCDO08) of the VigorSwitch.
Example

> swm post 001DAAOCCDOS8

Start post cfg to 001daaOccd08 external switch with currect settings.
Please wait a few seconds...

Result: [OK].

>

Telnet Command: swm enable / disable

This command is used to enable / disable the external device.

Example

> swm enable ?
Enable Switch Mangement: swm enable

> swm enable
External Device Discovery is not enable.
We will enable both.
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Telnet Command: swm group

This command is used to add, edit or display the switch management group.

Syntax

swm group set <IDX> <NAME> <1> <PASSWD>
swm group set <IDX> <NAME> <0>

swm group show

swm group add <IDX> <MAC>

swm group delete <IDX> <MAC>

Syntax Description

Parameter Description
set <IDX> <NAME> <1> It means to set group name and group password.
<PASSWD> <IDX>: Enter the index number (1 to 10) of the group.

<NAME>: Enter the name of the group.
<1>: It means the password flag.
<PASSWD>: Enter a string as the password.

show It means to display switch group status.

add <IDX> <MAC> It means to add a switch into the group as a member switch.
<IDX>: Enter the index number (1 to 10) of the group.
<MAC>: Enter the MAC address of VigorSwitch.

delete <IDX> <MAC> It means to delete a switch from the group.
<IDX>: Enter the index number (1 to 10) of the group.
<MAC>: Enter the MAC address of VigorSwitch.

Example

> swm group set 10 pease 1 jpsword
> swm group show

Index  Group Name Passwd Flag Member Switch
1 peace 1 G2280(192.168.1.10),
2 0
3 0
4 0
5 0
6 0
7 0
8 0
9 0
10 pease 1
Name IP Address MAC
62280 192.168.1.10 00ldaaOccd08

Telnet Command: swm profile

This command is used to add, edit or display the switch management profile.
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Syntax

swm profile add/delete <MAC>
swm profile show

swm profile enable_all/disable_all <MAC>

Syntax Description

Parameter Description

add/delete <MAC> It means to add or delete a member switch from the profile.
<MAC>: Enter the MAC address of the switch.

show It means to display switch profile.
enable_all/disable_all It means to enable or disable all LAN ports of the specified switch
<MAC> managed by Vigor router.

<MAC>: Enter the MAC address of the member switch.

Example

> swm profile show

Name IP Address MAC Model  Group

c280  192.168.1.10 OOldaaOccd0B 2280 peace.pease,
IP Address MAC Model

Telnet Command: swm detail

This command is used to configure general settings (e.g., switch name, password) and port
settings for VigorSwitch.

Syntax

swm detail comment <MAC> <COMMENT>

swm detail name <MAC> <NAME>

swm detail passwd <MAC> <PASSWD>

swm detail config <MAC> <config>

swm detail show

swm detail port show <MAC>

swm detail port <MAC> <PORT> <FLAG> <SCHED1> <SCHED2> <DESCRIPTION>
swm detail rate <MAC> <PORT> <i/e> <e/d>

swm detail rate <MAC> <PORT> <i/e> <ratelimit>

Syntax Description

Parameter Description
comment <MAC> It means to set a comment for VigorSwitch.
<COMMENT> <MAC>: Enter the MAC address of the VigorSwitch to be modified.

<COMMENT>: Add an additional explanation for the switch.

name <MAC> <NAME> It means to set a name for VigorSwitch.
<MAC>: Enter the MAC address of the VigorSwitch to be modified.
<NAME>: Enter the name of VigorSwitch.
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passwd <MAC> <PASSWD>

It means to set a login password for VigorSwitch.
<MAC>: Enter the MAC address of the VigorSwitch to be modified.
<NAME>: Enter the login password of VigorSwitch.

config <MAC> <config>

It means to apply the configuration of VigorSwitch B to other
Vigorswitch A.
<MAC>: Enter the MAC address of the VigorSwitch A to be modified.

<config>: Enter the index number of the profile set in VigorSwitch
B.

show

It means to display comment, MAC and connection status of the
switch.

port show <MAC>

It means to display a list of LAN ports of the VigorSwitch.
<MAC>: Enter the MAC address of the VigorSwitch to be modified.

port <MAC> <PORT> <FLAG>
<SCHED1> <SCHED2>
<DESCRIPTION>

It means to set a description and schedule profile for each port of
VigorSwitch.

<MAC>: Enter the MAC address of the VigorSwitch to be modified.
<PORT>: Enter the index number (e.g., 1 to 28) of the VigorSwitch
LAN port. The number of LAN ports will vary according to the Switch
to be modified.

<SCHED1> <SCHED2>: Determine and type two index numbers of the
schedule profiles you want.

<DESCRIPTION>: Enter a desription for each port of VigorSwitch.

rate <MAC> <PORT> <i/e>
<e/d>

It means to enable / disable the rate limit for each port of
VigorSwitch.

<MAC>: Enter the MAC address of the VigorSwitch to be modified.

<PORT>: Enter the index number (e.g., 1 to 28) of the VigorSwitch
LAN port. The number of LAN ports will vary according to the Switch
to be modified.

<i/e>:"i" means Ingress Rate; "e" means Egress Rate.
<e/d>""e" means enable; "d" means disable the setting.

rate <MAC> <PORT> <i/e>
<ratelimit>

It means to modify the rate limit for each port of VigorSwitch.
<MAC>: Enter the MAC address of the VigorSwitch to be modified.

<PORT>: Enter the index number (e.g., 1 to 28) of the VigorSwitch
LAN port. The number of LAN ports will vary according to the Switch
to be modified.

<i/e>:"i" means Ingress Rate; "e" means Egress Rate.
<ratelimit>: Enter a value.

Example

> swm detail rate 001DAAOCCDO8 1 i 5000
> swm detail comment 001DAAOCCDO08 availablefor2floor
> swm detail rate 001DAAOCCDO8 1 i 5000

> swm detail show

Idx Name
Status

1 G2280
Connect

MAC

001daaOccd08

Comment

> swm detail comment O001DAAOCCDO8 availablefor2floor

> swm detail show

Idx Name
Status

MAC

Comment
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1 G2280 001daaOccd08 availablefor2floor 1 None
Connect

Telnet Command: swm maintain

This command is used to reboot or reset the switch to factory default setting.

Syntax

swm maintain reboot <MAC>
swm maintain reset <MAC>
swm maintain show

Syntax Description

Parameter Description

reboot <MAC> It means to reboot VigorSwitch with current settings.
<MAC>: Enter the MAC address of the VigorSwitch to be modified.

reset <MAC> It means to reset VigorSwitch with factory default settings.
<MAC>: Enter the MAC address of the VigorSwitch to be modified.

show It means to display comment, MAC and connection status of the
switch.

Example

> swm maintain show

Name IP Address MAC Model

62280 192.168.1.10 001daaOccd08 G2280

> swm maintain reset 00ldaaOccd08
Preparing to reset.
Please wait for few minutes and do not turn off power.

Telnet Command: swm search

This command is used to search Vigor Switch by MAC / IP address / specific description and
display information.
Syntax

swm search mac <MAC>
swm search ip <IP>
swm search description <Input>

Syntax Description

Parameter Description

mac <MAC> <MAC>: Enter the MAC address of the VigorSwitch to be searched.

ip <IP> <IP>: Enter the IP address of the VigorSwitch to be searched.

description <input> <input>: Enter the model name of the VigorSwitch to be searched.
Example
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> swm search mac 00l1daaOccd08

Type IP Address MAC Description / Name Lan Port
UpLink Port Level Port
Switch 192.168.1.10 00:1D:AA:0C:CD:08 G2280 P3

Vigor Router 0 3
>

Telnet Command: swm db

This command is used to enable/disable database to record switch management information.

Syntax

swm db ctl en/dis

swm db ctl show

swm db alert notify <N/S>
swm db alert action <S/B>
swm db alert sms <IDX>
swm db alert mail <IDX>

Syntax Description

Parameter Description

ctl en/dis It means to enable or disable the function of displaying database
control status.

en: Enable the function.
dis: Disable the function.

ctl show It means to show the the database control status.
alert notify <N/S> It means to set alert notification (N or S) condition when storage
exceeded.

N:Don't send notification.
S: Send notification.

alert action <S/B> It means to set the alert action (S or B) condition when storage
exceeded.

S: Stop recording urser information.
B: Backup and clean up all user info, and start a new record.

alert sms <IDX> It means to set SMS object which will get the information from Vigor
router if something wrong with VigorSwitch.

<IDX>: Enter the index number of the mail object.

alert mail <IDX> It means to set mail object which will get the information from
Vigor router if something wrong with VigorSwitch.

<IDX>: Enter the index number of the mail object.

Example

> swm db ctl en
Enable database to recoard SWM information.
>

Telnet Command: swm alert

This command is used to define the name of alert, level of alert (in color), and determine to
record the data in the database, or send a notification message to the user based on the
level.
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Syntax

swm alert enable/disable

swm alert show

swm alert en/dis <ldx>

swm alert set <ldx> log <e/d>

swm alert set <ldx> name <name>

swm alert set <ldx> color <O/R/N>

swm alert set <ldx> notif <e/d>

swm alert set <ldx> obj <object idx> <object value>
swm alert display

swm alert en/dis <sw/port> <mac>

swm alert sw show <mac>

swm alert set sw <mac> <incident idx> <level idx>
swm alert port show <mac>

swm alert set port <mac> <port num><incident idx> <level idx>

Syntax Description

Parameter Description

enable/disable It means to enable/disable Alert mechanism.
enable: Enable the mechanism.
disable: Disable the mechanism.

show It means to display a list of all alert setup.

en/dis <ldx> It means to enable / disable the Alert Action settings.

en: Enable the settings.

dis: Disabel the settings.

<ldx>: Enter the index number (1 to 8) of the alert action item.

set <ldx> log <e/d> It means to enable / disable the function of creating log of alert.
e: Enable the settings.

d: Disabel the settings.

<ldx>: Enter the index number (1 to 8) of the alert action item.

Note that No Log for index 1; and log for index 2 is enabled in
default.

set <ldx> name <name> It means to set level name of each alert.
<ldx>: Enter the index number (1 to 8) of the alert action item.
<name>: Enter a short description of the alert.

set <ldx> color <O/R/N> It means to define the color for each level of alert. The color of
index 1 is No color and unable to be changed.

<ldx>: Enter the index number (2 to 8) of the alert action item.
<O/R/N>: "O" means orange; "R" means red; "N" means no color.

set <ldx> notif <e/d> It means to enable or disable the function of sending notifiction to
specified phone number via SMS.

<ldx>: Enter the index number (3 to 8) of the alert action item.
e: Enable the settings.
d: Disabel the settings.

set <idx> obj <object idx> It means to specify SMS/Email service object(s) for the alert item.
<object value> Each alert can be set with up to four objects.

<ldx>: Enter the index number (3 to 8) of the alert action item.
<object idx>: Enter the queue number (1 to 4) for specifying an
object profile.

<object value>: Enter the index number (1 to 10) of the SMS/Email
service object profile.
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display It means to display all switches with port alert state.

en/dis <sw/port> <mac> It means to enable or disable the Switch Alert /Port Alert action.
en: Enable the function.

dis: Disable the function.

<sw/port>: "sw" means Switch Alert; "port" means Port Alert.
<mac>: Enter the MAC address of the VigorSwitch.

sw show <mac> It means to display incident and alert type of the VigorSwitch.
<mac>: Enter the MAC address of the VigorSwitch.

set sw <mac> <incident idx> | It means to set incident and alert type of the VigorSwitch.
<level idx> <mac>: Enter the MAC address of the VigorSwitch.
<incident idx>: Range 1 - 4

<level idx>: 1-8

port show <mac> Display Port Incident Alert
<mac>: Enter the MAC address of the VigorSwitch.

set port <mac> <port num> Set Port Incident Alert

<incident idx> <level idx> <mac>: Enter the MAC address (e.g., 001DAAOEBODB) of the
VigorSwitch.

<port num>: Range 1 - 28
<incident idx>: Range 1 - 4
<level idx>:1-8

Example

> swm alert set 2 color N

> swm alert show

lIdx En/Dis Level Color Create Log Send Notification(1-4)
1 En No Alert No Color Disable Disable o ,0 ,0 ,0
2 En Minor Alert No Color Enable Disable o ,0 ,0,0
3 En Moderate Alert Orange Enable Disable o ,0 ,0 ,0
4 En Major Alert Red Enable Disable 0 ,0 ,0 , 0
5 Dis No Color Disable Disable o ,0 ,0,0
6 Dis No Color Disable Disable o ,0 ,0 ,0
7 Dis No Color Disable Disable o ,0 ,0,0
8 Dis No Color Disable Disable o ,0 ,0,0
>

>

Telnet Command: swm log

This command is used to display switch managent log.

Syntax

swm log show filter

swm log show day

swm log show week

swm log set level <idx> on/off
swm log set type <idx> on/off

swm log set switch <mac> on/off

Syntax Description
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Parameter Description

show filter It means to display the log filter setup.

show day It means to display the quantity of day log.

show week It means to display the quantity of week log.

set level <idx> on/off It means to turn on or turn off the alert level.
<idx>: 1 to 8.

on/off: Set the status (on or off) of the alert.

set type <idx> on/off It means to turn on or turn off the port alert/switch alert.
<idx>: 1 to 2. "1" means Port Alert; "2" means Switch Alert.
on/off: Set the status (on or off) of the alert.

set switch <mac> on/off It means to set Switch Filter:
<mac>: Enter the MAC address of the VigorSwitch.
on/off: Set the status (on or off) of the alert.

Example

> swm log show Ffilter
Index Status Level En/Dis
1 off No Alert En
2 off Minor Alert En
3 off Moderate Alert En
4 off Major Alert En
5 off Dis
6 off Dis
7 off Dis
8 off Dis

1 on Port Alert
2 off Switch Alert

Index Status Switch Name Model Mac Address
1 on 62280 G2280 001daaOccd08
> swm log set level 8 on

>

Telnet Command: swm snmp

This command is used to display switch information via SNMP query.

Syntax

swm snmp sys <MAC>

swm snmp iftbl <MAC> <port_num>
swm snmp poe <MAC>

swm snmp trpcom show <MAC>

swm snmp trpcom set <MAC> <name>
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Syntax Description

Parameter Description

sys <MAC> It means to show the system information.
<MAC>: Enter the MAC address of the VigorSwitch.

iftbl <MAC> <port_num> It means to show port interface information.
<MAC>: Enter the MAC address of the VigorSwitch.

<port_num>: Enter the index number (e.g., 1 to 28) of the
VigorSwitch LAN port. The number of LAN ports will vary according
to the Switch to be modified.

poe <MAC> It means to show snmp POE interface information.
<MAC>: Enter the MAC address of the VigorSwitch.

trpcom show <MAC> It means to show Trap Community.
<MAC>: Enter the MAC address of the VigorSwitch.

trpcom set <MAC> <name> It means to set Trap Community.
<MAC>: Enter the MAC address of the VigorSwitch.
<name>: Enter a string as tramp community.

Example

> swm snmp sys 00ldaaOccd08
sysDescr:

sysObjectlID:

sysUpTime:0 hr O m O s
sysContact:

sysName:

sysLocation:

sysServices:0

ifNumber:0

> swm snmp trpcom show 00ldaaOccd08
Trap Community:public
>

Telnet Command: linux
Before using the Linux services, you have to specify the basic settings, including IP address,
subnet mask and SSH port value for Linux applications.
Syntax
linux setlinuxip <-i IP> <-c CIDR> <-g Gateway> <v VLANx> <-p password>
linux status
linux clean-a/-b/-d/-o/-w
linux service <telnet/ssh> <enable/disable/status/setport>
linux syslog <enable/disable/status>

linux ring <set/send/clean/test/debug>

Syntax Description

Parameter Description

setlinuxip <-i IP> <-c CIDR> It means to set Linux IP and gateway.
<-g Gateway> <v VLANX> <-p | |p - necessary. Linux IP set to LAN subnet IP.

password> CIDR - optional (Classless Inter-Domain Routing). Enter a number
between 1~32. The default is 24.

Gateway - optional. Usually it will be set to router’s LAN IP. The
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default is 0.0.0.0.

VLANXx- optional. For tagged subnet, enter a number between 0~99
to set VLAN group. The default is 0 (VLANO).

password - Add -p "admin's password" for 1st time setting and reboot
to take effect.

status Display current status of linux application.
clean-a/-b/-d/-0/-w Clean the linux service information by using the following
command.

-a - clean local app partion (&2 app partion? “ff#><)

-b - clean backuped firmware and configuration (:Z 257 T ILi5%
% - RRHEs e MERE (T HIEE Bk » MR T I THE A REE?)

-d - clean local data partion (EJ&Z data partion? “~N{#><)

-0 - Select this option to reboot Vigor system with current
configuration but remove the application(s) related to Linux
application from the Vigor router.

-w - Wipe out all data of linux service and reboot the router.

service <telnet/ssh> Enable/disable the security service based on the protocol
<enable/disable/status/set | telnet/SSH for Linux applications.
port> <telnet/ssh> - Specify the protocol.

<enable/disable/status/setport> - Enable/ disable the service.

<status> - Display the current setting status for the service based on
the protocol of Telnet/SSH.

<setport> - Set the Telnet/SSH port number (1 to 65535).

syslog <enable/disable/status> - Enable/disable the function of saving all
<enable/disable/status> syslog about Linux service to internal flash.
ring This command is for temporary using, until web ui is done
<set/send/clean/test/debug | (5418 L Ef— s » FARUEISHRERE - TR —
> E?).

Example

> setlinuxip -i 192.168.2.100 -c 24 -g 192.168.2.1 -v 2

> linux status
Status = O

Linux IP is empty.
Gateway IP is empty.
VLAN is VLANO

>

Telnet Command: service
This command is used to display information about Myvigor service. In addition, it allows to
transfer MyVigor service from the original account to other account.
Syntax
service -s
service -r
service -l <account> <password>
service -i <new_owner> <new_owner_email>
service -t <yes>/<no>

service -c
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Syntax Description

Parameter Description

-S Display the service status.

-r Refresh the service status

-l <account><password> Login to MyVigor server. Enter the account and password registered

to MyVigor server
account - Enter the name of the account.
Password - Enter the password of the account.

-i Enter the name and the e-mail address of the new owner for service
<new_owner><new_owner_e | transfer.

mail> New_owner - Enter the account name of the new owner.
New_owner_email - Enter the e-mail address of the new owner.

-t <yes>/<no> Transfer this Vigor device to a new owner.

-C Clear current owner's account information.
Example

> service

> service -1 carrieni ttt0016ttt5
Login Account:carrieni, Pw:ttt00l16ttt5
Login Success! Please check Service Status again!
> service -s

Show service status.

Now state is [SS_STATE REG_ACC _VALID]
Service Status:

Model Name : Vigor3912 Series

Serial Number: 2019053108580701

MAC Address : 00:1D:AA:73:4A:78

Owner Account: carrieni

E-mail . ca******j@draytek.com

Device service support status:
Service WCF, ID = [1]
Service Provider [Cyren]
Licese Start date [2019-09-26]
Licese Exp_date [2019-10-26]

Service APPE, I1D=[4]
Service Provider [Not Activated]
Licese Start _date []
Licese Exp_date []

Service DDNS, I1D=[6]
Service Provider [Not Activated]
Licese Start _date []
Licese Exp_date []
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